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1. BUBHAUYEHHS 3AI'AJIHUX TEPMIHIB

1. DEFINITION OF GENERAL TERMS

Bank -AT «OTII BAHK» Ta Oyap-siki #Oro CTpPYKTypHIi
niaposniny Ha Teputopii Ykpainu. CtopoHa 3a JloroBopom.

Bank shall mean OTP BANK JSC and any its structural
divisions in Ukraine, the party to the Agreement.

Boprosi 3000B’s13aHHA -BCi Ta/ab0 KOXHE 3 TUIATIXHHUX
(rporioBux) Ta/ab0 HEMIATHKHUX (HE IPOIIOBOIO XapaKTepy)
3000B’s13aHb KoHTparenTa, 3rigno Jorosopy Ta/ado y 3B’ 513Ky
3 JloroBopom.

Debt obligations shall mean all and/or each of payment
(monetary) and/or non-payment (non-monetary) obligations
of the Counterparty under the Agreement and/or in relation
thereto.

JoroBip - mmchbMOBa JOMOBIEHICTH MK bankom Ta
Konrtparent-om/-amMu, cnipssMoBaHa Ha BCTAHOBJICHHS, 3MiHY
a00 MPHUIUHEHHS IMBUIEHUX Ta/a00 TOCHOJApCHKHUX MpaB Ta
000B'I3KIB, IKHi € HeBix eMHOK 4YacTuHOO 3AIAJIBHUX
YMOB 0 JOI'OBOPIB, SIKI YKJIAIEHI 3 AT «OTII
BAHK» (ITYBJIIUHI). HdoroBip ckiagaeTscs i3 2-X YaCTHH:
InnuBinyansHOi wactuan JloroBopy Ta IlyOmiuHOi yacTWHU

Horosopy.

Agreement shall mean a written agreement between the
Bank and the Counterparty(-ies) aimed to establish, change
or terminate civil and/or economic rights and obligations,
which forms an integral part of GENERAL CONDITIONS
TO CONTRACTS AND AGREEMENTS CONCLUDED
WITH OTP BANK JSC. The Agreement shall consist of two
parts: Individual part of the Agreement and Public part of the
Agreement.




Ilepenik JloroBopiB, sKi MOXyTh OYTH yKJIaIeHi 3
MIPUETHAHHSAM JI0 3aralibHUX Y MOB, BU3HAYCHI Y PO3.ILTI 4 TIHX
3arampHUX YMOB.

The list of Agreements that can be concluded with accession
to the General Conditions is defined in Section 4 of these
General Conditions.

JloroBipne cmnucaHHs - 1eOCTOBHWII Iepeka3 KOINTIB 3
paxyHky KoHTpareHta 3a 3rofor0 Ta JIOPYYCHHSIM
Konrtparenra y Bunankax, nepegdoadenux JJorosopom ta/abo
3aKOHOABCTBOM.

Contractual debiting - debit transfer of funds from the
Counterparty's account with the consent and on behalf of the
Counterparty in cases stipulated by the Agreement or the
Legislation.

3aKoHO0IaBCTBO - YUHHE 3aKOHOJABCTBO YKpaiHH.

Legislation shall mean the effective legislation of Ukraine.

3araabHi YmoBu — 3AT'AJIBHI YMOBHU 1O JOI'OBOPIB,
AKI YKIIAJEHI 3 AT «OTIT BAHK» (ITYBJIIYHI), siki €
HeBin emHoro [1yOiaHoI0 yacTHHOIO JlorOoBOpY Ta po3MimeHi
Ha OdimiitHomy caiiTi banky.

General Conditions shall mean the GENERAL
CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH OTP BANK JSC, which form an
integral Public part of the Agreement and places on the
Bank’s official web-site.

InguBinyaanna yactuna JJoroBopy — 10oroBip, 0ocOOIMBOCTI
AKOTO BHW3HA4YeHI y po3xim 4 3aranbHAX YMOB, SKAH
mianucannii CTOpOHaMH Ta € HEBIJ€MHOI0 YacTHHOIO
[Ty6niynoi yacTunu JloroBopy — nux 3arajJbHUX YMOB.

Individual part of the Agreement - is an agreement, the
specifics of which are defined in section 4 of the General
Conditions, which is signed by the Parties and is an integral
part of the Public part of the Agreement - these General
Conditions.

HBY — HamionanpHamii 6aHK YKpaiHu.

NBU shall mean the National Bank of Ukraine.

KonTparentr — cropona 3a JloroBopom, Oynb-sika (izudHa
ocoba (pe3uaeHT ab0o Hepe3uaAeHT) Ta/abo Qizuuna ocoda-
mignpueMenb, Ta/abo ropuaudHa ocoba (pesumeHT abo
HEpe3UIeHT), Ta/abo i1HO3eMHE TMPEACTAaBHUIITBO Ta/abo
MOCTiIWHE MPEACTAaBHUIITBO, 3 sSKMM baHk ykiaB Jlorosip.
Kontparear € BignoBimHoro CTOPOHOI TIO 3a3HAYEHOMY
HoroBopy (30kpeMa, ane He BHKJIIOYHO B IHAWBIAyanbHii
yactuHi [loroBopy Moxe imeHyBaTHcs sk: KoHTpareHT,
KopuctyBau, Buxonasemns, Opennmap, OpeHnonaBelnp,
Cybopenmap, CyOopennonasens, 3amoBHUK, llapTHep,
IMokymens, [IponaBens, Kiient, [linpsaauk, [locrayansHuk,
CrpaxoBa KOMIIaHis 1 T.11.).

Counterparty shall mean a party to the Agreement, any
physical person (resident and non-resident) and/or the self-
employed person, and/or legal entity (resident and non-
resident), and/or foreign representation office, and/or
permanent representation office the Bank concluded the
Agreement with. The Counterparty shall be the relevant
Party to the stated Agreement (which, in particular, but not
limited by the Individual part of the Agreement, may be
referred to as the Counterparty, User, Provider, Lessee,
Lessor, Sublessee, Sublessor, Customer, Partner, Buyer,
Seller, Client, Contractor, Supplier, Insurance Company
etc.).

Odiniitanii caiit Banky — www.otpbank.com.ua

Bank’s official site shall mean www.otpbank.com.ua

Iy6aiuna yactuna Jorosopy - ui SATAJIBHI YMOBHU 10
JOT'OBOPIB, SKI VKIAAEHI 3 AT «OTII BAHK»
(ITYBJIIYHI), sixi po3mimieni Ha Oginiiinomy caiiti banky.

Public part of the Agreement - these GENERAL
CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH JSC OTP BANK (PUBLIC) which
places on the Bank’s official web-site.

Cropona/CTopoHN — BIANOBIIHA CTOPOHA/CTOPOHH 32
Jorosopom: bank ta/abo KonTparent/-u.

Party/Parties shall mean the relevant party/parties to the
Agreement: Bank and/or Counterparty(-ies).

Tepminu, wo euxkopucmogyromoscs 6 [02080pi 3 GenUKOi
aimepu, € GUSHAYEHUMU MEePMIHaMU 1 Maiomb OOHAKOGI
3Hauenus, AK y IHOusidyanvriu yacmuni /[oeosopy, maxk i y
3azanvrux Ymoseax, ma mooicymov 8uKOpUcmo8y8amucy, K 8
OOHUHI, MAK | 8 MHOMCUHI.

Capitalized terms used herein shall be the defined terms and
have similar meaning both in the Individual part of the
Agreement and the General Conditions and may be sued both
in singular and plural.

2. 3AT'AJIBHI ITOJIOKEHHSA

2. GENERAL

2.1. i 3ATAJIBHI YMOBHU 10 JOI'OBOPIB, SIKI
YKJAJIEHI 3 AT «OTII BAHK» (ITYBJITYHI) (nagani —
3aranbpHi YMOBH), € HEBix éMHOIO Ta [1yOiuyHOI YaCTHHOIO
Horosopy, mo yknanaerbest Mixk bankom ta KoHTparenTom.
2.2. Yxnageunit CropoHamu J[lOroBip MICTUTH €JIEMEHTH
pI3HUX TIPaBOBITHOCHH Ta € 3MIIIaHUM JIOTOBOPOM B
po3yminHi ctatTi 628 L{UBiNEHOTO KOJIEKCY Y KpaiHH.

2.3. ImguBimyanbHa dYactuHa JlOrOBOpY — € JOTOBOPOM
NpUeTHAHHA B PO3yMiHHI cTarTi 634 LlUBiTBHOrO KOJEKCY
Ykpainu. [Msaxom i IMACaHHS Konrparenrom
[aauBinyansHOT YaCTUHU [orosopy, KonTparent

2.1. These GENERAL CONDITIONS TO CONTRACTS
AND AGREEMENTS CONCLUDED WITH JSC OTP
BANK (PUBLIC) (hereinafter referred to as the General
Conditions) shall form an integral and Public part of the
Agreement to be concluded between the Bank and the
Counterparty.

2.2. The Agreement concluded between the Parties shall
contain the elements of various legal relations and shall be
the mixed contract in the meaning of article 628 of the Civil
Code of Ukraine.

2.3. The Individual part of the Agreement shall mean the
accession agreement in the meaning of article 634 of the



http://www.otpbank.com.ua/
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npuenayerbes 1o Ilyomignoi vactuam JloroBopy — 3araJibHEX
YMoB.

2.4. 3aranpHi YMOBHU 3aCTOCOBYIOTHCS 3 BpaxyBaHHSIM YMOB
HoroBopy, mo ykiagenuii Mix bankoMm ta KonTpareaToMm.
2.5. Slkmo monoxenns [aamBimyansHOi YacTuHH JoroBopy
cymepevyars  TOJOXKEHHsIM  3aralpHUX  YMOB,  JUIs
BpETYINIIOBaHHA BimHOCHH Mik bankom Ta KoHTparenTom
3aCTOCOBYIOTbCS ~ IOJIOKEHHS |HOMBiMyandbHOI YacTHUHH
Horosopy.

2.6. VYxmamenns  JloroBopy  BiANOBimae  BUTFHOMY
BosieBUsABIICHHIO CTOpIH, s)k0aHA 3 CTOPIH HE 3HAXOTUTHCS ITi]T
BIUIMBOM TSDKKMX OOCTaBHH, HE IOMHWIISETHCS CTOCOBHO
00CTaBHH, 110 MAIOTh CYTTEBE 3HaYeHHs (mpupoaa Jorosopy,
mpaBa Ta 00o0B’s3ku CropiH, iHmI ymoBu J[loroBopy), Ta
yMoBH [loroBopy € B3a€EMOBHTIIHUMH AJ1s1 KOXKHOT 13 CTOpiH.
2.7. MoBoto BukIafcHHs [HauBinyansHoi yactunu JJorosopy
Moke OyTH yKpaiHChKa abo yKpaiHCbKa 3 aHTJIIHCHKOIO.
MoBoro  BuknagenHs Ily6miunoi wactmam [loroBopy
(3arambHuX YMOB) € yKpaiHChbKa 3 aHTJIHCHKOI. Y BUIAIKY
BUHUKHEHHS pO30DKHOCTEH MiX  yKpaiHOMOBHOIO Ta
AHIJIOMOBHOIO BEPCISIMHU, TEKCT YKPAiHCHKOI MOBOIO MaTHMeE
nepesary.

2.8. Illmaxom mignucaHHs IHIUBIMyadbHOI  YaCTHHU
Horosopy, KoHTpareHT miaTBepmKye, MmO BiH OCOOHUCTO
oTpuMaB CBiil mpuMipHuk JloroBopy, ymoBu JloroBopy romy
3po3ymini; 3 JloroBopom,  3araibHUMH  YMOBaMHu
O3HAaWOMJICHMM, @puilMae Ta  MOrOJKYETbCA 3 iX
MOJIOKCHHSAMH, a TaKOX 3000B’SI3yeTbCAd X HAJIEKHO Ta
HEYXWIBHO BUKOHYBATH, 2 TAKOXK OE3YMOBHO CTBEPIKYE, IO
He T030aBIsA€ThCS OyAb-IKMX TpaB, SIKi Ma€ 3BHYAIHO, a
JloroBip He MiCTUTH YMOB, SIKi € JJIS1 HHOTO OOTSHKITUBUMH Y
Oyab-sIKOMY CEHCI.

2.9. B3aemHi npaBa i 000B’s3ku banky ta KonTpareHra 3a
JloroBopoM BHHHMKAaIOTh 3 MOMEHTY mignucaHHs CTOpoHaMu
InnuBinyansHOi yactuau JloroBopy. Jlorosip 30epirae cBoro
Jito npu Oyb-sIKOMY nepeiiMeHyBaHHi, 3MiHi
MICII€3HAXO/PKEHHS UM 1HIUX pPeKBi3uTiB CTOPOHH, a TaKOXK
Ui OyAb-IKMX MPAaBOHACTYIHHUKIB, YTBOPEHUX B Pe3yibTaTi
MOXJIMBOI peopranizanii CTopoHH.

2.10. Busnanns HeIICHUM OyIb-sKOT YaCTHHHU
HoroBopy/3aransHux YMOB HE TATHE 32 COOOI0 HEHIHCHOCTI
Joroeopy/3aranbHux YMoB B 1ijioMmy. Bu3HaHHS HeIiliCHUM
JloroBopy He TirHe 3a COOOK HEIIHCHOCTI 3000B’s13aHb, SKI
BUHUKIIM Mk CTOpOHaMHM Ha MiJcTaBi OOMiHY TOKYMEHTaMH,
10 MICTATh iICTOTHI yMOBH JloTOBODY.

2.11. B Tekcri [loroBopy, SIKIIO iHIIE HE BHMAara€TbCs
KOHTEKCTOM, 3arojIOBKH pPO3IiTIB BMIIIEHO JIUIIE JUIS
3pYYHOCTI Ta BOHH JKOJHMM YHHOM HE BIUIMBAIOTh Ha
TiIyMaueHHs J[OroBOpy; BXKHUTI cCJOBa MalOTh OJIHAKOBE
3HA4YCHHS SIK B OJIHWHI, TaK 1 B MHOXWHI; TOCWJIAHHS Ha
JOJaTOK, PO3/iJ, TOTMOBHEHHS a00 MYHKT € MOCHJIAHHAM Ha
BIJINIOBIIHUN J0AATOK, PO3JiI, JIOIMOBHEHHS a00 IyHKT
Joroeopy; nocunants Ha CTopoHy a00 Oyab-AKY iHIIIY 0CO0Y
BKJIIOYAa€ TakoX 11 MPaBOHACTYIHHKIB, J/I03BOJICHUX
necioHapiiB i nmpaBoHaOyBayiB; MOCKWJIAHHS Ha TPETIO 0CO0y
BKIIIO4a€e Oyab-siky(nx) oco0y(i0), B Tomy 4ymcii Oyab-siKy

Civil Code of Ukraine. By signing the Individual part of the
Agreement the Counterparty shall accede to the Public part
of the Agreement (General Conditions).

2.4. The General Conditions shall apply in view of the terms
and conditions of the Agreement concluded between the
Bank and the Counterparty.

2.5. If provisions of the Individual part are contrary to the
provisions of the General Conditions, the provisions of the
Individual part of the Agreement shall apply to settle
relations between the Bank and the Counterparty.

2.6. Conclusion of the Agreement shall comply with the
Parties” will. Neither Party is influenced by severe
circumstances, is mistaken about the significant
circumstances (nature of the Agreement, rights and
obligations of the Parties, other conditions of the
Agreement) and the terms and conditions of the Agreement
are mutually beneficial for each of the Parties.

2.7. The Individual part of the Agreement may be prepared
in Ukrainian or Ukrainian and English. The Public part of the
Agreement (General Conditions) shall be prepared in
Ukrainian and English. In case of discrepancies between the
Ukrainian and English versions the Ukrainian version shall
prevail.

2.8. By signing the Individual part of the Agreement the
Counterparty acknowledges that he has received the copy of
the Agreement and understands its conditions, that he has
studied the Agreement and General Conditions, accepts and
consents to the provisions thereof and also undertakes to
fulfill the same and unconditionally declares that he shall not
be deprived of any rights granted thereto and that the
Agreement has no conditions in any way burdensome for
him.

2.9. Mutual rights and obligations of the Bank and the
Counterparty hereunder shall arise from the date of signing
the Individual part of the Agreement by the Parties. The
Agreement shall remain valid in case of any change in the
name, location or other details of the Parties and for any legal
successors resulting from potential reorganization of the

Party.
2.10. Invalidity of any part of the Agreement/General
Conditions shall not result in invalidity of the

Agreement/General Conditions in while. Invalidity of the
Agreement shall not invalidate obligations arisen between
the Parties due to exchange of documents with material
conditions of the Agreement.

2.11. In the Agreement, unless otherwise required by the
context, heading of the sections shall be for convenience only
and shall not affect interpretation thereof. Words used shall
have the same meaning both in singular and plural.
References to the annex, section, appendix or clause shall
mean references to the relevant annex, section, appendix or
clause of the Agreement. References to a Party or any other
person shall also include legal successors, assigns and
transferees. References to any third party shall include
references to any person(-s), including any physical person
and/or legal entity not being the Party(-ies).




(hiznuny o0co0y Ta/abo ropuauyHy o0co0y, ska(i) He €
CropoHotro(-amu).

2.12.JloroBip miAnucaHUWii B KIUIBKOCTI IPHUMIPHHKIB 13
PO3paxyHKy OJWH IPUMIPHHK 115 KOKHOI CTOPOHH, KOKEH 3
SKUX € OpHriHAIOM. bByab-Ki MIAYUCTKH, JIOMHCKH,
3aKpeciieHl CJIOBa YW iHIII BHIIPABJIICHHS, OKPIM BYMHEHHSI
MiJNHCIB YIOBHOBAXEHHMH 0ocobamu 3a J[oroBopoM, MaroTh
CUITY JIHIIIE y Pasi, SIKIIO BOHU OYJIH 3acTepekeHi MmiamucaMu
yrmoBHOBakeHUX oci0 CTopiH Ta BiZOMTKaMu MedaTok (y
Bumnaaky HasBHocti) Cropin. llpu mnpoMy BuIpaBIeHHS
MOBHHHI OyTH 3po0iieHI TakUM YWHOM, 1006 MokHa OyIo
NPOYUTATH SK BUIIPABJIICHE, TaK i MOMWJIKOBO HaIlUCaHE, a
NIOTiM BHITPABJICHE UM BUKPECJICHE.

2.12. The Agreement shall be signed in a number of copies
assuming one copy for each Party, each of them is an
original. Any erasures, additions, crossed out words and
other corrections, except for those made by authorized
persons under the Agreement, shall have effect if only they
have been evidenced by signatures of the authorized
representatives and seals (if any) of the Parties. In this case
corrections shall be made so that the corrected and
erroneously written words and thereafter the corrected or
crossed out words are legible.

3IMPABA, OBOB’SI3KH TA BIINOBIJAJLHICTH
CTOPIH (3ATAJILHI)

3. RIGHTS, OBLIGATIONS AND LIABILITY OF
THE PARTIES (GENERAL)

Kpim mpaB, o000B’s3kiB Ta BiamosimanbHocTi CTopiH,
BU3HAYCHUX [HOUBiAyanpHOIO 4YacTuHOK JloroBopy Ta
BiAMOBIHUM IyHKTOM po3finy «4. 3AT'AJIBHI YMOBU TA
OCOBJIMBOCTI BUKOHAHHAA OKPEMUX
JAOI'OBOPIB»  3arampaux  YMoB, CTOpOHH  TaKOX
JIOMOBHJIHCH TIPO HACTYIIHE:

Except for the rights, obligations and responsibility of the
Parties determined in the Individual part of the Agreement
and the relevant section 4. GENERAL CONDITIONS AND
PARTICULARS OF FULFILLMENT OF CERTAIN
AGREEMENTS’ of the General Conditions, the Parties also
agreed as follows:

3.1. IPABA KOHTPATEHTA

3.1. COUNTERPARTY’S RIGHTS

3.1.1. KoHtpareHT Ma€ mpaBo BUMaraTu BUKOHaHHs baHkom
yMoB [lorosopy.

3.1.2. KoHTpareHT Mae mpaBo JOCTPOKOBO po3ipBaTu Jloroip
y nopsizaky, BuzHaueHoMmy llyOmiunoro wactunoro JloroBopy
(BaranpHuMH  YMOBamM), SKIIO 1iHIIE HE BHU3HAYCHO
Croponamu B [HnuBinyanbHii yacTuri JloroBopy.

3.1.3. KoHTpareHT npotsarom cTpoky aii JloroBopy mae mpaBo
3anpocHuTH y baHky ycTaHOBUiI JOKYMEHTH Ta MiATBEPKEHHS
MOBHOBAaXXEHb 0Ci0, SIKi MiAMUCYIOTh Oyab-SKi TOKYMEHTH,
noB’s3aHi 3 JJoroBopom.

3.1.1. The Counterparty shall have the right to require
fulfillment of the terms and conditions of the Agreement by
the Bank.

3.1.2. The Counterparty shall have the right to early
termination of the Agreement as stipulated by the Public part
of the Agreement (General Conditions) unless otherwise
determined in the Individual part of the Agreement by the
Parties.

3.1.3. The Counterparty shall, within the term of the
Agreement, have the right to require constituent documents
from the Bank and proof of powers and authorities of the
signatories to any documents related to the Agreement.

3.2. OBOB’AA3KH KOHTPAT'EHTA

3.2. COUNTERPARTY’S OBLIGATIONS

3.2.1. KontpareHT 3000B’si3yeTbcss  0Oe3  3BOIKaHb
iHpopmyBatu baHk ipo 00CTaBUHM, SIKi MAIOTh 3HAYCHHS JIsI
BUKOHaHHS yMOB J[0rOBOpY, Y TOMY YHCIII TIPO 3MiHY aJjpec Ta
0aHKIBCBKMX PEKBI3WTIB, MepeiMEHYyBaHHS, MPHAHATTSI
pillIeHHs Tpo JIKBiJallifo, peopraHizamiro abo IMOYaTOK
npouenypu OaHKpYTCTBa, TMPHUHATTA pIilIEHHS  IIOJO
Bu3HaHHA KoOHTpareHTa HemaaTocpoMOXHHM Yy CTPOK He
mizHime 10-Tu KareH apHUX AHIB 13 THSA BCTYITy TAKUX 3MiH B
CHITy / IPUAHSATTS TAKOTO PIlIEHHS, Y TIOPSIJIKY, BU3HAYEHOTO
Croponam y po3aiii «8. [ToBigoMieHHS» 3arajbHuX YMOB.
3.2.2. KonrtpareHr 3000B’I3YETHCA CaMOCTIHHO
O3HAMOMJIFOBATHCS 3 MOBiJOMIIEHHsAMH baHky Ta/abo
3MiHamu/onoBHeHHsAME 10 [IyOmiunoi yactunu JloroBopy
(3aranpHux YMOB), 110 po3minytoTscs Ha OQimiiHOMY caiTi
banky, ane He pigme Hix 1 pa3 Ha Mics1Ib.

3.2.3. KoHTpareHT He Mae TmpaBa IepeiaBaTH CBOI Mpasa i
3000B’s13aHHA 110 JloroBopy TperiMm ocobam 0e3 MHUCHMOBOI
srogu basky, skmo iHmie He BHM3HaueHe [HAMBiTyaIbHOIO
yacTuHoo Jlorosopy.

3.2.4. KoHTpareHT 3000B’S3y€TbCS TPOTATOM CTPOKY il
HoroBopy, Ha 3anut banky HajaBaTH yCTaHOBYI JOKYMEHTH

3.2.1. The Counterparty shall undertake to immediately
notify the Bank of any circumstances significant for
fulfillment of the terms and conditions of the Agreement
including change in the address, banking details and its
name, decision adopted to liquidate, reorganize or commence
the bankruptcy proceedings, to recognize insolvency of the
Counterparty within the period not exceeding 10 calendar
days from the effective date of such changes/decision as
stipulated by the Parties in Section 8 (Notices) of the General
Conditions.

3.2.2. The Counterparty shall undertake to carry out
independent study of the notices of the Bank and/or
amendments/supplements to the Public part of the
Agreement (General Conditions) placed on the Bank’s
official web-site but not less than once in a month.

3.2.3. The Counterparty shall have no right to assign its
rights and obligations under the Agreement to any third
parties without the written consent of the Bank unless
otherwise determined in the indiviudal part of the
Agreement.

3.24. The Counterparty shall undertake to provide
constituent documents ad proof of powers and authorities of




Ta MiATBEPKCHHS TOBHOBAXEHE 0Ci0, K1 MiIMACYIOTh OYIb-
SIKi IOKyMEHTH, 1MOB’s13aHi 3 JloroBopom.

the signatories to any documents related to the Agreement as
requested by the Bank.

3.3. IPABA BAHKY

3.3. BANK’S RIGHTS

3.3.1. bank Mae mpaBo BUMaratu BUKOHaHHSI KoHTpareHTOM
yMoB [lorosopy.

3.3.2. bank Mae mpaBo IOCTpOKOBO po3sipBaTu orosip y
nopsAAKy, Bu3HadeHoMy llyOmiuHoro uactmrHOIO JloroBopy
(BaranpaMH  YMOBaMH), SKIO IHIIE HE BHU3HAYCHO
Croponamu B [nauBinyanbHill yactui JoroBopy.

3.3.3. Bank mpotsarom cTpoky Aii JloroBopy Mae mpaBo
3ampocutd 'y KoHTpareHta ycTaHOBUI JOKYMEHTH Ta
HiATBEpHKEHHS TOBHOBAXKEHD 0Ci0, SIKi MiAMUCYIOTh Oy Ib-Ki
JIOKYMEHTH, OB’ s13aHi 3 JloroBopom.

3.3.4. bank Mae mpaBO BIICTYNWTH TOBHICTIO YH YacTKOBO
CBOI IpaBa BUMoTrH 3a JloroBopoM TpeTiit oco0i. [limxnmucanasam
InnuBinyansHOi yactuau JloroBopy KoHTpareHT Hamae cBOrO
3roJly Ha Take BIICTYIUICHHS IpaBa BUMOTH 3a JloroBopom
TpeTii 0co0i, SKIIO iHIIE He BU3HAYECHO [HIWBIAYyaTbHOIO
yacTUHOIO Jorosopy.

3.3.5. bank mae mpaBo npoBoauTH JlOTOBipHE CIHMCAHHS Yy
HOPSIIKY, BU3HAUYEHOMY pO3IioM «JlOroBipHE CHHCaHHS»
3aragpHuX YMOB.

3.3.6. bank mae npaBo BHOCHTH 3MiHH 110 [TyOnigHOT yacTHHI
Horoopy (3arampHuX YMOB) y TMOPSIKY, BHU3HAYCHOMY
posnisiom «3MiHa Ta po3ipBaHHs JloroBopy» 3aranbHUX Y MOB.

3.3.1. The Bank shall have the right to require fulfillment of
the terms and conditions of the Agreement by the
Counterparty.

3.3.2. The Bank shall have the right to early termination of
the Agreement as determined by the Public part of the
Agreement (General Conditions) unless otherwise stipulated
by the Parties in the Individual part of the Agreement.

3.3.3. The Bank shall, within the term of the Agreement,
have the right to require constituent documents from the
Bank and proof of powers and authorities of the signatories
to any documents related to the Agreement.

3.3.4. The Bank shall have the right to assign its rights of
claim under the Agreement, partially or completely, to any
third party. By signing the Individual part of the Agreement
the Counterparty shall give its consent to such assignment of
the right of claim under the Agreement, to any third party
unless otherwise stipulated in the Individual part of the
Agreement.

3.3.5. The Bank shall have the right to Contractual debiting
as stipulated by section «Contractual debiting» of the
General Conditions.

3.3.6. The Bank shall have the right to amend the Public part
of the Agreement (General Conditions) as stipulated in
Amendments and Termination of the Agreement of the
General Conditions.

3.4. ObOB’AA3KU BAHKY

3.4. BANK’S OBLIGATIONS

3.4.1. bank 3000B’s3yeThcst Oe3 3BONiKaHb iH(OpPMYBaTH
KonTparenra mpo oOCTaBHHHW, $KI MarOTh 3HAYCHHS IS
BUKOHaHH: yMOB J[oroBopy, y TOMY 4HCIIi PO 3MiHY aJpec Ta
0aHKIBCHKMX PpEKBI3UTIB, IepelMEeHyBaHHs, JIKBiJAIlifo,
peoprasizaiiiro,  MOYaTOK  NPOUEAYpPH  OaHKPYTCTBA,
NPUAHSTTS PilICHHS I[00 HETUIATOCIIPOMOXKHOCT] Y CTPOK He
mizHime 10-Tu KareH apHUX AHIB 13 THSA BCTYITy TAKUX 3MiH B
CHITy / IPUAHSATTS TAKOTO PIlIEHHS, Y TIOPSIJIKY, BU3HAYEHOTO
Croponam y pozzaini «8. IloBinomieHHs» 3arajabHUX YMOB.
3.4.2. bank 3000B’S3y€ThCS MPOTATOM CTPOKY Aii JloroBopy,
Ha 3anmuT KoHTpareHTa HajaBaTH YCTaHOBYI JIOKYMEHTH Ta
MiATBEP/PKEHHS IIOBHOBAXKEHB OCI0, SIKI MIANUCYIOTh OYIb-sIKi
JIOKYMEHTH, TTOB’si3aHi 3 JloroBopom.

3.4.1. The Bank shall undertake to immediately notify the
Counterparty of any circumstances significant for fulfillment
of the terms and conditions of the Agreement including
change in the address, banking details and its name,
liquidation, reorganization, commencement of the
bankruptcy proceedings, decision to recognize insolvency of
the within the period not exceeding 10 calendar days from
the effective date of such changes/decision as stipulated by
the Parties in Section 8 (Notices) of the General Conditions.
3.4.2. The Bank shall undertake to provide constitutent
documents and proof of powers and authorities of the
signatories to any documents related to the Agreement within
the term of the Agreement as requested by the Counterparty.

3.5. BLAIIOBIJAJIBHICTD KOHTPAT'EHTA

3.5. COUNTERPARTY’S LIABILITY

3.5.1. KoHTpareHT Hece BIIIOBIJIANbHICT 32 HEBHKOHAHHS
yMoB Jlorosopy y HoOpsiAKy, BU3HaueHOMY JloroBopoMm Tta
3aKOHOAABCTBOM.

3.5.1. The Counterparty shall be responsible for failure to
fulfill the terms and conditions of the Agreement as
determined by the Agreement and Legislation.

3.6. BIIIIOBLIAJIBHICTh BAHKY

3.6. BANK’S LIABILITY

3.6.1. Bank Hece BIANOBIIANBHICTh 32 HEBHKOHAHHSI YMOB
HoroBopy y mnopsaky, Bu3HaueHomy JloroBopom Ta

3.6.1. The Bank shall be responsible for failure to fulfill the
terms and conditions of the Agreement as determined by the

3aKOHOJaBCTBOM. Agreement and Legislation.

4. YMOBU TA OCOBJIUBOCTI BUKOHAHHS | 4. CONDITIONS AND PARTICULARS OF
OKPEMHUX J1OI'OBOPIB: FULFILLMENT OF CERTAIN AGREEMENTS:

4.1. JOTI'OBIP PO HEPO3I'OJIOLIEHHA | 4.1. RESTRICTED INFORMATION NON-

TH®OPMAIIII 3 OBMEXXEHUM JIOCTYIIOM

DISCLOSURE AGREEMENT

YMoBU 1poro posainy 3aranpHuX YMoB € IlyGmiunoro
qacTuHOIO /[02060py npo Hepo3zonoutennsa ingopmauii 3

Terms and conditions of this section of the General
Conditions shall form a Public part of the Restricted




oomesxcenum oocmynom (10 TEKCTy 3arajbHUX YMOB —
Jorosip).

information non-disclosure agreement (in the General
Conditions referred to as the Agreement).

BU3HAYEHHS TEPMIHIB:

Hdorosip — Jlorosip mpo Hepo3rojomeHHs iHGopmarii 3
00MEKEHHM JOCTYIIOM, SIKUH CKIafaeThes 13 [HauBixyanpHOT
yactuan JloroBopy Tta IlyGmiunoi wuactuHu JloroBopy
(3arampHi YMOBH), yrinaaeHuin CTOpoHaMH.

KopucryBau — CtopoHa 3a J[oroBopom npo HepO3roIOIeHHS
iHpopMalLii 3 0OMEeKEeHUM JOCTYIIOM; BiH ke KoHTpareHT mo
TEKCTY 3araibHuX YMOB.

bank — AT «OTII BAHK», Cropona 3a JloroBopom Ipo
HEPO3TOJIONICHHS iH()OpMAIlil 3 00MEKEHUM JIOCTYIIOM.

3O — BimoMocTi, IO MICTSTh OaHKIBCbKY, KOMEpIIHHY
TAEMHMIN, 1HCAWAepCchKy, KOH(QiAeHIiHHY iH(bOpMaIlito,
BJIACHUKOM SIKUX € baHk, abo sKi € mpeaMeToM IpodeciitHoro,
JIOBOTO, BHPOOHHUYOrO, KOMeEpLiiiHOro Ta/abo iHIIHMX
iHTepeciB baHKy, a TakoX IMEePCOHANBHI /IaHi, CTOCOBHO SKHAX
3TiTHO 3 TOJOXKeHHAMH 3akoHy Ykpainum «lIpo 3axwmcr
NEPCOHANBHUX JAaHUX» baHK BUCTYyMae y poii BOJOAIBIIS.
BaHkiBCcbKa Ta€eMHMISE — TEPMIH BXXHBA€ETHCSA 3TiTHO 3
BHU3HA4YCHHSIM, HaBeZeHnM y cTaTTi 60 3akony Ykpainu «lIpo
0aHKH 1 OAaHKIBCHKY JisUTBHICTBY.

3oBHimHA cTopoHa — (i3uyHi ocobu Ta/abo dizuyHi 0cOOH
— MiIIPUEMIT, Ta/ab0 IOPUIUIHI 0cO0H, SKi HE acOIIIOI0ThCA
3 bankom Ta 3amydarorbcss baHKOM 10 BHKOHAHHS POOIT,
HaJIaHHsI TIOCIYT, MMOCTa4aHHs TOBapiB Ha MiJICTaBl IOTOBOPiB
[UBUIBHO-TIPABOBOTO (TOCHOJApChKoro) xapakrepy. Hamami
takoxx Kopucrysau.

3anyuena KopuctyBauem Ocoda — Qizuyna ocoba, sika €
HaliMaHUM MpaiBHUKOM Kopucrysaua, 3aydeHa
KopucrtyBadewm, no y4acri y nmeperosopax 3 bankom abo ska €
HaiiMaHuM mpauiBHUKOM KopucryBawa, sika y 3B’SI3Ky 3
BUKOHAHHIM CBOIX CITy)KOOBHX (TTOCaJ0BUX) 00OB’SI3KIiB Ma€
noctyn ao 130/ bauky.

3anyuyena KopucryBauem (30BHIIIHBE010 cTOPOHO0I0)Oc006a
— (¢ismyHa ocoba, sKa € HaHMaHUM [PaiBHUKOM
KopucryBaua (sikuii € 30BHINIHBOIO CTOPOHOIO), 3alydeHa
KopuctyBauewm, 1o y4acti y neperosopax 3 bankom abo sika €
HaiiMaHuM mpaniBHUKOM KopucryBawa, ska y 3B’SI3Ky 3
BUKOHAHHIM CBOIX CITy)KOOBHX (TTOCaJ0BUX) 00OB’SI3KiB Ma€
noctyn no 1301 banky, a Takox 3amydeHa KopucryBauem
¢dizmuna ocoba, ska He mnepedyBae 3 KopucryBauem y
TPYJOBHX BiJIHOCHHAX, ane Mae goctyn a0 130/] banky Ha
yMOBax JIOTOBOPY HiApsLy, IOTOBOPY HOCIYT, aBTOPCHKHUX
JIOTOBOPIB, TOIIO.

OcoOucti 3000B’A3aHHA — THCHMOBHUH JOKYMEHT, 3a
THIIOBOIO dopmoro  Basky,mignucaHuii  3axydeHOIO
KopuctyBauem  (30BHimHBOIO  cTopoHor0)  Ocoboro,
BIZIIOBIIHO 10 sikoro 3anydyeHa KopucryBaueM (30BHIIIHBOIO
ctopoHoto) Ocoba 3000B’A3ye€ThCS BUKOHYBATH BUMOTH
Horoeopy ([loroBopy mpo HeposroyomieHHS iHpopmarii 3
00MEKEHUM AOCTYIIOM).

Incaiinepcbka iHdopmamisi — TepMiH BXKHBA€THCS 3TiTHO 3
BU3HAUYEHHSIM, HaBeJeHUM Y cTatrTi 44 3akony Ykpainu «lIpo
LiHHI nanepu Ta GOHIOBUIA PUHOKY.

TERMS AND DEFINITIONS:

Agreement shall mean the Restricted information non-
disclosure agreement consisting of the Individual part and
the pubic part of the Agreement (General Conditions)
concluded by the Parties.

User shall mean a Party to the Restricted information non-
disclosure agreement, also referred to as the Counterparty in
the General Conditions.

Bank shall mean OTP BANK JSC, a Party to the Restricted
information non-disclosure agreement.

Restricted information shall mean data containing banking
and commercial secrecy, insider, confidential information
owned by the Bank or being the subject matter of the Bank’s
professional, production, commercial and/or other interests
as well as personal data in relation to which the Bank acts as
a holder in accordance with the provisions of the Law of
Ukraine ‘On personal data protection’.

Banking secrecy shall have the meaning prescribed in article
60 of the Law of Ukraine ‘On banks and banking activities’.
External party shall mean physical persons and/or self-
employed persons, and/or legal entities not associated with
the Bank and involved by the Bank into works, services,
goods supply under independent contractor agreements,
hereinafter also referred to as the User.

User’s involved person shall mean a physical person
employed by the User and involved into negotiations with
the Bank or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties.

Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties and a physical person involved by the User having no
labour relationship with the User but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person
involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Insider information shall have the meaning prescribed in
article 44 of the Law of Ukraine ‘About securities and stock
market’.

Information asset (recourse) shall mean anything valuable
for the Bank and affecting the properties and level of
information protection.

Commercial secrecy shall mean information having secrecy
to the extent that it is, in whole or in a certain form and in the
entirety of its constituent elements is not known and easily
accessible for the persons usually dealing with such kind of
information it belongs to and in this context it has




Indopmaniiinuii akTuB (pecypc) — Oyap-sKa CyTHICTb, IIIO
Mae Juig baHky IiHHICTH 1 BIUIMBAa€ Ha BIACTUBOCTI Ta PiBEHb
3aXUCTy iHpOopMaIrii.

Komepuiiina Taemuunusi — iHpopMmariis, sika € CEKPETHOIO B
TOMY PO3yMiHHi, 110 BOHA B LJIOMY 4YM B NEBHiH (opMi Ta
CYKymHOCTI 1l CKJIaJOBHX € HEBIJOMOIO Ta HE €
JIETKOJOCTYITHOIO /ISl 0Ci0, sIKi 3BMYAfHO MAlOTh CIpaBy 3
BUJIOM iH(OpMaIIii, 0 SIKOTO BOHA HAJIEXKHTH, Y 3B SI3KY 3 IUM
Mae KOMEpILilHy IiHHICTh Ta Oyia MpeAMETOM aaeKBaTHUX
ICHyfounM OOCTaBHHaM 3aXO[iB MIOAO 30epekeHHs il
CEKPETHOCTI, BXKUTHX 0C000I0, sIKa 3aKOHHO KOHTPOIOE ITIO
inpopmanito. KomepuiiiHolo TaeMHHICIO MOXYTb OyTH
BIJIOMOCTI TEXHIYHOTO, OpraHi3alifHOro, KOMEpIIIHHOrO,
BUPOOHMYOTO Ta IHIIOTO XapakTepy, 32 BUHATKOM THX, SKi
BIJIIOBIZIHO /70 3aKOHY HE MOXYTh OYTH BiJTHECCHI JO
KOMepIiiHO1 TaeMHHIII. [lepertik BiIOMOCTEH, 1110 CTaHOBIISATH
KOMepIiiHy TaeMHUITIO banky, HaBeneHo y myHKTI 4.1.1.2.2.
Horosopy.

Kondinenniiinicts — BacTuBicTs iHpopMallii, SKa Moysrae B
ToMy, 1m0 iHdopMalis HEe MOXe OyTH OTpHMaHa
HEaBTOPU30BAHUMHU KOPUCTyBadeM i/abo mporiecom 0e3 3rou
banky.

IlepconanbHi naHi, 6a3a mepcoHANbHUX JAHUX, 00POOKa
NEPCOHAIBHUX JaHMX, BOJIOALIelb 0a3U NEepPCOHATBHUX
JaHUX — TEPMIHM BXKUBAIOTHCSA 3TiJIHO 3 BU3HAYCHHSIMH,
HaBeleHMMU B crarTi 2 3akoHy Ykpainm «lIpo 3axucr
HEPCOHATBHUX JTaHUX).

Po3rosomenns 130/] — oznatiomneHHst Oyab-sK0i 0coOuM 3
30/, mo BigOynock 3 TMOPYIIEHHSM INPABOBOTO PEXUMY
JIOCTYIIy 110 i€l iHdopMmariii.

Cropona — Kopucrysauw/Konrparenrt ado bank.

Croponn — Kopucrysau/Konrparent ta bank criibHO.

Tpetst ocoba — Oyap-sika oco0a, 3a BUHATKOM CTOpiH.

commercial value and was the subject matter of measures to
maintain its secrecy taken by the person controlling such
information adequate to existing circumstances. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy in
accordance with law. The list of data representing
commercial secrecy of the Bank is given in sub-clause
4.1.1.2.2. of the Agreement.

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process without the Bank’s
consent.

Personal data, personal databases, personal data
processing, personal database owner shall have the
meanings defined in article 2 of the Law of Ukraine ‘On
personal data protection’.

Restricted information disclosure shall mean that any
person studied Restricted information in violation of the
legal regime of access to such information.

Party shall mean a User/Counterparty of the Bank.

Parties shall mean a User/Counterparty and the Bank jointly.
Third party shall mean any person except for the Parties.

4.1.1. 3AT'AJIBHI IOJIO’KEHHA

4.1.1.1. HInsaxom yxnagenHs Croponamu Jloroopy mpo
HEPO3roJIONICHHs 1HpopMaIlil 3 OOMEKEHUM JOCTYIIOM
(HoroBopy) 3 wmeroro BcraHoBieHHS 3 KopucrtyBauem
(KonTtparenTom) H0oroBipHHX B3aeMOBiTHOCHUH CTOpIH 1I0OIO
nopsaaky BukopuctanHi KopuctyBauem [30J] Hamanoi
bankom, CTOpOHH JOMOBUIIUCH 110 HACTYITHE:

4.1.1.2. MEPEJIK BITOMOCTEM, I110 CTAHOBJIATh
BOA:

4.1.1.2.1. bankiBcbKa TAEMHH IS

[lepenik BimoMocTei, 110 CTAaHOBIIATH baHKIBCbKY Ta€MHULIIO,
Bu3HaueHo ctarrero 60 3akony VYkpaimm «IIpo Oankm i
0aHKiBCHKY [iSUTBHICTBY.

3o0Kkpema 10 CKJaay KOJiB, IO BUKOPHCTOBYIOTHCS baHKOM
JUIs 3axMcTy iHpopmManii 1 3rigHo 3 3akoHoMm Ykpainu «llpo
OaHku 1 O0AaHKIBCBKY JISUTbHICTBY BiHECEeHI /10 BaHKIBChKOT
TaEMHHUIT, BXOIATE:

» 3HAUCHHS KPHUNTOrpaiyHUX KIFOYIB (32 BHKIIOUCHHSM
KJII04iB HECUMETPUYHHUX KPHUNTOrpadivHuX alNrOpUTMIB, IO
NepealoThCsl  BIAKPUTO Yy  CKJIali  cepTudikaTiB), sKi
BUKOPUCTOBYIOTBCS JJISl 3aXMUCTY IUIATIKHHUX JOKYMEHTIB Ta
JaHWUX TPaHCAKLI{ IUIaTHKHUX CHCTEM 1 CUCTEM €JIEeKTPOHHOT
KOMEpIlii, a TakoX /IS 3aXUCTy IUIATDKHUX MPOJYKTIiB
(TaTixKHi KapTKH, eJIEKTPOHHI Bay4epH TOIIO);

4.1.1. GENERAL

4.1.1.1. By entering into the Restricted information non-
disclosure agreement (Agreement) in order to establish
Parties’ contractual relations with the User (Counterparty) as
to the User’s use of the Restricted information provided by
the Bank, the Parties agreed as follows:
4.1.1.2. LIST OF DATA
RESTRICTED INFORMATION:
4.1.1.2.1. Banking secrecy

The list of data representing Banking secrecy is determined
by article 60 of the Law of Ukraine ‘On banks and banking
activities’.

In particular, in accordance with the Law of Ukraine ‘On
banks and banking activities’ the items below are included
into the codes used by the Bank to protect information:

> cryptographic key values (excluding asymmetric
cryptographic algorithms sent as part of certificates) used to
protect payment documents and transaction data of the
payment and e-commerce systems as well as to protect
payment products (payment cards, electronic vouchers, etc.);
> cryptographic key values used in the devices protecting
information of the Bank and provided to the Bank by Third
parties in relation to banking activities;

REPRESENTING




» 3HAYCHHS KpunrorpadigHux KITIOUIB, o
BUKOPHUCTOBYIOThCS Yy 3aco0ax 3axucty iHpopmaruii banky a6o
HamaHi banky Tperimu ocobamu y 3B 3Ky 31 3MIHCHCHHSIM
HHMM OaHKIBCHKOI JISUTbHOCTI;

» Tmapoii, KOO OCTYIy 10 iH(popMaliifHiX akTuBiB baHky,
3ac00iB 00OMeXeHHS (iI3UYHOTO AOCTYILY, CUCTEM OXOPOHHOT
curHaiizamii banky;

» KOJM, 10 BUKOPHUCTOBYIOThCS JJIsl aBTeHTU(IKAIIl Ta
3aXUCTY JaHWX IUIATDKHUX KApPTOK HAIIOHAIBHUX Ta
MDKHApPOIHUX TUIATIKHUX CHCTEM 1 HE € KpunTorpadiaHuMu
kimogamMu (PIN-xkomm, PIN-Giiokm, maHi MarHiTHHX CTPIidoK,
0COOHUCTI NTaHi BIIACHMKIB IIATIKHUX KapTOK, IO BU3HAYEHI
MikHapoaHuMm crangaprom «Payment Card Industry Data
Security Standard (PCI DSS)».

4.1.1.2.2. Komepuiiina Ta€MHUIA

Jlo koMmepiiiHoi TaeMHMIN baHKy BiTHECEHO TaKi BiJIOMOCTI:
4.1.1.2.2.1 BimoMocti momo opraHizamii OaHKIBCHBKHUX
MIPOIIECiB, 30KpeMa MI00:

» JertanbHOI CTPYKTypu baHky;

» Macmta0iB AisibHOCTI baHky;

» TUIIB Ta pO3MIllEHHS OONaJHaHHA, M0 3abe3neuye
BUKOHAHHS OCHOBHHUX IpolieciB baHky;

» JeTalbHi BIJIOMOCTI CTOCOBHO TOTOJOTII KOMII FOTEPHOI
Mepexi banky;

» y3arajbHEHI BIIOMOCTI TpO 3amack MarepiaiiB  Ta
KOMITJICKTYIOUMX, Miclsl 30epiraHHs KOIITIB Ta IJIATIKHUX
3aco0iB, a TaKOXX MaTepiamiB, MO0 BUKOPHUCTOBYIOTHCS IS
BUTOTOBIIEHHS 200 BBEIEHHS B O0IT I[UX IUIATIXKHHX 3aCO0iB.
4.1.1.2.2.2. BimoMoOCTi 111010 METOIB ynpaBiiHHg bankom Ta
nporiecamMu OaHKIBCHKOI AisTBHOCTI, 30KpeMa MI0J0 CHCTEMHU
i ATOPSAAKYBaHHS, 320X0UEHHS MPAIliBHUKIB Ta KOHTPOITIO 32
X IISUIBHICTIO.

4.1.1.2.2.3. BigoMoCTi m0JI0 TAaKTUYHOI'O IUIAHYBaHHS Ta
cTparerii po3BuTky baHky.

4.1.1.2.2.4. BimomocrTi momo ¢hinancoBoro crany baHky, Ko
BOHH HE IJIATAI0Th 000B’I3KOBOMY OITyOJIiKyBaHHIO.
4.1.1.2.2.5. BimoMOCTi 111010 MapKETHHT'OBHX JOCII[)KEHb, 1110
npoBezieHi bankoM abo oTprMaHi 3a HOTO KOMITH.

4.1.1.2.2.6. BigoMocCTi 110,10 pUHKOBOI Ta IIHOBOI MOJIITHKA
banky.

4.1.1.2.2.7 BimomocTi 100 TPOBENEHHS TOPriB, 30KpeMa
BIJIOMOCTI IIIOJIO MiJIFOTOBKH JIO Y4acTi TEHAEpax, a TaKox
Pe3yJIbTaTIB 1X MPOBEICHHSI.

4.1.1.2.2.8. BigomocTi momo MarepianiB pobodnx Hapaz Ta
3aCiJaHb.

4.1.1.2.2.9 VY3aragpHeHi BIiZIOMOCTI IIIOAO MAPTHEPIB Ta
KJII€HTIB, AKIIO LI BIZOMOCTI HE BIJHECEHO OO0 OAHKIBCHKOI
TAaEMHUII 1 BOHM MOXYTh OYTH BHUKOPHCTaHi i
KOHKYPEHTHO1 00poThOu nipotn banky.

4.1.1.2.2.10. BigoMocCTi 11070 TEPErOBOPIB Ta KOHTPAKTIB,
30KpeMa PO YMOBH KOHTPAKTiB, TOCIIOIAPCHKUX JIOTOBOPIB, a
TaKOXK YMOBH 3a0e3Ie4eHHsT KOH(]IIESHIIHHOCTI, KO0 BOHU
PO3KPHBAIOTh 3MICT yrojad abo iHimi 3000B’s3aHHs baHky
nepe]| mapTHepaMu Ta KIiEHTaMu.

4.1.1.2.2.11. BigoMocTi MOAO IOCHiIKEHh Ta PO3POOOK,
30KpeMa:

» passwords, access codes to information assets of the
Bank, physical access restriction devices, security alarm
systems of the Bank;

» codes used to authenticate and protect data of the payment
cards of the national and international payment systems and
not being cryptographic keys (PIN-codes, PIN-blocks,
magnetic tape data, personal data of payment card holders
determined by the International Payment Card Industry Data
Security Standard (PCI DSS).

4.1.1.2.2. Commercial secrecy

Commercial secrecy of the Bank shall include the following
data:

411221 data concerning arrangement of banking
processes, in particular:

» detailed structure of the Bank;

> range of activities of the Bank;

> types and location of the equipment securing basic
processes of the Bank;

» detailed information concerning topology of the computer
network of the Bank;

» summarized data concerning the stock of materials and
components, the place where money and payment means are
kept as well as materials used to manufacture of such
payment means or their putting into circulation.

4.1.1.2.2.2. Data concerning methods used to manage the
Bank and processes of banking activities, in particular,
subordination, employees’ incentive and activity control
systems.

4.1.1.2.2.3. Data concerning tactic planning and strategy of
development of the Bank.

4.1.1.2.2.4. Data concerning the financial position of the
Bank if they are not subject to mandatory disclosure.
4.1.1.2.2.5. Data concerning marketing researches carried
out by the Bank or received at the Bank’s expense.
4.1.1.2.2.6. Data concerning the market and price policy of
the Bank.

4,1.1.2.2.7 Data concerning bids, in particular, data
concerning preparation to participation in tenders and their
results.

4.1.1.2.2.8. Data concerning the materials of working
conferences and meetings.

4.1.1.2.2.9 Summarized data concerning partners and clients
if such data are not a part of banking secrecy and may be used
in competitive practices against the Bank.

4.1.1.2.2.10. Data concerning negotiations and contracts, in
particular, conditions of the contracts, business contracts and
conditions ensuring confidentiality if they disclose the
content of the agreement or other Bank’s obligations before
partners and clients.

4.1.1.2.2.11. Data concerning researches and developments,
in particular:

> objective, tasks, trends and programs of prospective
researches concerning implementation of new bank products
and bank activity automation devices if such data may be
used in competitive practices against the Bank;

> key data concerning original ideas of engineering
developments, particulars of organizational, technological,




» TpOo MeTy, 3ahadi, HaNpsIMKH, IPOTPaMH MEPCTIEKTHBHUX
JIOCITI/DKEHb TIOJI0 3alpOBAJKCHHS HOBUX OaHKIBCHKUX
MPOIYKTIB 1 3ac00iB aBTOMAaTH3arlii OaHKIBCHKOI MisUTEHOCTI,
SKIIO Il BIMOMOCTI MOXYTh OYTH BHUKOPHUCTaHI IS
KOHKYpEHTHO1 00poTsOu nipotu banky;

» KJIIOYOBI BiJJOMOCTI TIPO OpUTiHAJBHI igei TEXHIYHUX
pO3p0O0OK, OCOOTHUBOCTI OpraHi3aIlifHUX, TEXHOJIOTIYHHX,
KOHCTPYKTHBHHX, TEXHIYHUX (y TOMY YHCI, MPOTPaMHO-
amapaTHUX), XyJIOKHbO-TEXHIYHHX pilleHs (HalpuKiaz,
MU3aifHy IUTaTDKHUX KapTOK, O(OPMIICHHS DPEKJIaMH), SIKi
po3pobieHo baHkoM caMocTiiiHO abo CTBOpeHO 3a HOTo
KOILITH.

4.1.1.2.2.12. JleTanbHi BiJOMOCTI III0JI0 TEXHOJIOTiH, 30KpeMa
po OAHKIBCHKI TEXHOJIOTIT Ta crienudiky iX BUKOPUCTaHHS, Y
TOMY YHCIIi BiIOMOCTI IIOJI0 TEXHOJIOTii 00poOKH iHpopmallii,
BUTOTOBJICHHS Ta BBEJICHHS B 00IT IIIATHKHUX 3ac00iB.
4.1.1.2.2.13. Indopmartis, 1o € 00’ €KTOM TOBApPHHUX BiTHOCHH,
30KpemMa iHpopMmaris, Ska HaTaeThCS MapTHEPaAM Ta KIieHTaM
Bbanky Ha komepiiHiii 0ocHOBI, ab0 sika npugdana bankowm 3a
BJIACHI KOIITH (SKIIO YMOBaMH KOHTPAaKTIB IO iH(OpMAIIito
HE BU3HAHO BiJKPHUTOIO).

4.1.1.2.2.14. BigoMocTi 111010 OpraHi3ailii Ta poOOTH CUCTEMHU
Oesnekn baHky, sKIIO iX HE BIJHECEHO JO OaHKIBCHKOI
TAEMHHIII, Y TOMY YHCIIi BITOMOCTI IIO/I0 IHITUACHTIB O€3IeKH,
110 MaJIH MicIie.

4.1.1.2.2.15. BizoMoCTi 110,10 aBTOPCHKOTO TIPaBa, 30KpeMa.
» BIIOMOCTI 100 TMOJITHKH YNPaBIiHHS ABTOPCHKHM
npaBoM B baHky;

» BIZIOMOCTI O[O0 IUIAHIB, MiJATOTOBKA Ta pPE3yJbTATIB
IPOBEICHHS IEPETOBOPIB 3 MPUIOAHHS aBTOPCHKUX TIPaB;

» ocoOucTi BiJOMOCTI PO aBTOPiB, MalHOBI aBTOPCHKI
npasa sSKUX nepeaano banky abo BuKopucToByroThcs bankom;
» BIZIOMOCTI NPO BJIACHHUKIB MaiHOBUX IpaB, SKi MEepeIaHo
banky abo BUKOpUCTOBYIOTECS baHKOM;

» YMOBH aBTOPCHKHUX JIOTOBOPIB, 5K yKiaaeHo bankom;

» BIJIOMOCTi, IIO PO3KPUBAIOTH 3MICT POOIT 31 CTBOPEHHS
MpOAyKIii, MaliHOBI TpaBa, sKi Hanexarh baHky (mo ix
O(QiIiitHOTO OTOJIOMIEHHS).

4.1.1.2.2.16. 3MicT pPO3NOPSITUMX Ta  PETYIATUBHHX
JOKYMEHTIB, 110 MICTSTh pillleHHS KePiBHUX OpraHiB baHky.
4.1.1.2.2.17. Tlepenik kimieHTiB baHKy, SKIIO BiH MICTHTH
iHpopmailito crocoBHO 50 Ta Ginble ocio;

4.1.1.2.2.18. Inun BiOMOCTI TEXHIYHOr0, OpraHi3aliiHOro,
KOMEPIIHHOTO, BHUPOOHWYOTO Ta IHOIOTO  XapakTepy,
PO3TOJIONICHHS SIKUX MOXKE TPU3BECTH 10 CYTTEBOTO 30HTKY
banky abo moripmeHHs Horo pemyTarii.

4.1.1.2.3. IlepcoHaJibHi 1aHi

Jo I30/1 BigHeceHo mepcoHaNbHi JaHi ciBpoOiTHUKIB baHKy,
KJIIEHTIB, IHIIMX (I3UYHUX OCI0, BOJIOAUIBIEM SKUX € baHk.
4.1.1.2.4. Tucaiinepcbka ingopmanis

Hdo IBOJl BimHeceno iHcainepceKy iH(poOpMamito, sKa
3HAXOJMUTBCS Y PO3NOpsyDKeHHI baHky y 3B’s3Ky 3i
3[1IICHEHHSAM CBOET TISJIBHOCTI.

4.1.1.2.5. Konginenuiiina ingopmanis

Kondinenniitna indopmanis — indopmanis npo ¢izuyny
0co0y, a Takox iH(opMallis, IOCTyH IO SKOI OOMEXEHO
¢hi3n4HOI0 200 IOPUIUIHOIO 0c00010, KPiM cy0’€KTIB BIaJHUX

constructive, engineering (including hardware and
software), art and engineering solutions (for example, design
of payment cards, advertisement design) developed by the
Bank or at the Bank’s expense.

4.1.1.2.2.12. Detailed data concerning technologies, in
particular, banking technologies and specific nature of their
use, including data concerning technologies of information
processing, preparation and putting payment means into
circulation.

4.1.1.2.2.13. Information being a subject matter of
commodity relations, in particular, information provided to
the partners and clients of the Bank on a commercial basis or
purchased at the Bank’s expense (if conditions of contracts
stipulate that such information is not public).

4.1.1.2.2.14. Bigomocti monmo oprasizamii Ta poOOTH
CUCTEMH Oe3IeKu banky, skmo ix He BITHECEHO 10
0aHKIBCHKOI TAaEMHHWIN, Y TOMY YHCII BIZOMOCTI IIOJO
IHIUJEHTIB O€3IeKH, 10 MaJIH MiCIIE.

4.1.1.2.2.15. Data concerning copyright, in particular:

» data concerning the copyright management policy in the
Bank;

> data concerning the plans, preparation and result of
negotiations to purchase authorship rights;

> personal data about the authors whose property
authorship rights are assigned to or used by the Bank;

» data concerning the holders of property rights assigned to
or used by the Bank

» conditions of copyright agreements concluded by the
Bank;

» data disclosing the content of creation works for products,
property rights held by the Bank (before their official
disclosure).

4.1.1.2.2.16. Content of administrative and regulatory
documents with the decisions of management bodies of the
Bank.

4.1.1.2.2.17. List of the Bank’s clients with information
about 50 or more persons;

4,1.1.2.2.18. Other data of engineering, organizational,
commercial, production and other nature which disclosure
may result in material losses of or damage to the Bank’s
reputation.

4.1.1.2.3. Personal data

Restricted information shall include personal data of the
Bank’s employees, clients, other physical persons, which are
in the Bank’s possession.

4.1.1.2.4. Insider information

Restricted information shall include insider information in
the Bank’s possession related to the Bank’s activities.
4.1.1.2.5. Confidential information

Confidential information shall mean any information about a
physical person and information with access restricted by a
physical person or legal entity except for persons with
authoritative powers possessed, used or disposed of by the
Bank on legal grounds, access to which is restricted by the
Bank or other information holder (except for persons with
authoritative powers) and which may be disseminated as
decided by the Bank and/or upon agreement of such persons




MMOBHOBA)KEHB, IO HA 3aKOHHIA TIiJCTaBl 3HAXOMHUTHCS Y
BOJIOJiHHI, KOPHCTYBaHHI a00 po3nopamkeHHi banky, noctyn
0 sxoi oOMmekeHo baHkoMm a0o IHIIMMHU BJIACHUKaMM L€l
iHpopmMartii (kpiM cy0O’€KTIB BIIATHUX IMOBHOBAXKECHB) 1 sKa
MOYKe TIOIIMPIOBATHUCS 32 pilleHHsM baHky Ta/abo OakaHHIM
(3romoro) mux oci0 y BHU3HAUYEHOMY HUMH IMOPSAKY Ta
BIJITIOBITHO 10 TIepe0adeHX HIMH YMOB.
Jo xoudinenniiinoi indopmanii
BiTHOCATHCA:

» 3MicT ciy»00BOi KOPECIIOHJICHINIT Ta 1HINIWX BHYTPINTHIX
JIOKyMeHTiB baHky;

» TporpamMHi KOIU Ta HapaMeTpH HAJAIITYBaHHS CHUCTEM
00poOku iHpopmanii banky;

» mepenik KiieHTiB baHKy, MO cTOCyeThes MeHIl, K 50-Tu
ocib.

4.1.1.2.6. Inpopmauiis, sika He BigHeceHa 10 [30/]

Hactynna indgopmanis He BBakaerbes I30Jl i He €
npeamerom Jlorosopy:

» iH(opmaris, JOCTyn 10 SIKOI HE MOXKEe OyTH OOMEKEHO
3riZIHO BUMOT 3aKOHO/IaBCTBA YKpaiHy;

» indopmariis, odimiitHo onprroqHeHa baHKOM Y BiJIKPUTHX
3aco0ax iHdopmallii, 30kpeMa y 3acodax MacoBoi iHdopmarii;

» indopmaris, momo po3kputTs sikoi KopucryBauy HamaHO
odimiitamii no3Bin baaky (y muceMoBiit opmi).

Banky 3o0kpema

in a manner and subject to the conditions stipulated by such
persons.

Confidential information of the Bank shall include, in
particular:

> content of business correspondence and other internal
documents of the Bank;

» program codes and parameters of configuration of
information processing system of the Bank;

> list of the Bank’s clients, which includes less than 50
persons.
4.1.1.2.6.
information.
Information below shall not be considered Restricted
information and shall not be the subject matter of the
Agreement:

» information access to which may not be restricted in
accordance with the requirements of legislation of Ukraine;

» information officially disclosed by the Bank in public
information means, in particular, mass media;

» information which disclosure by the User is officially
permitted by the Bank (in writing).

Information not included into Restricted

4.1.2. IPEIMET JOI'OBOPY

4.1.2.1. [oroBip Bu3HAYa€ TMOPSINOK BHKOPUCTAHHS Ta
30epexxenns Kopucrysauem 130/ nepemanoro iiomy barkom,
a TakoX BignoBimampHOCTI KopucryBada 3a mopymieHHs
koHbineHmiiHoCTI 1301,

4.1.2.2. Jlis JloroBopy Takox po3MOBCIOKYEThCs Ha 130/,
mo crana Bigoma KopuctyBady y 3B’s3Ky 31 3AiMCHEHHSIM
BankoM cBo€l mistnpbHOCTI a00 HagBHICTIO MK bBaHkOM Ta
KopuctyBaueM neBHUX rocroapchbkux ado 1HIINX BIJIHOCHH,
110 PETYJIOI0THCS 3aKOHOAABCTBOM.

4.1.3. IPABA, OBOB’SA3KHU TA BIAINOBIJJAJIBHICTD
CTOPIH

KpiMm mpaB, o000B’s3kiB Ta BiamosimaneHocTi CropiH,
BU3HAUeHUX IHauBigyanbHOO dYacTtuHOl J[loroBopy Ta
po3auiom «3. TIPABA, OBOB’ 3K TA
BIATTIOBIJAJIBHICTb CTOPIH (BAT'AJIbHI)» 3aranbaux
YmoB, CTOPOHM TaKOX JOMOBWJIMCH PO HACTYIIHE:

4.1.3.1. KopuctyBau 3000B’s13y€ThCH:

4.1.3.1.1.IIpoTaroM BChOT0 CTPOKY Aii Ta MPOTATOM 5-TH
HACTYNIHMX MOCJIIOBHHX POKIB micasi 3aKiHYeHHs1 il
Jorosopy (260 0ijb1I TPHBATIOr0 CTPOKY, IKIIO el CTPOK
creniaJibHO  BH3HA4YeHO 3aKOHOJABCTBOM  CTOCOBHO
oxkpemux kareropii [30/1):

4.1.3.1.1.1.He posromomryBatu [30/] Tperim ocobam 130/, sik
BOHa BU3HaueHa y JloroBopi, 63 mucbMOBOiI 3rojiu baHky.
4.1.3.1.1.2. He HanaBaTtu, He mpoxpaBatd TpeTiM ocobam, He
BimuyKyBaTH y Oyap-sikui iHmmi crocio 130/,

4.1.3.1.1.3. He BuxopuctoByBatu 130/ y Oyab-sxuii criocio,
odimiiHO He  Jo3BoyieHWH  baHKOM, 30Kpema  He
BUKOPUCTOBYBAaTH BHILE3a3HAUYEHY iH(POPMALIIO Yy BIACHHX
iHTepecax abo iHTepecax Tperix ocil.

4.1.2. SUBJECT MATTER OF AGREEMENT

4.1.2.1. The Agreement shall determine the procedure of use
and storage of Restricted information by the User transferred
to the User by the Bank and the User’s liability for violation
of confidentiality of such Restricted information.

4.1.2.2. This Agreement shall also cover Restricted
information which became known to the User in a result of
the Bank’s activities or existence of certain business or other
relations between the Bank and the User governed by Law.
4.1.3. RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES

Except for the rights, obligations and responsibility of the
Parties set forth in the Individual part of the Agreement and
Section 3 (RIGHTS, OBLIGATIONS  AND
RESPONSIBILITY OF THE PARTIES) of the General
Conditions, the Parties agree on the following:

4.1.3.1. The User shall undertake:

4.1.3.1.1. within the term of the Agreement and during 5
years thereafter (or during the longer period if
specifically stipulated by Legislation in relation to certain
categories of Restricted information):

413111 not to disclose Restricted information
determined in the Agreement to Third parties without the
Bank’s written consent.

413112. not to provide, sell or alienate Restricted
information to Third parties in any other way.

4.1.3.1.1.3. not to use Restricted information in any manner
not officially permitted by the Bank, in particular, not to use
information above for personal purposes or for the benefit of
Third parties.

4.1.3.1.1.4. to ensure fulfillment of the requirements to the
mode of access, processing and protection of Restricted




4.1.3.1.1.4. 3a0e3neuyBaTd BUKOHAHHS BUMOT IIOJI0 PEKUMY
moctymy, 00poOkm Ta 3axucry [30]l, Bu3HaYCHHX
3akoHOmaBCTBOM Ta baHKOM, 30KpeMa BUMOTH:

» 3axony Ykpainu «[Ipo OaHku i OaHKIBCBKY IISTIBHICTB» —
CTOCOBHO 0AHKIBCHKOI TAEMHHUIII;

» 3akoHy Ykpainu «[Ipo 3axucT MepcOHaIbHUX HAHUX» —
CTOCOBHO TEPCOHAIBHHMX JaHWX, HAJaHUX baHKOM
Kopucrysauy;

» 3akony Ykpainu «[Ipo uiHHi nanepu ta GOHIOBUI PHHOK
— CTOCOBHO 1HCakaepchKoi iHpopMarrii.

4.1.3.1.1.6. He momyckaT# HECaHKIIOHOBAHOTO IOCTYIY IO
30/ HeynmoBHOBaxkeHHX o0ci®0 3 uymciaa 3amydeHuX
KopucryBauem  Oci6 / 3anyuenux  KopucryBauem
(3oBHiImHEBOIO cTOpoHOIO) Ocid, a Takoxk Tpetix oci0d
BHACITiIOK He3a0e3neueHHs HaJISKHUX 3aXO0/iB
30epiranns/pexxumy 30epirands [30Jl, HEBXKUTTS IHIIMX
3axoniB obOmexeHHs poctymy mo IBOJl, saxi KopucrtyBau
TTOBHHEH BXXHUTH 3 METOIO BUKOHAaHHS yMOB /[oroBopy.
4.1.3.1.1.7. Y CcTpOK, KM € MiHIMaJIbHO MOXIIUBUM, ajic HE
Oinpmie 24 ToaWH 3 MOMEHTY HACTaHHS IMOAii, iHPOpMyBaTH
bank nipo Bci mofii, oB’s3aHi 3 akTaMu pO3TOJIONICHHS 200
nopyueHHs kKoHdpiaeHmiinocti [30/1.

4.1.3.1.1.8. Sxmo KopucryBau € «30BHIIIHBOIO CTOPOHOIO»,
JOTPUMYBATHUCS Bumor 1010 3a0e3meyeHHs
iHgopmaniiiHoi 0e3nexn 30BHIIIHBO10
croponolo/3anyyenorw  KopucryBauem (30BHIIIHBLOIO
croponoo) Ocodoro (3rizuHo 3 m.m.4.1.5. 3aranbHuX YMOB).
4.1.3.1.2. 3abe3neuynTH HEPO3TONOMIEHHS  3aTy4eHOI0
KopucryBauem Ocoboto BuMoOr 3azHaueHux y m. 4.1.3.1. (3

mignyakramu)3aranbHux  YMmoB  (IlyOmiuvHoi  wactuHUM
Horogopy).
4.13.1.3. Sxio KopucryBau € «30BHIIIHBOIO

CTOpOHOIO»,Takuii KopuctyBau 3000B’s13y€ThCst 3a0€3MCUNTH
HeposroJyomeHHs: 3anydeHoto KopucrtyBauem (30BHIIIHBOIO
cropoHoto) OcoGoro BuMmor, 3azHaueHux y . 4.1.3.1. (3
miamynkramu) 3aranpHux  YmoB  ([lyOmiyHOoi yacTuHH
JoroBopy),a Takox 1oBecTH BUMOTH [loroBopy A0 KOXHOT
3anyuenoi KopuctyBauem (30BHiIHBOIO cTOpOoHOI0) Ocobw,
HUISIXOM i ITMCAHHS 3anyueHoro KopuctyBauem
(3oBHIIIHBOIO CTOPOHOIO) Oco0or0 Ocodncrux
3000B’s13aHb 32 3pa3koM, HaBeneHuM y Jomatky Ne 1 no
InnuBinyansHOi yacTunu JJorosopy.

4.1.3.1.4. Y cTpok, SKHll € MiHIMAIbHO MOXIIMBUM, ajlie HE
OinpIe 5-Tu poOOYMX HIB MICIS 3aKiHYEHHS CTPOKY i abo
NpUIMHEHHS JJoroBopy, a TaKOK MicCIisi OTPUMaHHs TMCBMOBOT
BuMoru banky, moBepHyTH banky Hocii [30/1, He 3anumiatoun
y KopucryBaua »oqHux Koriid (y TOMY YHCII €IEKTPOHHUX ),
a TaKOXX BIATBOPEHb UM BUTSTIB 3 TIOKYMEHTIB, (aiiiiiB, JaHUX
TOIIIO, 5IKi 3a3HaueHi sk [30/].

4.1.3.1.5. 3abe3mevyBaTy HaJie)KHE 30€PEKEHHS HAJAHUX
Bankom mporpamHux 3aco0iB 1 He mepenaBaTH ix TpeTim
ocobawm;

4.1.3.1.6. cBoeyacHo iHpopmyBatu bank Tmpo 3MiHK
MICII€3HAXO/PKEHHS, Tele(OHIB, MPI3BUIN BiINOBIIATHHUX
0ci6 Tomo. OG0B’ A3KOBO BiAMOBIaTH Ha 3anUTH baHKy 111010
HajaHHs  iHQopMmarii, sKa  BHKOPHUCTOBYETHCS  JUIS
onepatuBHOi B3aemozii 3 KopucryBauewm.

information determined by Legislation and the Bank, in
particular, the requirements of:

» Law of Ukraine ‘On banks and banking activities’ in relation
to banking secrecy;

» Law of Ukraine ‘On personal data protection’ — in relation
to personal data provided to the User by the Bank;

» Law of Ukraine ‘On securities and stock market’ — in
relation to insider information.

4.1.3.1.1.6. prevent unauthorized access to Restricted
information by unauthorized persons from among the User’s
involved persons / Persons involved by the User (External
party) and Third parties resulting from failure to ensure
proper storage measures/conditions for  Restricted
information, failure to implement other measures to restrict
access to Restricted information to be taken by the User in
order to fulfill the terms and conditions of the Agreement.
4.1.3.1.1.7. to notify the Bank of all events related to
disclosure or breach of confidentiality of Restricted
information as quickly as possible but not more than within
24 hours from occurrence of such event.

4.1.3.1.1.8. If the User is an External party, to meet the
Requirements to information security to be provided by
the External party / Person involved by the User
(External party) (in accordance with clause 4.1.5. of the
General Conditions).

4.1.3.1.2. to ensure non-disclosure of the requirements
stated in clause 4.1.3.1. of the General Conditions (Public
part of the Agreement) by the User’s involved person.
4.1.3.1.3. if the User is an External party, such User shall
undertake to ensure non-disclosure of the requirements stated
in clause 4.1.3.1. (with sub-clauses) of the General
Conditions (Public part of the Agreement) by the Person
involved by the User (External party) and also bring the
requirements of the Agreement to knowledge of each Person
involved by the User (External party) by way of signing the
Personal Commitments by the Person involved by the
User (External party) in a form given in Annex 1 to the
Individual part of the Agreement.

4.1.3.1.4. to return all media with Restricted information
without no copies being kept by the User (including in an
electronic form) and reproductions or extracts from
documents, files, data etc. marked as Restricted information
as quickly as possible but not more than within 5 business
days upon expiry or termination of the Agreement and also
after receipt of the Bank’s request.

4.1.3.1.5. to ensure proper security of software applications
provided by the Bank and not to transfer the same to Third
parties;

4.1.3.1.6. to notify the Bank immediately of the change in the
location, telephones, surnames of responsible persons, etc; to
reply to the Bank’s requests as to provision of information
used for immediate cooperation with the User.

4.1.3.1.7. The User shall have no right to copy and/or
distribute, transfer software and other intellectual property of
the Bank obtained in a result of fulfillment of the Agreement
to Third parties.

4.1.3.2. The User shall have the right:




4.1.3.1.7. KopucTtyBad He Mae IpaBa Ha KOIIIOBaHHS Ta/abo
PO3IOBCIO/IKEHHS, IIepeAaBaHHs TPETiM 0cobaM MpOrpaMHo-
TEXHOJIOTIYHOTO 3a0e3NedeHHs Ta IHIMUX OO0 €KTIB IIpaBa
IHTEJIEKTyaJIbHOI BJIaCHOCTI baHKy, OTpuMaHUX y 3B’S3KY 3
BUKOHAHHSIM J{0oroBopy.
4.1.3.2. KopuctyBau Ma€ npaso:
4.13.2.1. BuxopucroByBatu 130J[ 'y 3B'sM3ky 3
YCTaHOBJICHHSM [IJIOBUX BIJHOCHH/CHIBOpAIll YW IHIINX
BiHOCUH 3 baHKOM y cmocib, y Mexax Ta 3 METO, IO
odimiiHO K03BOJIeHI baHKOM.
4.1.3.2.2. HapmaBatu [30][ ymoBHOBaXX€HHM JEp>KaBHUM
opraHam Ha iX MHUCHMOBUH 3alTUT HaJISKHOI (POPMHU BUKITIOUHO
y Meax Ta BUIaJKax, nepeadaueHnx 3akoHoAaBcTBOM. [Ipo
KOKHHI BHIAJOK OTPUMaHHS 3amuTy Ha po3kputts [30[]
KopuctyBau moBMHEH He mi3Himie 24 TOAWH 3 MOMEHTY
OTPUMaHHsI 3allUTy HAlpaBUTH BiJNOBiJHE MHCEMOBE
MoBiToMIIeHHS baHKy.
4.1.3.3. bank Mae npaBo:
4.1.3.3.1. 3pilicHIOBaTH ayAWT Ta MOHITOPUHT JisSUTBHOCTI
KopucryBaua, noB’s3anoi 3 goctynom o 130/1.
4.1.3.3.2. BHOCcHTH 3MiHH a0 [lybmiunoi wacturm J{oroBopy
(3araibHuX YMOB) y HOPSIKY, BH3HAUECHUX poO3AUIoM «14.
3MIHA TA PO3IPBAHHA JOI'OBOPY /
3AT'AJIBHUX YMOB» 3aranbHux YMoB.
4.1.3.4. BignoinanbHicTs CTOpiH:
BianosiganeHicth CTOpiH BU3HAYAETHCS [HIUBIAYaTBHOIO
gactuHOIO JloroBopy, myHKTOM 4.1.3.4.(3 WiAITyHKTaM™H)
3aranpHnx YMOB, posainom «3. [IPABA, OBOB’A3KU TA
BIATTIOBIJAJIBHICTD CTOPIH (BAT'AJIbHI)» 3aranbaux
YMOB Ta 3aKOHOJAaBCTBOM.
4.1.3.4.1. 3a neBukoHaHHA 200 HEHAJIE)KHE BUKOHAHHS CBOIX
3000B’13aHb ofHi€I0 13 CTOpiH, nependayenux JJoroBopom ta
3akoHOJaBcTBOM, BMHHAa CTOpOHa Hece BiAMOBINAIBHICTD
3TiHO 3 yMOoBaMu J{oroBopy Ta 3aKOHOJaBCTBOM.
4.1.3.4.2. Cropona, sika mopymwia 3000B’A3aHHS, B3STI Ha
cebe 3a JloroBopom, MOBHHHA YCYHYTH IIi MOPYIICHHS B
HaUKOPOTILIUN CTPOK.
4.1.3.43. Cmnara mrpadHux caHkuiil (meni/mrpady) He
3BUIbHsI€ CTOPOHU BiJl BAKOHAHHS JIOTOBIPHUX 3000B’I3aHb.
4.1.3.4.4. KopuctyBau  Hece  BIANOBIJAIBHICTH 32
HeBUKOHaHHA BuMoOT 1.4.1.3.1. (3 mignmyHkTamMu) 3arajibHHUX
YwmoB (ITy6aiunoi wactinau JJoroopy).
4.1.3.4.5. SMxmo Kopucrysau HE € «30BHilIHBLOIO
CTOPOHOI0», 32 HEBUKOHAHHS/HEHAJIEKHE  BHKOHAHHS
KopucryBauem Bumor mn. 4.1.3.1. 3aragpHux VYMOB
(ITy6miunoi  wactuam  JloroBopy), KopuctyBad Hece
BiJNOBIAAJIbHICTE Y PO3Mipi BH3HAYCHOMY |HAMBIiTyanbHOIO
yactuHolo JloroBopy. baHk Mae mpaBo 101aTKOBO BUMaratu
BimmkoyBanHs KopucrtyBauem y moBHOMY 00CsI31 30HMTKiB
3apnanux KopucrtyBauem bBaHKy HUISIXOM pPO3TOJIOUICHHSM
130/ abo mopymenHsM Bumor 11. 4.1.3.1.2. 3aransHux YMoB
(TTy6uivnoi yactuan JOroBOpY) CyMa SIKMX BH3HAYAETHCS 32
3rogoto CtopiH abo pilIeHHAM CYIY.
4.1.3.4.6. ko Kopucrtysau € «30BHIIIHbOI0 CTOPOHOO) i
NPpH UHOMY He 3ilCHIOE | He 3000B’A3aHMIl 3iliCHIOBATH,
BiAmoBiAHO 10 3arajbHUX YMOB, 3ajy4yeHHs 3ajyyeHoi
KopuctryBayem (30BHimIHBOIWO cTOpOoHOKW) Ocodm, 3a

41321 to use Restricted information to establish
relations/cooperation or other relations with the Bank in a
manner, to the extent and for the purpose officially permitted
by the Bank.

4.1.3.2.2. to provide Restricted information to the authorized
governmental bodies upon their proper written request to the
extent and in cases stipulated by Legislation. The User shall
be obliged to notify the Bank in writing of each request for
disclosure not later than 24 hours from receipt of such
request.

4.1.3.3. The Bank shall have the right:

4.1.3.3.1. to audit and monitor the User’s activity related to
access to Restricted information.

4.1.3.3.2. to amend the Public part of the Agreement
(General Conditions) as stipulated by Section 14
(AMENDMENTS AND TERMINATION OF THE
AGREEMENT / GENERAL CONDITOINS) of the General
Conditions.

4.1.3.4. Responsibility of the Parties:

Responsibility of the Parties shall be determined by the
Individual part of the Agreement, clause 4.1.3.4 (with sub-
clauses) of the General Conditions, Section 3 (RIGHTS,
OBLIGATIONS AND RESPONSIBILITY OF THE
PARTIES) of the General Conditions and Legislation.
4.1.3.4.1. for failure or improper fulfillment of its obligations
by one of the Parties stipulated by the Agreement and
Legislation  the guilty Party shall be responsible in
accordance with the terms and conditions of the Agreement
and Legislation.

4.1.3.4.2. The Party in default of obligations hereunder shall
be obliged to remedy such violations as soon as possible.
4.1.3.4.3. Payment of penalties (fines) shall not release the
Party from fulfillment of its contractual obligations.
4.1.3.4.4 The User shall be responsible for failure to fulfill
the requirements of clause 4.1.3.1. (with sub-clauses) of the
General Conditions (Public part of the Agreement).
4.1.3.4.5. IF the User is NOT an External party, for
failure/improper fulfillment of the requirements of clause
4.1.3.1. of the General Conditions (Public part of the
Agreement) by the User, the User shall be responsible to the
extent determined by the Individual part of the Agreement.
The Bank shall have the right to require further
reimbursement of losses caused by the User to the Bank in
full due to disclosure of Restricted information or breach of
the requirements of clause 4.1.3.1.2. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.6. If the User IS an External party and does not
involve and is not obliged to involve the Person involved
by the User (External party) in accordance with the
General Conditions, for failure /improper fulfillment of the
requirements of clause 4.1.3.1. of the General Conditions
(Public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation unless other amount of penalty
is stipulated in the Individual part of the Agreement.




HEBUKOHAHHS/HEHaJNIe)KHE BUKOHaHHS KopucryBadem BUMOT
n.4.1.3.1. 3araneaux Ymos (Ilybniunoi wactunu JJorosopy),
KopucryBau mnpotsrom 10-TM KajleHZapHUX IHIB 3 JaTH
OTpHUMaHHS TUCEMOBOT BUMOTH banKky, crutadye banky mrpad
y posmipi 100 000,00 rpuBeHb 3a KOXHHUH BHUIAJIOK
NOPYLICHHSI, SIKIIO iHIWH po3Mmip mTpady He mependavyeHo
[anuBiMyansHOI0O YacTHHOIO J{orOBODY.

Kpim Ttoro, bamk wMae mpaBo JOJATKOBO BHUMaraTH
BimmkonyBanHs KopuctyBauem y moBHOMY 00CsI3i 30HMTKiB
3aBmannx KopucryBauem baHKy HUISXOM pO3TONOIIEHHSM
30/l a6o mopymenusm Bumor 1. 4.1.3.1. 3aranpHNX YMOB
(ITy6niunoi yactuan JloroBopy) cyma sIKMX BH3HAYa€ThCS 32
3romoto CtopiH abo pillIeHHAM CYy.

4.1.3.4.7. Sxmo KopuctyBad € «30BHIllIHH0I0 CTOPOHOIOY, i
Npu UbOMY 3AiliCHIOE a00 3000B’si3aHmWii 3xilicHUTH,
BiANOBiAHO 10 3arajibHUX YMOB, 3ajydyeHHs 3ajaydeHOL
KopuctryBauem (30BHiIHBbOIO cTOpoHOIW) Ocodu 3a
HEBUKOHAHHS/HEHAIE)KHE BHUKOHAHHA KopucryBauem BUMOT
. 4.1.3.1. 3araneaux YMmoB (I1yoniunoi yactunu Jlorosopy),
KopuctyBaa mnpotsrom 10-Tm kameHmapHUX [HIB 3 JaTH
OTpUMaHHs MUCHhMOBOT BUMOTH baHKy, crmauye banky mrpad

y po3mipi 100 000,00 rpuBeHb 3a KOXHHUH BHUIAJIOK
MOPYIIEHHS.
Kpim TOoro, bank wMae mpaBo [ONAaTKOBO BHUMAaratu

BimmkoxyBanHsi KopucrtyBauem y moBHOMY 0OO0CsI31 30HMTKiB
3apgannx KopucryBadem BaHKy UIISIXOM PO3TOJOMICHHIM
I30/1 abo mopymenusm Bumor 1. 4.1.3.1. 3aranpHNX YMOB
(ITy6uivnoi yactuHU J[OrOBOPY) CyMa SIKMX BH3HAYAETHCS 32
3rojior0 CTopiH a0 pillIeHHSIM Cyy.

4.1.3.4.8. Koxna i3 CTopiH Hece BiINOBiNaNbHICTH 32 300i B
00OMiHi iH(OopMaIIi€to, BUKIIMKaHI HAaBMUCHHMH,
HEOOEPEeKHUMH 200 HEKOMITIETEHTHUMH JisIMH X TIEPCOHAIY.
4.1.4.CTPOK JIi JOTOBOPY TA TOPSJOK MO0
PO3IPBAHHA

4.1.4.1. Crpok nii JoroBopy ckiafae OUIbIINKI i3 BKa3aHUX
HWDKYE TIePIOJIiB:

4.1.4.1.1. 5 pokiB 3 matu HaOyTTs yuHHOCTI JloroBopy mus
KopucryBaua, abo

4.1.4.1.2. Sxmo KopucryBau € «30BHILIHBOK CTOPOHOIO»,
nepiof 3 Aatu HaOyTTs unHHOCTI Jlorosopy juis Kopucrysaya
1 JT0 3aBEPILIEHHS 5-TH MTOCIIJOBHUX POKIB 3 IaTH MPUITHHEHHS
Horoopy 3a sxum KopuctyBau Hamae banky mnocmyru,
MIOCTABJISIE TOBAPH, BUKOHYE pOOOTH.

4.1.4.2. lorosip Moxe OyTu posipBaHuil 3a 3rofor CTopiH
abo 3 iHimiaTuBM baHKy B OJHOCTOPOHHBOMY IOPSIIKY
[IISIXOM HaJCUIAHHS BIJIIOBIAHOIO ITMCHMOBOTO
nosigomienHs: Kopucrysauy.

4.1.4.3. IniuitoBanHs poszipBaHHs [loroBopy 3a iHILIaTHBOIO
KopucryBaua MoOXIMBE TIIBKM 32 YMOBH, SIKIIO Y
KopucryBaua nemae 3aboproBaHocti mepen bankom 3a
HorosopoMm. 3aboprosanictio KopucryBaua € HecmiaueHi
mrpadHUX CaHKIlT, 30MTKH BiNOBIIHO 10 JloroBopy.
4.1.4.4. PozipBanus JJoroBopy, y TOMy 4HCIIi 3a iHII[IaTHBOIO
banky, He 3BinbHse KopuctyBaua Bimg 00OB’SI3Ky CIUIATHTH
3a00proBaHiCTh, 110 BHHMKIA mpoTsrom nii JoroBopy B
MMOBHOMY 00CsI31.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.7. If the User IS an External party and involves or
is obliged to involve the Person involved by the User
(External party) in accordance with the General
conditions, for failure /improper fulfillment of the
requirements of clause 4.1.3.1. of the General Conditions
(Public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.8. Each of the Parties shall be responsible for
information exchange interruptions caused by willful,
negligent or unqualified actions of their personnel.
414. TERM OF THE AGREEMENT AND
TERMINATION

4.1.4.1. The term of the Agreement shall be the longest of the
periods stated below:

4.1.4.1.1. 5 years from the effective date of the Agreement
for the User or

4.1.4.1.2. If the User is an External party, from the effective
date of the Agreement for the User and till expiry of 5
consecutive years from the date of termination of the
Agreement in accordance with which the User provides
services, goods, works to the Bank.

4.1.4.2. The Agreement may be terminated upon agreement
between the Parties or the Bank’s initiative unilaterally on a
basis of the relevant written notice sent to the User.

4.1.4.3. The User may initiate termination of the Agreement
provided that the User has no amounts outstanding before the
Bank under the Agreement. The User’s debts shall include
penalties, fines and losses unpaid under the Agreement.
4.1.4.4. Termination of the Agreement, including upon the
Bank’s initiative, shall not release the User from its
obligation to pay all debts arisen during the term of the
Agreement.

4.1.4.5. Expiry of the Agreement shall not release the Parties
from fulfillment of their obligations stipulated by the
Agreement and for failure or improper fulfillment thereof
during the term of the Agreement.

4.1.4.6. The Agreement shall terminate in case of liquidation
of the Bank or the User Kopucrysaua.

ITS




4.1.4.5. 3akimdyenas crTpoky mii JloroBopy HE 3BUIBHSE
CropoHu BiJ BHKOHaHHS Bcix mnepenbaueHux JloroBopom
3000B’s3aHb Ta BiJ BiAMOBINAIHHOCTI 32 HEBHKOHAHHS YU
HEHaJIS)KHE BUKOHAHHS 3000B’s13aHb B mepiof mii JloroBopy.
4.1.4.6. iz JoroBopy npunuHs€eTsCs y pasi JikBigawii banky
yu KopucryBaya.

4.1.5. Bumoru mono 3a0e3nmedeHHs iHdopManiiiHoi
Oesmekn  30BHIIIHBOIO CTOPOHOIO /  3adydeHOl0
KopucryBadem (30BHIIIHB0I0 cTOPOHOI0) Ocob010

4.1.5. Requirements to information security to be ensured
by the External Party / Person involved by the User
(External party)

Tepminu Ta MOHATTH:

Bbank — AT «OTII BAHK»;

Horosip — Jlorosip mpo Hepo3royomeHHs iHpopMarii 3
00MEKEHHM JOCTYIIOM, SIKUH CKIafaeThes 13 [HauBiMyanpHOT
gyactuan JloroBopy Ta IlyGmiunoi wacturm J[loroBopy
(3arampHi YMOBH), yrinaaeHnin CTOpoHaMH.

Jorosip npo HagaHHs MOCJIYT — JOTOBIp, IO YKIAAAETHCA
Mik baHkoM Ta 30BHIIIHBOIO CTOPOHOO PO HAaIaHHSI TOCIYT,
BUKOHAHHS poO0iT, TOCTaBKU TOBApY Y Tamy3i iHpopMariitHnx
TEXHOJIOT1H, OB’ I3aHMX 3 OAHKIBCHLKOIO JiSILHICTIO.

Ib — indopmarniiina 6e3mneka;

I30/I — indopmartist 3 0OMEKEHUM JTOCTYIIOM.
ABTeHTH(iKaLiA KOpHCTyBaya — TpoIeaypa MepeBipKH
BIJIIOBITHOCTI Tpea SIBJICHOTO iJleHTH(iKaTOpa KOpUCTyBadya

HA  TpeaMeT  HaNeXHOCTI  IIbOMYy  KOPHCTYBadeBi;
BCTaHOBJICHHS abo i ITBEPKEHHS CIPaBKHOCTI
KOpHUCTYBaua.

AyTcopcuHr — nepeaya 30BHIIIHINA CTOPOHI MEBHUX Oi3HEC-
¢dbysakmit abo ckmamoBux Oi3Hec-mporecy baHky 3 MeToro
MiJBUINECHHS  MPOAYKTUBHOCTI  mpaii abo0  3HIKEHHS
c00iBapTOCTI MOCIYT.

Ayrcraddinr — BUBeIeHHs NepcoHaly 3a wTaT baHky, mo
nependavae BUKOpHCTaHHS baHKOM TOCIyr poOITHHKIB, sKi
IOPHINYHO € MPeCTaBHUKAaMU 30BHIITHBOT CTOPOHHU.
BbankiBchka TaeMHHIA — iH(OpMAIliS MO0 MisUTEHOCTI Ta
(hiHaHCOBOTO CTaHy KIIi€HTa, sIKa CTaja BiJOMOIO OaHKy y
mpolieci 00CIyroByBaHHsS KJIIEHTA Ta B3a€EMOBIJIHOCHH 3 HUM
4K TpeTiM ocobaM IpH HaJaHHi ociyr 6aHky (3akoH YKpainu
«IIpo GaHkM 1 OAHKIBCBKY HisUTEHICTBY).

KopucryBau — Cropona 3a JloroBopom, Hajami TaKOX
30BHIIIHS CTOPOHA.

Bpa3auBicTh — HE3JJaTHICTH MPOTHUCTOSITHA peati3allii meBHOT
3arpo3u ad0 CYKYITHOCTI 3arpos.

JocTynHicTh — BIACTHBICTH peCypcy CHCTEMH OOpOOKH
iHopMarlrii, ska MOJSIrae B TOMY, IO KOPUCTyBau i/abo
npolec, SKUH BOJIOJIE€ BIANOBITHMMHU ITOBHOBaKCHHSMH,
MOXK€E BHMKOPHUCTOBYBAaTH pecypc BIAMOBIIHO 10 TpaBHI,
BCTAHOBJICHHUX TIOJIITUKOI0 OE3MeKH, He OYIKYIOUYHM JOBIIE
3aJaHoro (Majloro) MPOMIKKY dacy, TOOTO KOJIM BiH
3HAaXOAMTHCS y BUIJIAI, HEOOXiITHOMY KOPHCTYBadeBi, B
MicCIli, HEOOXI1JIHOMY KOPHCTYBaueBi, i B TOH 4ac, KOJIHU BiH
oMy HEOOXiTHUIMA.

3arpo3sa Ib — Oynp-axa obctaBuna ado moxis Ib, mo MoxyTsb
OyTH NMPUYMHOIO TIOPYIICHHS MOJITHKH Oe3neku iHdopmarrii
abo HaHeceHHs 30uTKiB baHky.

3axucr inpopmanii — CYKYIIHICTb [IpaBOBUX,
aJIMIHICTPATHBHUX, OpraHi3amiiiHUuX, TEXHIYHUX Ta IHIIAX
3ax0J[iB, 10 3a0e3MmevyroTh 30epekeHHsI, IUIICHICTh

Terms and definitions:
Bank shall mean OTP BANK JSC;
Agreement shall mean the Restricted information agreement
consisting of the Individual part and Public part (General
Conditions) of the Agreement concluded between the
Parties.
Service agreement shall mean an agreement concluded
between the Bank and the External Party concerning
provision of services, fulfillment of works and delivery of
goods in the sphere of information technologies related to the
banking activities.
IS shall mean information security;
Restricted information shall mean information with limited
access.
User’s authentification shall mean the procedure of
verification of the user’s identifier to find that the user is its
holder; the procedure of authentification of the user.
Outsourcing shall mean assignment of certain business
functions or constituents of the business process of the Bank
to the External party in order to increase productivity of
labour or reduce cost of services.
Outstaffing shall mean exclusion of the personnel from the
staff of the Bank that implies the use of services of the
employees by the Bank who are legal representatives of the
External party.
Banking secrecy shall mean information in relation to
activity and financial position of the client which became
known to the Bank during provision of services to and
relations with the client or third parties during provision of
banking services (Law of Ukraine ‘On banks and banking
activities’).
User shall mean a Party to the Agreement, hereinafter also
referred to as the External party.
Sensitivity shall mean inability to resist to certain threat or a
range of threats.
Availability shall mean the feature of the resource of the
information processing system that implies that a user and/or
a process having relevant powers may use the resource in
accordance with the rules determined by the security policy
without waiting beyond the established time period, i.e. when
itisinaform, in a place and in a time necessary for the user.
IS threat shall mean any IS circumstance or event, which
may cause violation of the information security policy or
damage to the Bank.
Information protection shall mean the aggregate of legal,
administrative, organizational, technical and other
measures ensuring security, integrity of information and
proper access thereto (Law of Ukraine ‘On information™).




iHpopMarIlii Ta HAISKHANA MOPSIIOK MOCTYITy m0 Hel (3akoH
VYxpainu «IIpo indopmanitoy).

3oBHilIHsA cTOpoHA — (i3uuHi 0coOU Ta/abo BizuuHi 0OcOOH —
MIAIPUEMIT, Ta/ab0 IOPUANYHI 0COOH, SIKI HE aCOI[IOIOTHCS 3
bankom Ta 3amywarorbcsi baHkoM 10 BHKOHAHHS pOOIT,
HaJIaHHS MOCIYT, MOCTaYaHHS TOBApiB Ha MiJICTaBi JOTOBOPIB
UBUIBHO-TIPABOBOTO (TOCHOJApChKoro) xapakrepy. Hamami
takoxx Kopucrygau.

3anyuyena KopucryBauem (30BHIIIHBO0I0 cTOpoHOI0)Oco6a
— ¢iBduyHa o0co0a, fAKa € HaWMaHUM MPAIliBHUKOM
KopucryBaua (sikmii € 30BHINTHHOIO CTOPOHOIO), 3aIydeHa
KopuctyBauem, 1o y4acti y neperosopax 3 bankowm abo sika €
HaiiMaHuM mnpauiBHUKOM KopucryBaua, sika y 3B’SI3Ky 3
BUKOHAHHIM CBOiX CITy’KOOBHX (ITOCall0OBUX) O0OB’A3KiB Ma€
noctyn no 1301 banky, a Takox 3amydeHa KopuctyBauem
¢dizuuna ocoba, ska He mnepeOyBae 3 KopucryBauem y
TPYAOBHX BiHOCHWHAX, aie Mae goctym Ao I30/] banky Ha
YMOBax JIOTOBOPY MiAPSIY, JOTOBOPY IOCIYT, aBTOPCHKHX
JIOTOBOPIB, TOILO, yKiIaaeHoro Mix KopucryBauem ta bankom.
OcoOuctri 3000B’s13aHHSI — NUCHBMOBUH JOKYMEHT, 3a
TunoBoto  ¢opmoro  baHky, mignucannii  3aydeHoro
KopucryBauem  (30BHImHBOIO  cTopoHOI0)  Ocoboro,
BiZIOBITHO 10 sikoro 3anydyeHa KopucryBadeMm (30BHIIIHBOIO
ctopoHoto) Ocoba 3000B’SI3y€ThCS BHKOHYBAaTH BUMOTH
Horoeopy (JloroBopy mpo Hepo3roJiomeHHs iH(popmarii 3
00OMEXEHHUM JIOCTYIIOM).

InenTundikarop — yHikampHUI aTtpulOyr (iM’s1) 00’€kTa
(xopucTyBaya, IpoIiecy), M0 JO3BOJISE OTHO3HAYHO BUIIIATH
JaHuK 00’ €KT cepe] MOiIOHuUX.

Incaiinepcbka indopmanisa — HeonpwiIrOAHEHA iH(MOpPMAITis
PO eMiTeHTa, HOoro I[iHHI Mmanepu Ta MOXiJHi (IepUBaTHBH),
1110 TIepeOyBaroTh B 00iry Ha (OHIOBIH Oipi, a00 MPaBOYUHU
IOJI0 HUX, Y Pa3i SAKIO ONPUIFOJAHEHHS Takol iHdopmarrii
MOJK€ ICTOTHO BIUIMHYTH Ha BapTICTh IIHHUX TamepiB Ta
MOXITHUX (IEpUBATHUBIB), Ta SKa IIUIATAE OTPHITIOTHEHHIO
BIJIMIOBIZIHO 710 BUMOT 3akoHOAaBcTBa. [H(opMarllis 11010
OIIIHKM BapTOCTI IIHHUX TamnepiB Ta/abo (iHaHCOBO-
TOCIIOJIapCHKOTO CTaHy €MITeHTa, SKII0O BOHAa OTpPHMaHa
BUKIIIOYHO Ha OCHOBI ONpWJIOAHEHOI iH(opmarlii abdo
iHpopMallii 3 IHIMMX MyONIYHUX JKepes, He 3a00pOHEHHX
3aKOHOMABCTBOM, HE € IHCaHAepChKOI iHQOpMAIIi€ro.
Indopmariiss He BBaKa€TbCS 1HCAWAEPCHKOID 3 MOMEHTY il
OTIPHITFOTHEHHS BIAMOBIIHO 10 3ak0oHY (3akoH Ykpainu «IIpo
[iHHI Tarepy Ta GOHIOBUIA PHHOK).

Indopmaniiina 6e3nmexka baHky — cran iHpopmariii, B SKOMy
3a0e3neyeThes 30epekeHHsT KOH(IACHIINHOCTI, MUTICHOCTI
Ta JOCTYNHOCTI iHQopmamii, a TakoX IUICHOCTI,
CIIOCTEPEKEHOCTI Ta KEPOBAHOCTI MPOLECIB i1 0OPOOKH 3riHO
3 BUMOT'aMH, BU3HaYeHUMH noJiTHKOI0 b banky.
Indopmaniiinuii pecype — Oyab-Ka CYTHICTb, 1[0 Ma€ JUIs
BaHKy 1iHHICTB 1 BIUIMBA€ Ha BIACTUBOCTI Ta PiBEHb 3aXUCTY
i opmartii. 1o iHGopMaiLiiHUX pecypciB 30KpeMa HajIeKaTh:
BjIacHe iHQopMmallis, o0O0JagHAHHS, MPOrpaMHI pecypcH,
imKeHepHa iHQpacTpyKTypa, iHpOpMaLiiiHi TOCIyrH Ta
cepBicHM KHUTTe3a0e3MeueHHs, TIEpPCOHal, NPUYETHUH 10
00poOKu iH(popMaIlii TOIIIO.

External party shall mean physical and/or self-employed
persons not associated with the Bank and involved by the
Bank into works, services, goods supply under independent
contractor agreements, hereinafter also referred to as the
User.

Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her
official duties and a physical person involved by the User
having no labour relationship but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc. Concluded between the User
and the Bank.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person
involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Identifier shall mean a unique attribute (name) of the object
(user, process) allowing clear distinction of such object
from among similar ones.

Insider information shall mean non-public information
about the issuer, its securities and derivatives in circulation
at the stock market or deeds in relation to the same if
disclosure of such information may have significant effect
on the value of securities and derivatives and which is
subject to disclosure in accordance with the requirements of
Legislation. Information about assessment of the value of
securities and/or financial and economic position of t issuer,
if obtained only on the basis of the disclosure information
or information from public sources not prohibited by
Legislation, shall not be insider information. Information
shall not be considered as insider information from the date
of its disclosure in accordance with Law (Law of Ukraine
‘On securities and stock market”).

Bank’s information security shall mean the status of
information allowing to keep it confidential, integral and
available and also to keep the processing procedure integral,
observable and manageable in accordance with the
requirements set forth in the IS Policy of the Bank.
Information resource shall mean anything valuable for the
Bank affecting the features and level of information
protection. Information resources, in particular, include
information, equipment, program resources, engineering
infrastructure, information services and life support
services, personnel involved into information processing,
etc..

Information system (information technology system)
shall mean the organizational and engineering system
implementing the information processing technology using




Indopmaniiina cucrema (cucrema iHdopmManiiiHux
TEeXHOJIOTiii) — opraHizaliiiHO-TeXHiYHA cUCTeMa, B SKid
peani3yeTbes TEXHOJIOT1sI 00poOkm  iHboOpMamii 3
BUKOPHCTAaHHSAM TEXHIYHHX 1 TIPOTpaMHHX 3ac00iB, 30KpemMa,
CABb, cuctemu 3B’s3Ky TOLIO.

Indopmanist — Oynp-siKi BiToMOCTi Ta/abo NaHi, sIKi MOXYTb
OyTH 30epekeHi Ha MaTepiaJbHUX HOCISX abo BimoOpakeHi B
eIeKTPOHHOMY  BUTJISAL (3akon Ykpainn «IIpo
iH(pOpMaLIiio®).

Indopmanisn 3 oOMexeHHUM TOCTYNOM — BiJOMOCTI, IO
MICTSTh OaHKIBCHKY, KOMEPIIHY TaeMHHUIII, KOH(]iIEHIIiIHY,
iHCalaepchKy iH(pOpMaLlito, BIaCHUKOM SIKUX € baHk, a0o siki
€ TIpeaMeToM MpodeciiHOro, iIOBOrO, BHPOOHUYOTO,
KOMEpHiHHOTo Ta iHmWX iHTepeciB banky, iHQoOpMmaris, ska
CTOCYEThCs 3/1ilicHeHHs1 BaHkoM ¢iHaHCOBOTO MOHITOPHHTY, a
TAaKOX TEPCOHANBHI JaHi, CTOCOBHO SIKMX 3TiIHO 3
noJio’keHHsIMU 3akoHy Ykpainu «I[Ipo 3axucT mepcoHanbHUX
JaHUX» BaHK BUCTyMae y poji BOJOMAIIBIISL, PO3MOPSIHUKA
NepCOHANBHUX JaHuX abo y pomi TpeTboi ocobu. Ilepemnik
I30[] banky Tta mnopsanok 1ii BU3HAYEHHS HAaBEICHO B
perynsTopHoMy JoKyMeHTI banky «IlomokeHHS Tipo
kiacudikaiiro iHndopMaliii Ta 3axomu MIOAO0 3a0e3MeUCHHS
3axXUCTy iH(OpMaIlii 3 0OMEKESHUM JTOCTYIIOM.

Innunent indopmauiiiHoi O0e3mexku — mosiBa OjaHiET abo
KUTbKOX HeOakaHux abo HenepeabadeHux nonii Ib, 3 sskumu
NOB’si3aHa 3HAYHA WMOBIPHICTH KOMIIpOMETAIil MpOoIeciB
0aHKIBCHKOI MisITFHOCTI Ta cTBOpeHHS 3arpo3 Ib.
Komepuiiina Taemunus — iHpopmariis, sika € CEKpeTHOI B
TOMY pO3yMiHHi, 1[0 BOHAa B I[UIOMY 4H B TEBHiH (opmi Ta
CYKYITHOCTI 1 CKIQJIOBUX € HEBIIOMO® Ta HE €
JIETKOJOCTYITHOIO /ISl 0Ci0, sIKi 3BHYAfHO MAlOTh CHpaBy 3
BUJIOM iH(pOpMALlii, IO IKOTO BOHA HAJIEKHTh, Y 3B S3KY 3 UM
Ma€ KOMEPIIIHHY IIHHICTh Ta Oyja MPeIMETOM aJeKBaTHUX
iICHyfounM O0CTaBMHaM 3aXO[iB MIOJO 30epekeHHs il
CEKPETHOCTI, BXKUTUX OCO0O0I0, sIKa 3aKOHHO KOHTPOIIOE IIFO
inpopmarito. KomepriiiHolo TaeMHHICIO MOXYTh OyTH
BIJOMOCTI TEXHIYHOT0, OpraHi3aiifHoro, KOMepIiiHOTO,
BUPOOHUYOr0 Ta IHIIOTO XapaKkTepy, 3a BUHATKOM THX, SKi
BIJIMIOBIZIHO JI0 3aKOHY HE MOXYTh OYTH BiJTHECEHI JO
komepiidHoi Taemuui (L{uBinbHUN KOIEKC YKpaiHH).
Koundinenniiina indopmania — inpopmamis npo ¢izndny
0co0y, a Takox iH(opMallis, TOCTYH IO SKOI OOMEXEHO
(hi3MUHO0 200 IOPUIUUHOIO 0CO00I0, KPiM Cy0’ €KTIB BIIATHUX
[IOBHOBA)KEHb. Kondinenmiiina iH(opMaItis MOXE
TIOIIMPIOBATHCS 32 O)KaHHAM (3rof[010) BiJIMOBIIHOI 0COOH Y
BU3HAYCHOMY HEIO TOPSAKY BIAMOBIIHO 10 TepeadadeHux
HEIO YMOB, a TAKOX B 1HIIMX BHIIA/IKaX, BU3HAYEHUX 3aKOHOM
(3akon Ykpainu «lIpo iHpopmarito»).

KondinenmiiinicTsh — BacTuBicTs iHbOpMAallii, Ka MOJISTAE B
ToMy, 10 iHoOpMamis He Moke OyTH OoTprMaHa
HEaBTOPU30BAHUM KOPHCTYBadeM i/ab0 mpouecom.

IIpaBuna ingopmauiiinoi 0e3meKu — IPUMTUCH, IHCTPYKIIIi,
perjaMeHTH, BHUMOTHM, PEKOMEHJAIii 00 3a0e3redeHHs
Oesmeku iHGopMaii, AKi MICTATBCS y cTaHAapTax YKpaiHu,
MDKHApOIHUX craHfaprax cimeiictea ISO/IEC 27000,
CTaHJApTax IUIATIKHUX CHCTEM, HAIlIOHANBHUX JIOKYMEHTaX

technical devices and software, in particular, Bank
Automatization System (BAS), communication system, etc.
Information shall mean any information and/or data,
which may be stored on material media or displayed in an
electronic form (Law of Ukraine ‘On information’).
Restricted information shall mean data containing
banking and commercial secrecy, insider, confidential
information owned by the Bank or being the subject matter
of the Bank’s professional, production, commercial and/or
other interests of the Bank, information concerning
financial monitoring carried out by the Bank as well as
personal data in relation to which the Bank acts as a holder,
controller or third party in accordance with the provisions
of the Law of Ukraine ‘On personal data protection’. The
list of Restricted information and the procedure for
determining the same shall be given in regulatory document
of the Bank ‘Regulation on classification of information
and measures ensuring protection of restricted information’.
Information security incident shall mean occurrence of
one or more uncontrolled or unforeseen IS events, which
are likely to compromise banking activity processes and
create IS threats.

Commercial secrecy shall mean information having
secrecy to the extent that it is, in whole or in a certain form
and in the entirety of its constituent elements is not known
and easily accessible for the persons usually dealing with
such kind of information it belongs to and in this context it
has commercial value and was the subject matter of
measures to maintain its secrecy taken by the person
controlling such information on legal grounds. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy (Civil
Code of Ukraine).

Confidential information shall mean any information
about a physical person and information with access
restricted by a physical person or legal entity except for
persons  with  authoritative  powers.  Confidential
information may be disclosed if so desired (agreed) by the
relevant person in a manner and under the conditions
prescribed and in other cases stipulated by Law (Law of
Ukraine ‘On information”),

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process.

Information security rules shall mean orders, instructions,
regulations, requirements, recommendations concerning
information security contained in the standards of Ukraine,
international standards ISO/IEC 27000, payment system
standards, national documents of other counties,
international scientific and research organizations and
professional unions.




IHIMAX KpaiH, MDKHAPOIHUX HAYKOBO-IOCHITHUX OpTaHi3aIii
Ta npodeciiinux 00’ €JHaHB.

IlepcoHajbHi AaHi — BiIOMOCTI 9YM CYKYITHICTh BiIOMOCTEH
mpo ¢izuyHy ocoly, sika imeHTH(iKOBaHa ab0 MOXxe OyTH
KOHKpeTHO ineHTu¢ikoBana (3akoH Ykpainum «lIpo 3axuct
NEePCOHANBHUX AaHuX»). Jlo KoH]ineHuiiHoi iHpopMalii mpo
¢izmuny oco0y Hamexarb, 30KpeMa, JMgaHi mpo Il
HAI[lOHAJBHICT,  OCBITY, CIMEHHHMHA CTaH, peiriiHi
NepEeKOHaHHs, CTaH 3J0POB’sl, a TAKOXK ajpeca, JaTa i Micie
HapokeHHs (3akoH Ykpainu «IIpo indopmariroy).
Cucrema aBTOMaTH3aNil 0aHKY — cucTeMa iHpopMaIiiftHIX
TEXHOJIOTIH, 0 BHUPINIyE 3a7adi aBTOMATH3allii 0aHKIBCHKOI
IisIbHOCTI  (Hampukian, cucrema «OnepaniiHuil  JIeHb
OanKy», cuctema «Kiment-bank» Tomro).

CnocrepesxkHicTb —  BJIAacTUBICTH CHUCTEMH  OOpOOKH
inpopmanii, mo  03BoysAE€  (QiKCyBaTH  IisUIBHICTD
KOPHCTYBAUiB 1 MPOIIECiB, BAKOPUCTAHHS MMACUBHUX 00’ €KTIB,
a TaKoXX OJHO3HAYHO YCTAaHOBIIOBATH 1IEHTHU(IKATOPU
NPUYETHUX A0 TNEBHUX MOMAIH KOPUCTYBayiB i MpPOLECIB 3
METOI0 3armo0iraHHs TMOPYIICHHS TOJITHKH Oe3meku i/abo
3a0e3neueHHs BiANOBINANbHOCTI 3a MeBHi Iil.
Creranorpadisi — TaifHOKC, TPU SKOMY TOBiJOMIICHHS
3aK0/I0BaHE TAKUM YHHOM, IO HE BUTJISIIAE SIK ITOB1IOMIICHHSI.
Tperss cropona — ¢ismuna abo ropuUaMYHA 0C00a,
opraHizaiis, opraH Jep)KaBHOI BIagy TOIIO, SKI He
acouirooThes 3 bankom abo ocobamu, mo nepeOyBarOTh y
IinoBUX BimHOcWHAX 3 baHkoM y 3B’3Ky 31 3MiHCHEHHSM
OaHKIBCHKOI IiSJIBHOCTI.

HinichicTes indgopmanii — BrnacTuBicTh iH(OpMAIi, sKa
momsArae B TOMy, ImO iHQoOpMamis He MOXe OyTH
Monu(ikoBaHa HEaBTOPH30BAaHWM KOpPHUCTyBaueM i/abo
TPOLIECOM.

HinicHicTh cCCTEMM — BJIACTUBICTH CUCTEMH, sIKa IOJISATAE B
TOMY, IIO JKOJIeH ii KOMIIOHEHT HE MOXE OYTH yCYHEHHIA,
Monu(ikoBaHUN a0 [ONAaHWK 3 TOPYUICHHSM TMOJITHKU
Oe3mnexu.

4.1.5.1. Bumoru ingopmaniiinoi 0e3nexun

4.1.5.1.1. Hoctyn 30BHILIHIA cTOpPOHI A0 iHpOpMAaLIHHUX
pecypciB Ta npuMinieHb baHky, Jie 1 pecypcH po3MillieHo,
HA/IA€ThCSl BUKITFOYHO 3 JI03BOJTY 1 B iHTepecax baHKy y 3B’ S3Ky
31 3MIMCHEHHIM HUM OaHKIBCHKOI MisUIBHOCTI.

4.1.5.1.2. 3aranpHOIO TiJICTaBOIO JJISI HAJaHHS JOCTYIY €
JloroBip mpo HagaHHs MOCHYT, YKiaaeHui Mik bankom Ta
30BHIIIHBOIO CTOPOHOIO.

4.1.5.1.3. YV Bunaumky, KO0 B TPOIECi MiITOTOBKH abo
BUKOHaHHS yMOB JloroBOpy Mpo HaJaHHS MOCTYT, 30BHILIHS
CTOpPOHa OTPHUMYE MOXKIUBICTH JocTymy a0 B3O/ Ta
iHpopmaLiiiHux pecypciB  baHky, 30BHIIIHS CTOpPOHA
3000B’s3aHa JOTPUMYBATHCh B XOJi CIIBPOOITHHIITBA 3
bankom BHMoOT 1010 KOHGQiAEHIIHOCTI Ta iHpOopMaIiiHOT
Oe3neku.

4.1.5.1.3.1. 3000B’s3aHHS 30BHINTHBEOI CTOPOHU  IOJIO
JOTPUMaHHS B XOJIi CIiBPOOITHUIITBA 3 baHKOM BHMOT 110710
KOH(]ineHUiHHOCTI Ta iHpopManiiiHoi Oe3mekn (iKCyrTbhCs
HIISIXOM yKiageHHs Jlorosopy.

4.1.5.1.3.2. Bumoru iHdopmamiiiHoi O€3MeKH  II0J0
30BHIIIHBOI  CTOPOHM  BU3HAUYAIOTHCS  PETYISITUBHUMHU

Personal data shall mean the data or the pool of data about
the physical person identified or identifiable (Law of
Ukraine ‘On personal data protection”). Confidential
information about the physical entity shall include, in
particular, nationality, education, marital status, religious
beliefs, health condition and place of birth (Law of Ukraine
‘On information™).

Bank’s automation system shall mean the system of
information technologies dealing with banking activity
automation (for example, Bank’s operating day, Client-
Bank systems, etc.).

Observability shall mean the feature of the information
processing system allowing to record activity of the users
and processes, use of passive objects and to expressly
determine identifiers of users and processes involved in
certain events in order to avoid violation of the security
policy and/or to ensure responsibility for certain actions.
Stenography shall mean the concealed writing when the
notice is coded in such a way that it does not look like a
notice.

Third party shall mean a physical person, legal entity,
organization, governmental authority etc. Not associated
with the Bank or persons in business relations with the Bank
resulting from banking activities.

Information integrity shall mean a feature of information
implying that information may not be modified by an
authorized user and/or process.

System integrity shall mean a feature of the system
implying that neither component may be removed,
modified or added in violation of the security policy.

4.1.5.1. Information security requirements

4.1.5.1.1. The External party shall be provided access to
information resources and premises of the Bank, where
such resources are placed, only with permission from and
in the interests of the Bank in connection with banking
activities.

4.1.5.1.2. The general ground for access shall be the Service
agreement concluded between the Bank and the External
party.

4.1.5.1.3. If during preparation or fulfillment of the terms
and conditions of the Service agreement the External party
gains the opportunity to access Restricted information and
information resources of the Bank, the External party shall
be obliged to meet the confidentiality and information
security requirements during cooperation with the Bank.
4.15.1.3.1. The External party’s obligations to meet the
confidentiality and information security requirements
during cooperation with the Bank shall be recorded in the
Agreement.

4.1.5.1.3.2. Information security requirements in relation to
the External party shall be determined by the regulatory
documents of the Bank (policies, regulations, rules,
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JOKyMeHTaMu  0aHKy  (MOJITHKAMH,  ITOJIOKCHHSIMH,
periaMeHTaMu, 1HCTPYKLISIMH, NOPAOKaMH TOIIO) II0J0
3a0e3neyeHHs iHpopMaIliitHOT Oe3MeKH 1 BKIYATh (ajie He
0OMEKYIOUHUCH):

» BusHaueHns [30]], mo € npeamerom J[oroBopy;

» uiHHiCTh Ui baHky Ta KOHQINEHUINHHICTH 3aTydyeHol
iHpOopMarii;

» BIAMOBiAaabHICTH Ta MAil 30BHIMIHBOI CTOPOHH IIOIO
3armo0iraHHs HECaHKIIOHOBaHOMY po3rojonieHH:o 130/1;

» TpaBo BIACHOCTI Ha 1HQOPMAIIIO Y TOMY YHCIi, MPaBO
IHTENEeKTyalIbHOI BIACHOCTI;
» I03BOJICHI  CIIOCOOH
croponoto 30/ banky;

» Tpoleypy CIHOBIIIEHHS Ta 3BITYBaHHS NIOAO (aKTiB
posroJomieHHss abo mopymeHHs KoHgiaeHuniinocti [3O/]
banky.

» mepenik iHbpopMamiiHUX pecypciB baHky, 10 SKHX
HAIA€THCS TOCTYN 30BHIMIHIN CTOPOHI;

» crmoci0 Ta TepMiH HaJlaHHS JOCTYMy 30BHILIHIA CTOPOHI
no indopMaIifHuX pecypciB baHky;

» cnocid imeHTHdikanii  CmiBpOOITHUKIB  30BHIIIHBOT
croponn, 3amyueHunx  KopucryBauem  (30BHIIIHBOIO
cropoHoto) Ocib, a TakoX TOPSAOK CaHKI[IOHyBaHHS,
Bepudikallii, meperasiay Ta CKacyBaHHA TpaB IOCTYITY JO
iHpopmaliiHux pecypciB banky;

» iHnumaeHtu Ib, MmO MOXYyTh MaTu Miclie, Ta THOPSIOK
pearyBaHHs Ha IHIUAEHTH;

BUKOPUCTAHHA 30BHIIIHBEOIO

» 3axomu Oe3lekd, sKi MarTh OyTH 3aCTOCOBaHi
30BHIIIHBOI0 CTOPOHOIO Ui 3axHUCTy iH(QOpMaliifHuX
pecypciB banky.

» 3axomu Oe3lekd, sKi MarTh OyTH 3aCTOCOBaHi
30BHIIIHBOI0 ~ CTOPOHOIO  JJS  3aXHCTy  BIACHHUX

iH(pOpMaLlIHHIX PecypCiB 3 METOK YHEMOXKIIMBIICHHS IKOIH
iHhopMarniiHuM pecypcam baHky.

4.1.5.1.4. Y Bumaskax, sKIIO MOCITYTH 30BHINTHROI CTOPOHHU:
» HanalThcd Ha yMoBax ayTcradinry;

» mnepenbavaroTh CTBOPEHHS OKPEMHUX POOOYHX MicCIlh abo

NPUCYTHICTh NIPEACTaBHUKIB 30BHIIIHBOI CTOPOHM Ha
teputopii bauky;

> HaJaHHA MIPEICTaBHUKAM 30BHIIIHBOT CTOPOHHU
BIIAJICHOTO  JIOCTYIy JI0 PEecypciB, pO3MIIIEHUX B

iHpopmalliiiHiii Mepexi baHKy, 10 MOMEHTY (aKTHYHOTO
HaJIaHHs JIOCTYyIy 3OBHINIHIA CTOPOHI /0 iHQOpMaIiitHuX
pecypciB baHky moBuHHI OyTH BHKOHAaHI TaKi yMOBH:

» mignucanHs 3amydeHoro KopucrtyBayem (30BHIIIHBOIO
ctoponoto) Ocoboro Ocobrctux 30008’ s3aHb;

» HajaHHS 30BHIIIHBOI CTOPOHOIO KIIoMoTaHHS (y ¢opmi
odimiliHoro nmcra) mono 3ade3nedeHHs ii MpeacTaBHUKAM
BiJIaJIeHOTO JIOCTYITY 1o iH(opMarliiiHux pecypciB banky abo
oprasizaimii poOoOYMX MICI[b Ta HaJaHHSA JOCTYIy JIO
CIy’)k0OBUX  NpuMilleHb baHky Ta  miATBEpIKEHHS
JOTpUMaHHA  mpaBwi  iH(opmamiiHoi  Oe3rmekn  Ha
KOMII FOTepax, 3 IKUX ii MpeICTaBHUKH ITi IKIIOYaTUMYThCS 10
iHpopMaLifHUX pecypciB OaHKY.
4.1.5.1.5. [IpencraBHUKH
30BOB’SA3AHI:

30BHIIHBOT CTOpPOHHU

instructions, procedures, etc.) related to information
security, including (but not limited by):

» determination of Restricted information being the

subject matter of the Agreement;

> value for the Bank and confidentiality of information

involved:;

> responsibility and actions of the External party to avoid

unauthorized disclosure of Restricted information;

» property right to information including intellectual

property right;

> permitted uses of Restricted information of the Bank by

the External party;

» procedure of notification and reporting in relation to

events of disclosure or violation of confidentiality of

Restricted information of the Bank.

> list of information resources of the Bank to which the

External party receives access;

» mode and the term of access to information resources of

the Bank granted to the External party;

» method of identification of the employees of the External

party, Persons involved by the User (External party) and the

procedure of authorization, verification, review and

cancellation of the rights of access to information resources

of the Bank;

» 1S incidents, which may occur, and the incident response

procedure;

» security measures to be applied by the External party to

protect information resources of the Bank.

> security measures applicable by the External party to

protect own information resources in order to make it

impossible to cause damage to information resources of the

Bank.

4.1.5.1.4. In cases when the External party services:

» are provided on an outstaffing basis;

> stipulate creation of separate working places or presence

of the External party’s representatives in the Bank;

» grant remote access to the External party’s

representatives to the resources placed in the information

network of the Bank till the actual access is granted to the

External party to information resources of the Bank the

following conditions shall be met:

» signing Personal commitments by the Person involved

by the User (External party);

> submission of an application (in a form of official letter)

for remote access to its representatives to information

resources of the Bank or arrangement of working places and

access to office premises of the Bank and confirmation of

observance of the information security rules when working

on the computers connected by its representatives to the

information resources of the Bank.

4.1.5.1.5. Representatives of the External party SHALL BE

OBLIGED:

4.15.1.5.1. to know and fulfill IS requirements related

thereto and determined by the Agreement, including when

working on the computers connected to information

resources of the Bank.




4.15.15.1. 3matm Ta BukoHyBaTH BHMoru Ib, mo ix
CTOCYIOThCS, BU3HaueHi JloroBopom, y TOMY 4YHCIiI Ha
KOMIT'IoTepax, 3 SKHX BiAOYBA€ThCSA MMAKIIOYCHHS [0
iHpopMaIiiHuX pecypciB OaHKY.

4.1.5.1.52. 3matu Ta BHUKOHYBAaTH BHUMOTH  UIOJIO
3abe3neucHHss pexuMmy koHpimenuiiHocti [30[] banky,
Bu3HaueHi [loroBopom. He posromomryBatu I30/] (y Tomy
YUCNI BIIOMOCTI, MO MICTATh OaHKIBCHKY TA€EMHHIIIO,
KOMEpIIiiiHy TaeMHUIIO, KOH(DiIEHUIHHY Ta iHCAHAEpChKY
iHpopMarriro, mepcoHabHI AaHi KIIEHTIB Ta CIiBPOOITHHUKIB
banky), BmacHmkoMm sikoi € baHk abo sKi € TpeaMeToM
npodeciiHOro, AIIOBOTO, BUPOOHUYOTO, KOMEPLIHHOTO Ta
iHIMX iHTepeciB baHky, sika Oymna qoBeAeHa NPEACTaBHUKY Y
BCcTaHOBIIeHOMY baHkoM mopsiky abo crana Bioma y 3B’ SI3Ky
3 BUKOHAHHSIM IIPEJCTaBHUKOM HOro 000B’sI3KiB.

4.1.5.1.5.3. He nmomyckaTd HECAHKIIOHOBAHOTO JOCTYIY JO
30/l wHeynoBHOBaxkeHHX o0ci® 3 umcina 3adydeHHX
KopucryBauem (3oBHImHBOIO cTOpoHOIO) OcCib, a Takox
Tperix oci0 BHACTIIOK He3a0E3IMCUCHHS HAJICKHHUX 3aXOIiB
30epiranus/pexxumy 30epiranas [30]l, HEBXKUTTA IHIIMX
3axoniB oOmexeHHs poctymy mo IBOJl, sxi KopwucryBau
MOBMHEH BXXHUTH 3 METOIO BUKOHAHHS yMOB J[oroBopy.
4.1.5.1.5.4. CBoevacHO Ta y MOBHOMY OOCSI3i BHKOHYBaTH
3aX0/U, BH3HAYEHI BankoM, L0110 3aro0iraHus
HECaHKI[IOHOBaHOTO  Joctymy A0 I30J, Oe3me4yHoro
BUKOpUCTaHHS Ta 30epekeHHs iHPOpMaliiiHUX pecypciB
banky, sxi Oynu Hajmani 3OBHIIIHIA CTOPOHI Yy 3B’S3KYy 3
BUKOHAHHSIM J[oroBopy.

4.1.5.1.5.5. iz uyac mnepeOyBaHHs Ha TepuTOpii baHky
BUKOHYBATH JJOBE/ICHI 10 PEeICTaBHUKA 30BHIIIHBOI CTOPOHH
NpaBWja BHYTPIIIHBOTO PO3MOPSIKY Ta PEKUMY O€3MEeKH
banky.

4.1.5.1.5.6. 3natu nepenik iHpopMariitHux pecypciB baHky,
O SIKUX TPEACTABHUKY 3OBHIIIHBOI CTOPOHM HAaTaeThCs
JOCTYTI, @ TAKOXX J03BOJIEHI METOAN Ta PErjaMeHT JIOCTYILY,
BKIIIOYAIOYM TEPMiHM TOYAaTKy HAJaHHS Ta MPUIHHCHHS
JOCTYTIY.

4.1.5.1.5.7. 3Hatu Ta BUKOHYBaTHM BHUMOrM baHKy 11010
J103B0JTy 200 3a00pOHHU 3MIHCHEHHS 30BHIIIHBOI) CTOPOHOIO
NpOIIeCiB YNpaBlIiHHA 3MiHaMH 1H(OpPMANIHHUX pecypciB
banky  (OHOBIEHHS ~ NPOTPaMHOrO  Ta  ANapaTHOTO
3a0e3rneyeHHs, 3MiHAa KoHQirypamii 3aco0iB  00poOku
iHpopMallii TOIIO) Ta KepyBaHHS BPAa3IUBOCTAMHU (Y TOMY
YHCIi, BUMOTH IIOJNO 3AIHCHEHHS MPOIECY CKaHyBaHHSI
pecypciB  iHpopMmamiitHOT  Mepexi, MITPUMKa  SKHX
3IIHCHIOEThCS HA YMOBaxX ayTCOPCHHTY), a TaKOX TOPSIOK
BUKOHAHHS TakuX [id, IO CTOCYIOThCS MpeACTaBHUKA
30BHIIHBOI CTOPOHU (y BUNAJIKY HASBHOCTI BiJIIOBiAHOTO
JTIO3BOY).

4.1.5.1.5.8. BukonyBatu BUMOTH baHKy, sIKi CTOCYIOTHCS

MPEJICTABHUKIB 30BHIIIHBOT CTOPOHH, CTOCOBHO
ineHtudikamii Ta aBTeHTUIKALii Mg Yac 3AIMCHEHHS
JoriyHOrO  JocTyny 1o  iHdopmamiiHOi Mepexi Ta

iHpopmaLiiHux cucteM baHky (30kpemMa BHMOTH ILOJO
3aCTOCYBaHHS YHIKaJbHUX iJeHTU(IKATOpiB Ta NapojiB
JIOCTYITY).

4.15.1.52. to know and fulfill the requirements to
confidentiality regime in relation to Restricted information
of the Bank determined by the Agreement; not to disclose
Restricted information (including data containing banking
secrecy, commercial secrecy, confidential and insider
information, personal data of the clients and employees of
the Bank) owned by the Bank or which are the subject matter
of the professional, business, production, commercial and
other interests of the Bank brought to the representative’s
knowledge as determined by the Bank or known to the Bank
due to performance of duties by its representative.
4.15.1.5.3. prevent unauthorized access to Restricted
information by unauthorized persons from among Persons
involved by the User (External party) and Third parties due
to failure to take proper measures for storage/storage regime
in relation to Restricted information, failure to take other
measures in order to restrict access to Restricted information,
which the User should take to fulfill the terms and conditions
of the Agreement.

4.1.5.1.5.4. to take timely measures to the fullest extent set
by the Bank to avoid unauthorized access to Restricted
information, secure use and storage of information resources
of the Bank granted to the External party due to fulfillment
of the Agreement.

4.1.5.1.5.5. to fulfill the internal code of conduct and security
regime of the Bank when being in the premises of the Bank
it has been informed of.

4.1.5.1.5.6. to know the list of information resources of the
Bank to which the External party’s representative is granted
access and also the permitted methods and access rules
including the start and termination of access.

4.1.5.1.5.7. to know and fulfill the requirements of the Bank
related to access or prohibition to carry out the processes
managing the changes in the information resources of the
Bank by the External party (hardware and software update,
change in the configuration of the information processing
equipment, etc.) and sensitivity (including requirements to
scanning of the information network resources supported on
an outsourcing basis) and the procedure of performance of
such actions related to the representative of the External
party (in case of the relevant permit).

4.1.5.1.5.8. to fulfill the requirements of the Bank related to
the External party’s representatives concerning identification
and authentification during logic access to the information
network and information systems of the Bank (in particular,
requirements to unique identifiers and access passwords
used).

4.1.5.1.5.9. to return all media with Restricted information to
the Bank owned or disposed of by the Bank, upon
termination of works stipulated by the Service agreement,
which have been given to the representative due to
fulfillment of his duties or are at the representative’s
disposal; to destruct all copies of data and documents with
Restricted information in a manner guaranteeing non-
retrieval of such information if such copies are temporarily
used during works.




4.1.5.1.5.9. Tlo 3akiHYECHHIO BUKOHAHHS poOiT, 00yMOBICHUX
JloroBopoM npo HaJlaHHA NOCIYT, MoBepHyTH baHky Bci HOCIT
[30/], mo € BiIacHICTIO a00 3HAXOMITHCS Y PO3MOPSIKCHHI
banky 1 Oynu HamaHi MPEACTaBHUKY Yy 3B S3KY 3 BUKOHAHHSIM
MPEJICTABHIKOM HOTo 000B’s3KiB 200 (DaKTUYHO 3HAXOJIATHCS
Y pO3NOPSHKEHHI IpeACTaBHUKA. 3HUIIUTH BC1 KOIIi1 JaHUX Ta
MOKyMeHTiB, ski wmictare [30/l, y cmocib, mo rapaHTye
HEMO>KJIMBICTh BiTHOBJICHHS i€l iH(opMarIii, SKIIo Taki Kommii
TUMYaCOBO BUKOPUCTOBYBAIHCH ITiJl 4aC BUKOHAHHS POOIT.

4.1.5.1.5.10. 3Hatu cmocib, y SKWH MaloTh 3AIHCHIOBATHCH
KOMYyHiKalii 3 baHkoM y BUMagKy BUHUKHEHHS iHIIUAEHTIB Ib
Ta HaA3BHYaiHUX cuTyaniil. Heraiino indopmyBatn bank
CTOCOBHO (akTiB BUHHMKHEHHS iHOuaeHtiB Ib  abo
HAJ3BUYAHUX CHUTyallid, 0 MAalOTh BIAHOIICHHS O
BUKOHaHHS pPoOiT, 0o0ymoBieHHX JlOoroBopoM mpo HaJaHHS

TIOCITYT.
4.1.5.1.6. [IpencraBHUKaM 30BHITITHBOL CTOPOHH
3ABOPOHSETHCH:

4.1.5.1.6.1. PosronomryBatu 130/l (y TOMy uucii BiJIoOMOCTI,
10 MICTATh O0AaHKIBCHKY Ta€EMHUITIO, KOMEPIiIHY TaEMHUITIO,
KOH(QIIeHIIHY Ta 1HCaWaepChKy iH(OpMAITio, IEpCOHATBHI
JlaHi KITI€HTIB Ta MPEACTaBHUKIB baHKy), BIACHHKOM SIKOI €
bank abo ski € mnpeameroM NPOQECIHOro, AUIOBOTO,
BUPOOHNYOT0, KOMEPIIHOTO Ta iHIKX iHTepeciB baHKy, ska
Oyna noBelleHa NpEACTABHHKY y BcTaHOBIeHOMY baHkom
nopsaky abo crajga BigjoMa y 3B’A3KY 3 BHKOHAHHSM
MIPEJICTABHIKOM HOTO 000B’ SI3KiB.

4.1.5.1.6.2. BukopuctoByBatu I30Jl banky y BiacHux
iHTepecax abo B iHTepecax TPeTiX ocio.

4.1.5.1.6.3. 3piiicHioBaTH gocTynm 10 iH(MOpMaIiitHIX
pecypciB, a TakoXX BUPOOHMYHX MpuMimeHs baHKy y cmocio,
KU HE J103BOJICHO baHkoM (IpH IIbOMY CIIiJi KEPYBaTUCh
MIPUHIIMIIOM, «Iii, sIKI HE J03BOJICHI BaHKOM, BBa)KarOThCS
3a00pOHEHUMIY).

4.1.5.1.6.4.BUKOpPHCTOBYBAaTH 3 METOIO 3IIMCHEHHS JIOCTYITY
0 iHQOpMaliiiHUX pecypciB Ta BHPOOHHYHMX MPUMIIIEHB
banky  Oynme-siki  MepcOHaNbHI  aTpuOyTH  JIOCTYITY
(imeHTHdiKaTOpH, Mapoii, KOAHW, MEPEmyCTKH TOIIO), SKi
HaJIe)KaTh 1HIIIH 0co0i, a TAKOXK HaJaBaTH BIACHI aTpUOYTH
JOCTYIY OyJIb-SIKUM 1HIIUM O0CO0aM.

4.1.5.1.6.5. 3aificHIOBaTH  HECAHKIIOHOBaHE  baHKOM
BTpy4YaHHs B poOOTy KOMII I0TepiB, iHPOpMAIIIHUX CHCTEM,
KOMIT FOTEpHUX MEPEX YU MEPEX eIeKTPO3B’ 13Ky baHKy.
4.1.5.1.6.6. 3nmilicHIOBaTH HecaHKIIOHOBaHI baHkoM 3MiHYy,
3HHIIEHHS a00 OJIOKYBaHHA iH(OpMaIlii, sika 00pOOITIOETHCS B
KOMIT'I0Tepax, iHQopMaIliifHuX crucTeMax 4d KOMIT FOTePHUX
Mepexxax banky abo 30epiraeTbcsi Ha HOCISX Takoi
iHpopmarii.

4.1.5.1.6.7. 3midicHroBaTH  HeCaHKIIOHOBaHI bamkom nii,
cupsiMoBaHi Ha oTpuMmanHs [30J] banky, y ToMy uwmcii
HUISIXOM TIEePEeXOIUIeHHs a0 KOmiroBaHHS iHQoOpMarii, ska
00pOOIIOETECS B KOMIT'IOTepax, iHPOPMAIIHHUX CHCTEMaXx,
KOMIT'IOTepHHUX Mepexax banky abo 30epiraeTbcs Ha HOCISX
takoi iHdopmanii (30kpema 3acobamMH TEXHIYHOI PO3BIJKH,
nusixoMm  goTtorpadyBaHHA —JOKYMEHTIB Ta IPUCTPOIB
BiZIOOpakeHHsI HPOpMAIIiT, IIUITXOM 3aCTOCYBaHHS MIPUCTPOIB
ayJio3anucy Tompo).

4.1.5.1.5.10. to know how to communicate with the Bank in
case of IS incidents or extraordinary events; to notify the
Bank forthwith of the IS incidents or extraordinary events
related to works stipulated by the Service agreement.
4.1.5.1.6. Representatives of the External party SHALL
NOT BE ALLOWED:

4.15.1.6.1. to disclose Restricted information (including
data with banking, commercial secrecy, confidential and
insider information, personal data of the clients and
representatives of the Bank) owned by the Bank or which are
the subject matter of the professional, business, production,
commercial and other interests of the Bank brought to the
representative’s knowledge in a manner determined by the
Bank or known due to performance of his duties by the
representative.

4.1.5.1.6.2. to use Restricted information of the Bank in own
interests or in the interests of Third parties.

4.1.5.1.6.3. to access information resources and production
premises of the Bank in manner not permitted by the Bank
(in this case all actions not permitted by the Bank shall be
treated as prohibited).

4.1.5.1.6.4. to use any personal access attributes (identifiers,
passwords, codes, ID cards, etc.) owned by the other person
and to give own attributes to any other persons to access
information resources and production premises of the Bank.
4.1.5.1.6.5. to interfere with the operation of the computers,
information  systems, computer networks or other
telecommunication systems of the Bank without the Bank’s
permit.

4.15.1.6.6. to introduce changes, destruct or block
information processes using the computers, information
systems or computer networks of the Bank or stored on
information media without the Bank’s permit.

4.1.5.1.6.7. to carry out actions without the Bank’s permit to
obtain Restricted information of the Bank including by way
of interception or coping information processed on the
computers, information systems, computer networks of the
Bank or stored on information media (in particular, using
technical intelligence means, taking photos of documents
and information presentation devices, using audiorecording
devices, etc.).

to perform actions not permitted by the Bank in order to
obtain information concerning topology of computer
networks and configuration, parameters, access identifiers to
network resources and devices of the Bank, including with
use of network scanners.

4.1.5.1.6.8. to violate the rules of operation of the computers,
information systems, computer or telecommunication
networks of the Bank or procedure or rules for protection of
information processed using the same.

4.15.1.6.9. to disseminate, willfully or unintentionally,
malicious software in the Bank, to use technical equipment
(including secretly) aimed at unauthorized interference with
functioning of computers, information systems, computer or
telecommunication networks of the Bank including
computer viruses and implant tools (spyware).




3mificHIOBaTH HECAHKIIOHOBaHI baHKOM ii, CpsSMOBaHiI Ha
OTpUMaHHs iHpOpPMaLii MOJO TOMONOTIi KOMIT IOTEPHHUX
MEpEeXK, a TaKoK KoH(Irypariii, mapameTpis, igeHTH(IKATOPIB
JIOCTYITY MEPEKEBUX PECYpCiB Ta MPUCTPOiB baHKy, y ToMy
YHCTI 13 3aCTOCYBaHHSIM MEPEKEBUX CKAHEPIB.

4.1.5.1.6.8. ITopymryBatu mpaBuiIa eKCIUTyaTaii
KOMIT'IOTEpiB, 1HMQOPMAMIMHNX CHCTEM, KOMII IOTEPHUX
MEpeX YU MEepeX eNeKTpo3B’s3Ky banKy abo mopsanky 4um
NpaBUII 3aXHUCTY iHPOpMaIii, ska B HUX 0OPOOITIOETHCS.
4.1.5.1.6.9. HaBmucao a0 HEHaBMHCHO PO3MOBCIOIKYBATH B
cepemoBuii  baHKy  MmKiIMBI  mporpaMHi  3aco0w,
3acTocOoBYBaTH (y TOMY YHCII MPUXOBAaHO) TEXHIYHI 3aco0w,
NpU3HAYEH] A7 HECAaHKIIOHOBAaHOTO BTPYYaHHS B pOOOTY
KOMIT FOTEpiB, 1HGOPMAMIMHNX CHCTEM, KOMIT IOTEPHUX
MEpeX UM MEpEeX eNeKTpo3B’s3Ky baHKy, y Tomy uucii
KOMIT'IOTepHi BipyCH Ta MPOTrpaMHi 3aKiIagky (IIMUTYHCHKE
mporpaMHe 3a0e3MeYcHHS).

4.1.5.1.6.10. HextyBatu npaBuiamu iHpOpMaIliitHOT Oe3mekH,
AKI MOXYTb MpPH3BECTH [JI0 YPAKEHHS KOMII IOTEpiB
30BHINTHROI ~ CTOPOHM, SKI B3aEMOJIIOTE 3 baHKOM,
KOMIT' IOTepHHMH BipycaMH Ta IIKIIJIHBHMH IPOTPAMHUMH
3aco0amMM 1, TaKMM YHHOM, BIUIMHYTH Ha iH(opMmariiiny
6e3nexy baHky.

4.1.5.1.6.11. IlepemaBatii y Mepekax 3B’s3Ky Ta mepemadi
JIAaHUX, [0 HE KOHTPOJIOIThCS bankoMm (y ToMy 4mchi i3
3aCTOCYBaHHSAM CepBiciB Internet, €IEKTPOHHOI TMOIITH,
MUTTEBHX TIOBioMiteHb), [30/] banky, sxmo Ha 1ie bankom He
HAJaHO CaHKIII0, a CaMO TIOBiIOMJIEHHS HE 3ammu(pOBaHO
KpunrorpadiYHUMH 3aco0aMu BiATOBIIHO 0 BUMOT baHKy.
4.1.5.1.6.12. Sxmio 3oBHIiNIHII CTOPOHI HAAaHI 3aCO0U 3B’ SI3KY
abo mepemaui manux (y ToMy wumcii cepsicu Internet,
€JIEKTPOHHOT TOIITH, MUTTEBHX TOBIJOMJIEHb TOILO), IO
BUKOPUCTOBYIOThCSI Bifi iMeHi bBaHky 3 Meroro mnepenadi
iHpopmarii 3a ioro mexi, SABOPOHSAETHCHL:

» BHKODHCTOBYBAaTH BHIIE3a3HA4Y€HI 3acO0M 3 METOI0, IO
CylepeunTh iHTepecaM baHKy, BHUMOTaM 3aKOHO/aBCTBa
VkpaiHu, MDKHapoOJAHUM  3aKOHOJABYMM  aKTaM,  fKi
parudikoBaHo YKpaiHOIO, a TaKOXX 3 METOI 3alOAisIHHS
IIKOJM I1HIIMM 0co0aM Yy HacCIiJOK MOPYIISHHS IX IIpaB,
peNiridHuX, €THIYHUX, TOTITHYHUX TIEPEKOHAHb TOIIIO;

» BUKOPHCTOBYBATH 3acO0H, IO MiMIHAIOTH a00 MacKyIOTh
MepekeBy ajpecy Komm 'torepa xopuctyBada (IP- ta MAC
ajzipecy), IOIITOBY aJipecy, a Takok iM’st (imeHTudikaTop
JIOCTYyITy) KOpPHCTyBada, MiJl SKAM HOTO 3apeecTpOBaHO Y
KOMTII FOTepHiil Mepexi baHky (T.3B. aHOHIMaN3epH);

» He HaJaBaTH JOCTYN JO 3aco0iB Internet Ta enekTpoHHOT
MOLITH 13 3aCTOCYBAaHHSIM BJIACHOTO iieHTH(iIKaTOpa 10CTyITy
Ta Mapoiisl iHmKUM 0co0aM, Y TOMY YMCIIi IUIIXOM CTBOPEHHS
crinpHUX (shared) pecypcis;

» HE BHMKOPHUCTOBYBaTH 3aco0u Internet Ta eIeKTPOHHOI
MIOIITH 3 KOMEPUIHHUMH LUISIMH, 3 METOI0 PEKJIaMH, ariTarlii
TOIO, y TOMY 4YHCJ HE CTBOPIOBATH 3acoOM myOmikamii B
Internet (FTP, WWW-cTOpiHKH, €JIeKTpOHI JOIIKA 00’sB),
SKILO 1€ HE MOB’A3aHO0 3 BUPOOHMYOIO JisubHICTIO BaHKy;

» HE PO3CHJIATH IOILITOBI OB JOMIICHHS OY/1b-SIKOTO PO3MIpy
a00 3MICTy, OTPUMAHHS SIKUX HE CAHKI[IOHOBAHO aJpecaraMu

4.1.5.1.6.10. to neglect information security rules, which
may result in infection of the External party’s computers
interacting with the Bank, computer viruses and malicious
software and thus to affect information security of the Bank.
415.1.6.11. To transmit Restricted information in
communication and data transmission networks that are not
controlled by the Bank (including using Internet, e-mail,
instant messages), unless sanctioned by the Bank and the
message itself is not encrypted by cryptographic means in
accordance with requirements of the Bank.

4.15.1.6.12. If the External Party is provided with
communication or data transmission tools (including
Internet, e-mail, instant messaging, etc.) used on behalf of
the Bank for the purpose of transmitting information outside
the Bank, it is PROHIBITED:

» to use the abovementioned tools for the purpose
contradicting the interests of the Bank, the requirements of
the legislation of Ukraine, international legal acts ratified by
Ukraine, as well as for the purpose of causing damage to
other persons as a result of violation of their rights, religious,
ethnic, political beliefs, etc.;

» use tools that substitute for or mask the network address
of the user’s computer (IP and MAC address), the mailing
address, as well as the name (access identifier) of the user
under which he is registered on the Bank’s computer network
(so-called anonymizers);

> not to share access to Internet and e-mail tools using their
own access ID and password to others, including through the
creation of shared resources;

> not to use the Internet and e-mail tools for commercial
purposes, for advertising, propaganda, etc., including not to
create Internet publishing tools (FTP, WWW pages,
electronic bulletin boards), unless it is related to production
activities of the Bank;

» not send mail messages of any size or content which
receipt is not authorized by recipients (spam), including
commercial and informational advertisements to a large
number of addresses;




(spam), y TOMy 9HCITi peKJIaMHUX Ta iHPOPMAIIHHUX 00’ sIB Ha
BEJIMKY KUTBKICTh aJIpec;

» HE BHMKOPHCTOBYBAaTH 3aco0Ou Internet mis oTpuMaHHS
MPOTpaMHOro 3a0e3MeUeHHS Ta JaHUX 3 HeHAMIHHUX Kepe,
a TakoX y CIoci0d, Mo MOpymIye aBTOPChbKE TIpaBO Ta
JIIEH31HHI YMOBH MIOJI0 iX PO3MOBCIOIKCHHSI,

» He BUKOPHCTOBYBaTH KpHITOrpadivuHi MeETOaW s
MIPUXOBYBAaHHS 3MICTy MOBIIOMJICHb, IO MEPEHAOTHCS, Ta
MeTtoan cteraHorpadii Ans mpUXOBYBaHHS camoro (akry
repeaadi, SKIO i Mii He caHKIioHoBaHO baHkoM;

» mig  yac pobotu B cepemoBmii  Internet  He
BUKOPHCTOBYBATH TEXHIYHI 3aCO0M, TIPU3HAYCHI JUIs 300py Ta
nepepadyi menia iHpopmanii (WEB-kamepu, wmikpodoHu
TOIIO), SIKIO TakKi Mii He CAHKIIIOHOBAHO baHkoM.

4.1.5.1.7. IpaBa npeacTaBHUKA 30BHILIHbOI CTOPOHU
[IpencraBHuK 30BHIIIHBOI CTOPOHH, SKOTO 3aly4eHO JI0
BUKOHAaHHS pOOIT Ha TmiacTaBi JloroBopiB mpo HamaHHS
MOCITYT, YKJIaJeHNnX MK baHkoM Ta 30BHIIIHBOIO CTOPOHOIO,
Mae MpaBo:

» OyTH O3HAlOMJICHUM 3 BHMOTaMu
HoroBopom, 1110 HOro CTOCYIOThCS;

» OyTu o3HaiiomMIieHMM 3 BHUMOramH JloroBOpy, B HacTHHI,
110 Or0 CTOCYIOThCS;

» Oytu osHaifomsienum 3 BuMmoramu b, mpaBuiamu
BHYTDILTHBOTO PO3MOPSIIKY Ta pekuMy Oe3mneku banky B
YaCcTHHI, 10 HOrO0 CTOCYIOTHCS, a TaKOXK 31 3MICTOM IIHX
[HCTpYKTHBHUX MaTepiais;

» OyTH O3HAMOMIICHMM 3 TMepelikoM,  METOJAaMH Ta
periaaMeHToM JOoCTyIy 10 iHpopManiiiaux pecypciB baHky,
0 SKUX TPEJCTaBHUKY 3O0BHIIIHBOI CTOPOHH HAIAETHCS
JOCTYTI,

» OTpUMAaTd BIOMOCTI IMOAO TOPSAKY  3IIHCHEHHS
KOMYHiKalli¥i 3 BaHkom y BUMaiKy BUHUKHEHHs iHIUCHTIB b
Ta Ha/I3BUYAHHUX CUTYaIliil.

Ib, Bu3HaueHi

> not to use the Internet tools to obtain software and data
from unreliable sources, and in a way that violates copyright
and license terms for their distribution;

> not to use cryptographic methods to conceal the content
of transmitted messages and steganography methods to
conceal the very fact of transmission unless these actions are
authorized by the Bank;

> while using the Internet, do not use technical means
intended for the collection and transmission of media
information (webcams, microphones, etc.), unless such
actions are authorized by the Bank.

4.1.5.1.7. External Party Representative Rights

A representative of the External Party who is engaged in the
performance of works under the Service Agreements
concluded between the Bank and the External Party shall
have the right to:

> to be familiar with the requirements of the IS set out in
the Agreements relating to him or her;

> to be familiar with the requirements of the Agreement, in
so far as they relate to him or her;

> to be familiar with the requirements of the IS, the internal
rules and security regime of the Bank in so far as they relate
to him or her, as well as with the content of these Guidance
Materials;

> be familiar with the list, methods and rules of access to
the Bank’s information resources to which the External Party
representative is granted access;

» to obtain information on the procedure for
communication with the Bank in the event of IS incidents of
and emergencies.

4.2. 1OrOBIP PO EJEKTPOHHU

JOKYMEHTOOBIT'

4.2. ELECTRONIC DOCUMENT CIRCULATION
AGREEMENT

BusnauyeHnHsi TepMiHiB:

Jorogip - JloroBip npo enekTpoHHUH JOKYMEHTOOOIT, SKHA
ckiagaerscs 13 IaamBigyaneHoi wactuHM JloroBopy Ta
[Ty6niunoi wactuam JloroBopy (3aranbHi YMOBH), YKIaJIeHAN
Croponamu.

3araasni Ymosu - 3AI'AJIBHI YMOBHU 10 JOI'OBOPIB,
AKI YKIIAJEHI 3 AT «OTIT BAHK» (ITYBJITYHI), siki €
HEBi/I’EMHOI0O 4YacTHHOIO JloroBopy TIpo  eNeKTPOHHUI
JOKyMEHTO000Ir Ta po3minieni Ha O¢iniiiHomy caiiti banky.
Odiniitnnii caiit Banky - www.otpbank.com.ua
Cropona/CTOpoHM — BIINOBIIHA CTOPOHA/CTOPOHH 32
Joroopom: bank ta/abo KonTparent/-u.

Cepic (CepBic €JeKTPOHHOIO [OKYMEHTO00Iry) —
nporpaMHa MPOAYKINisl abo OHJIAHH-CepBic, MPHU3HAYEH] IS
aBTOMaTH3alii MOpOLECiB  JAOKYMEHTOOOIry 3  iHIIUMH
3apeeCTPOBAHUMHM ~ y4YacHMKaMH  JOKYMEHTOOOIry  Ta
nependadae MiANWCAHHS, HAJCWIAHHS, OTPUMaHHS Ta
30epiranns Ejnexkrponnux JlokymenriB. Cepsic/-u, sKi
CropoHHM  BHKOPHCTOBYIOTH B  pamkax  Jlorosopy,
Bu3HadatoThcst CropoHamMu B [HAMBiNyanbHId YacTHHI
JloroBopy npo €JeKTPOHHHUI JOKYMEHTOOOIT.

Definition of terms:

Agreement - E-document Circulation Agreement, which
consists of the Individual part of the Agreement and the
Public part of the Agreement (General Conditions),
concluded by the Parties.

General conditions - GENERAL CONDITIONS FOR
AGREEMENTS CONCLUDED WITH OTP BANK JSC
(PUBLIC), which are an integral part of the E-document
Circulation Agreement and are posted on the Bank's official
website.

Official website of the Bank - www.otpbank.com.ua

Party — Parties - the corresponding Party/Parties under the
Agreement: the Bank and/or counterparty / -parties.

Service (E-document Circulation Service) - software
products or online services designed to automate document
circulation processes with other registered document
circulation participants and provides for signing, sending,
receiving and storing E-documents. The services that the
Parties use under the Agreement are determined by the
Parties in the Individual part of the E-document Circulation
Agreement.



http://www.otpbank.com.ua/

«M.E.Doc» (My Electronic Document,
takok Medoc, Meok) - mporpamHe  3a0e3neyeHHS IS
MMOJAaHHS 3BITHOCTI 0 KOHTPOJIOIOYMX OpraHiB Ta OOMIHY
IOPUANYHO 3HAYYIIMMHU TIEPBUHHUMH JOKyMEHTAaMH MiX
KOHTPAareHTaMH B €JIEKTPOHHOMY BHTJISI].

CepBic e1eKTPOHHOT0 T0KYMeHT000iry «BuacHo» - cepgic,
SKUH  TpU3HAYeHWH 11  OOMIHY  JOKyMEHTaMu B
€JIEKTPOHHOMY BWIJISII, MIJAIHCAHHS 1 30epiraHHs OyIb-TKUX
IOPUINYHO 3HAYYIINX JOKYMEHTIB.

Enexrponni Jokymentu (E-JokymMeHTH) — HaIeXHO
odopmIIeHI JTOKyMeHTH, iHpoOpMamis B SKUX 3adikcoBaHa y
BUTJISIAI  €IEKTPOHHHMX JaHMX, BKJIIOYArOud OOOB'SA3KOBI
PEKBI3UTH JIOKYMEHTa, sKi mependadeHi 3aKOHOIAaBCTBOM,
nepenik skux CTopoHaMU BH3HAYAETHCA B [HAWMBIIyanmbHIN
yacTHHi J{oroBOpY Mpo eNeKTPOHHUI JOKYMEHTOOOIT;
KBanipixkoBanuii  esextponnuii migmuc (KEI) -
SNICKTPOHHMH MIINHC, SIKUA CTBOPIOETHCS 3 BUKOPHCTAHHIM
3aco0y KBaMi(iKOBAHOTO €JIEKTPOHHOTO IiIMUCY 1 6a3yeThCs
Ha KBaJTiikoBaHOMY cepTUdiKaTi BiIKPUTOTO KII0OUa,
OcoOucruii KJII0Y - napameTp ANTOPUTMY
KpUNTOTPaiqHOTO TEPETBOPEHHS, SIKHH BHUKOPUCTOBYETHCS
SK YHIKaJbHI €JIeKTPOHHI JaHi /Uil CTBOPCHHS €IEKTPOHHOTO
HiANUCY YM TIeYaTKH, AOCTYIHWUHU TiJIbKU MiJNHCyBadyy 4YH
CTBOpIOBadYy €NEKTPOHHOI MeYaTKh, a TaKOK Yy NUIX,
BU3HAUEHHX CTaHAApPTaMH IS KBaJli(hikoBaHUX CepTUPIKATIB
BIJIKPUTHX KITIOYiB;

Binkpuruii KJII0Y - napameTp ANTOPUTMY
KpUNTOTPaiqHOTO TEPETBOPEHHS, SIKHH BHUKOPUCTOBYETHCS
K €JIEKTPOHHI IaHi /IS IepeBipKH €IeKTPOHHOTO MiANUCY YU
NeYaTKd, a TAKOX Y IUIAX, BU3HAYCHHX CTAaHIAPTaMH IS
kBalTi(hikoBaHWX cepTU(DIKATIB BIIKPUTHX KIFOUiB;

KBanigixoBanuii  ceprudikar BigkpuToro KJIwo4a
(KBagdigikoBanmii ceprudikar) — ceprudikar BiIKpUTOrO
KIIFoYa, SKAW BHUNAEThCA  KBaNmi(iKOBAaHUM  HaJaBadeM

€JIEKTPOHHUX JOBIPYMX IOCIYT, 3aCBiAUyBaJbHUM LIEHTPOM
a00 IIEHTPAJBLHUM 3aCBIUyBAJILHUM OPraHoOM 1 BiJIOBigae
BUMOraM 3aKOHO/aBCTBa;

Komnpomerania oco0ucToro kiw4va — Oynp-sKa mozis, o
npu3Bena abo MOXKe IPU3BECTH JO HECAHKI[IOHOBAHOTO
BUKOpHcTaHHs OcoOHUCTOro KIItoya;

3acoou kpunrorpadiunoro 3axmcry iHdopmanmii — 1e
NPOTPaMHUM, amapaTHO-IPOTpaMHHUI Ta amapaTHUil 3aciO,
NpPU3HAYCHUH 11l KpUnTorpadivHoro 3axucty indopmartii.
3aKoHOAABCTBO — YMHHE 3aKOHOJABCTBO Y KpaiHU.

Tepminu, wo euxopucmogyromvcsa 6 3azanbHux Ymoeax 3
6eUKOI nimepu, € GUHAYEHUMU MePMIHaMU 1 Maioms
00HaKo8i 3uauenns, Ax y Inousioyanvriti wacmuni Jfo2ogopy,
mak iy 3acanvnux — Ymosax, @ ma  Mmoocymb
BUKOPUCMOBYBAMIUCD, K 8 OOHUHI, MAK [ 8 MHOJICUHI.

«M.E.Doc» (My E-document, also Medoc) is a software for
submitting reports to regulatory authorities and exchanging
legally significant  primary  documents  between
counterparties in electronic form.

Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Qualified electronic signature (QES) - an electronic
signature that is created using the Qualified Electronic
Signature tool and is based on a qualified public key
certificate;

Private key - a parameter of the cryptographic conversion
algorithm used as unique electronic data to create an
electronic signature or seal, available only to the signer or
creator of the electronic seal, as well as for purposes defined
by the standards for qualified public key certificates;

Public key - a parameter of a cryptographic conversion
algorithm that is used as electronic data for verifying an
electronic signature or seal, as well as for purposes defined
by the standards for qualified public key certificates;
Qualified public key certificate (qualified certificate) — a
Public key certificate that is issued by a qualified provider of
electronic trust services, a certification center or a central
certification body and meets the requirements of the
legislation;

Private key compromise — any event that has led to or may
lead to unauthorized use of the private key;

Cryptographic information security tools — software and
hardware tools designed for cryptographic information
protection.

Legislation — the current legislation of Ukraine.

Terms used in the General Conditions with a capital letter are
defined terms and have the same meanings, both in the
Individual part of the Agreement and in the General
Conditions, and can be used both in the singular and in the
plural.

4.2.1. Tllpenmet Horosopy npo CJICKTPOHHUI
DOKYMeHT000ir. B mopsaky nependauenomy Jlorosopom npo
CJIEKTPOHHUH JIOKYMEHTOOOIr Ta 3aralbHUMH YMOBaMH
CTOpoHW BH3HAUWIA TOPSAAOK (OopMyBaHHS, OOMIHY Ta
nignucanHs E-JloKyMeHTIB, a TakoK BUKOHAHHS BCIX 1HIITMX
3000B’s13aHb, AK BOHM Bu3HaueHi Jloroopom mpo
€JICKTPOHHUH JOKYMEHTOO0IT Ta 3araJbHUMH Y MOBAMH.

4.2.1. Subject of the E-document Circulation Agreement.
In accordance with the procedure provided for in the E-
document Circulation Agreement and the General
Conditions, the Parties determined the procedure for
forming, exchanging and signing E-documents, as well as
fulfilling all other obligations, as defined in the E-document
Circulation Agreement and the General Conditions.
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4.2.2. llopsinok dopmyBaHHs, 00MiHy Ta mianucanHss E-
JoKkymeHTiB.

4.2.2. Procedure for forming, exchanging and signing E-
documents.

4.2.2.1. Koxna 31 Cropia JloroBopy uisi €JICKTPOHHOTO
JMIOKYMEHTO00ITy  BHUKOpHCTOBYe CepBiC  €JIEKTPOHHOTO
JOKYMEHT000iry, skuii  Bu3HaueHuii CropoHamu B
InnuBinyanbHiit yactuni JloroBopy.

4.2.2.2. Ctoponu JIOMOBHITHCS 3aCTOCOBYBAaTH B
eIeKTPOHHOMY  JOKYMEHTOOOITy i3 JTOTPUMAHHSIM
3akoHonaBcTBa  npo  Enekrtponni  JlokymeHntn — Ta

CJIIEKTPOHHUH JOKYMEHTOO0O0Ir 3 BHKOpucTaHHAM CepBicy
Buan E-JlokymeHTiB, nepenik akux BusHadeHUH CTopoHaMu
B IuguBimyanbniii vactuni  [oroBopy. Bkazani B
[apuBinyaneuii  wacturi  JoroBopy — E-Jloxymentwn,
opopmIIeHI B €JEKTPOHHOMY BUTIISII, SBISIOTH COOOIO
Enextponnnii JlokymeHT, iHdopmMmariis B sikomy 3adikcoBaHa
y BUTJISIAL €IEKTPOHHHX JTAHHX.

4.2.2.3. EnextponHi JIOKyMeHTH TIOBHHHI MICTHTH BCl
PEKBI3UTH aHAIOTIYHUX TMAMEpPOBUX JOKYMEHTIB, a TaKOX
IHII PEKBI3WTH, SIKIIO BOHU IependadeHi [HIUBIAyaIbHOIO
yacTHHOIO JloroBopy Ta/ab0 iHIIMM JOTOBOPOM, YKJIaICHUM
Mix CTOpoHaMH Ta MICTHTH OOOB’S3KOBI PEKBI3HUTH, IO
BU3HA4YCHI 3aKOHOJABCTBOM, 0€3 SIKMX BOHM HE MOXYTh
BB2)KATUCSI TIEPBUHHUMH JOKyMEHTaMHU Ta OYyTH MiJCTaBOIO
IUIsE OyXTanTepCchKOro OONIKy i HE MaTUMYTh IOPHINYHOL
CHJIN.

4.2.2.4. TlepBuHHI OyXranTepchbKi TOKYMEHTH, IO OyIu
chopMOBaHI B €NEKTPOHHOMY BHIJIAI, B OOOB’SI3KOBOMY
MOPSAAKY TMMOBUHHI OyTH mmignucani 3a gonomororo KEIL, skuit
B CBOIO uepry, mae OyTu miaTBepkeHuid KsamidikoBanum
cepTU(]iKaToM Ta BIAMOBIJATH NPABOBOMY CTaTyCy, IO
BH3HauYeHW B 3akoH1 Ykpainu «I[Ipo enekTpoHHI JTOKyMEeHTH
Ta CJICKTPOHHHM JOKyMEeHTOO0OIr». CTOpOHM TOBHMHHI
30epiratu  E-JlokyMeHTH y  TOpSJIKY  BH3HA4YEHOMY
3aKOHOJABCTBOM.

4.2.2.5. 3a He0OXiAHOCTI, Ha Ti/ICTaBi 3BEpHEHHS OY/Ib-5IKO1 13
Cropin  [oroBopy, CTOpoHM MOXYTh CTBOPIOBATH,
miAnucyBaTH  Ta  OOMiHIOBaTHCS B mamneposiii  (Gopwi
nyomikatamu E-JlokymMeHTiB.

4.2.2.6. CTopoHM TIOTOAMJIM, [0 BIAMOBIJAIBHICTE 32
HaCiIKy mignucans E-J[OkyMeHTIB He yITOBHOBOKEHUMHU Ha
T€ TpauiBHUKaMu BiAmoBinHOi CTOPOHM IOKJIAAAETHCS Ha
Cropony, KEIlom skoi ckpimienuii Bianosigauii E-
JloxymeHT.

4.2.2.7. CropoHn 3000B’s3yIOTbCS A0 peamizalii yMOB
JloroBopy BXXHTH BCiX MiATOTOBYMX Ta OpraHizamiitHux
3axoMiB Juii nepexoay Ha oOmiH E-JlokymeHTamu,
3a0e3eunTH BUTOTOBJICHHS HEOOX1THUX KEII
BIJNOBiAabHUX  IpaliBHUKIB. ENEKTpoHHI JOKyMEHTH
niammcytoteest KEIT ynoBHOBaXkeHMM TpaiiBHUKOM baHKy
ta/abo0 KoHTpareHra, 1[0 BB@XAEThCI  IMiIMUCAHUMU
BignosigHo Ctoponoro [lorosopy.

4.2.2.8. CropoHrn moroawim, 0o Yy pasi
KOPUTYBAaHHSI ~ €JIEKTPOHHOTO  MEPBUHHOTO
BUKJIIOYHO OCTaHHS HOro Bepcis migmucana oboma
CropoHamu, € TMIACTaBOK Ui  HPOBEAEHHS  TakKoi
rocroaapchbkoi onepariii B 00J1iky 000x CTopiH.

HEOOXI1THOCTI
JIOKYMEHTY,

4.2.2.1. Each Party to the Agreement uses the E-document
Circulation Service for E-document circulation, which is
defined by the Parties in the Individual part of the
Agreement.

4.2.2.2. The Parties have agreed to apply in E-document
circulation in compliance with the legislation on E-
documents and E-document circulation using the service
types of E-documents, the list of which is defined by the
Parties in the Individual part of the Agreement. The E-
documents specified in the Individual part of the Agreement,
issued in electronic form, mean an E-document, the
information in which is recorded in the form of electronic
data.

4.2.2.3. The E-documents shall contain all the details of
similar paper documents, as well as other details, if they are
provided for by the Individual part of the Agreement and/or
another Agreement concluded between the Parties and
contain mandatory details defined by law, without which
they cannot be considered primary documents and be the
basis for accounting and will not have legal force.

4.2.2.4. The primary accounting documents that were
generated in electronic form shall necessarily be signed
using the QES, which in turn shall be confirmed by a
qualified certificate and correspond to the legal status
defined in the law of Ukraine "On E-documents and E-
document circulation”. The Parties shall store E-documents
in accordance with the procedure established by law.
4.2.2.5. If necessary, based on the request of any of the
Parties to the Agreement, the Parties may create, sign and
exchange duplicate E-documents in paper form.

4.2.2.6. The Parties have agreed that responsibility for the
consequences of signing E-documents by unauthorized
employees of the relevant Party is assigned to the Party
whose QES is attached to the corresponding E-document.
4.2.2.7. The Parties shall implement the terms of the
Agreement to take all preparatory and organizational
measures for the transition to the exchange of E-documents,
to ensure the production of the necessary QES of responsible
employees. Electronic documents shall be signed by the
QES by an authorized employee of the Bank and/or the
counterparty, which is considered signed by the Party to the
Agreement, respectively.

4.2.2.8. The Parties have agreed that if it is necessary to
adjust the electronic primary document, only the latest
version of it signed by both Parties is the basis for
conducting such a business transaction in the accounting of
both Parties.

4.2.29. The Parties have agreed that the termination
(cancellation) of an E-document signed by the Parties using
an electronic signature is carried out exclusively by drawing
up and signing an act of cancellation of the E-document by
the Parties. Both Parties have the right to draw up these acts
of cancellation of an E-document on their own initiative, if
there is a violation of the Agreements specified in the
relevant Agreements.




4.2.2.9. Cropoun  OiAOUIA ~ 3road, IO  PO3ipBaHHSA
(ckacyBanHs1) EnexTpoHHOro OKYMEHTa, MiAMUCAHOTO
CropoHamMH 3 BHKOPHCTAHHAM EJIEKTPOHHOTO IiIMHUCY
3I1HCHIOETHCS BUKJIIOYHO IIUUISIXOM CKJIaJCHHS Ta IiAMUCAHHS
CropoHamu AKTy T1Tpo aHyioBaHHA  EjekTpoHHOrO
JOKyMeHTa. 3a3HaueHi AKTH [Ipo aHyJroBaHHs EjxekTpoHHOTO
JMIOKyMeHTa B TIpaBi ckiamatu oOuaBi CTOpoHHM 3 BIACHOI
IHIIIATHBH, SKIIO € MOPYIICHHS JOMOBICHOCTEH, 3a3HAYCHUX
y BiamoBigHux JloroBopax.

4.2.2.10. Buxopuctanuss  Ceppicy mijg d4ac mepenadi
IOKYMEHTIB, IKUMH 0OMiHIOIOTECS CTOPOHU /7Sl HAIEKHOTO
BUKOHaHHS yMOB 1boro JloroBopy, omnauye CTopoHa, sika
Bignpasise E-JlokymeHT.

42211, Koxxkna  CropoHa  3000B’s3aHa  IIOJCHHO
CIIKYBaTH 3a HaAXOMKeHHAM E-J[OKyMeHTIB Ta CBOEYacHO
3MIACHIOBATH iX TpUiMaHHS], MepeBipKy, MiANHCAHHA 3
BukopucrtanusM KEII Ta moBepHenHs iHmid CTopoHi.
Cropona ska 3mificHroe HancwmanHi —E-JlokymeHTa
BBaKaeTbca CTOpoHOIO-BinmpaBHUKOM, a CTopoHa sKa
3nilicHioe otpuManHs E-JlokymenTa, BBaxxaeTbess CTOPOHOFO-
OJIEPKyBaueM.

4.2.2.12. TlinrotoBka E-loxymeHTiB 3IIACHIOETHCS
BimoBigHOI0 CTOPOHOIO, B CTPOKH, SIKIIIO BOHH BCTAHOBJICHI
[amuBinyansHOO dactuHOIO JloroBopy Ta/abo iHIIAM
JOTOBOPOM, YKJIaieHHuM Mixk CTOpOHaMHU.

4.2.2.13. Jlo momeHTy niepenaui iHmid Crtoponi, CtopoHa-
BiZIIpaBHHUK 3000B’s13aHa HAJICKHUM YMHOM CKJIACTH HOBHUH
Ta/abo mepeBipuTH oTpuMaHuii E-JlokymeHT Ta migmucaru
tioro 3 BukopucranasMm KEII (skuii cTBOprO€eThCS 3
BUKOPHUCTaHHAM 3aC00y KBaJTi()iKOBAaHOTO EJIEKTPOHHOTO
mianucy 1 0a3yeTbcst  Ha KBautiikoBaHOMY cepTH(ikaTi
BIIKPUTOTO KJII0Ya) y CTPOKH, mependaderi JloroBopom.
MotuBoBana BigmoBa Bing mianucaHHs E-Jlokymenra
HajacwiIaeTbesl yepe3d CucreMy yepe3 MeXaHi3M BiJIXHUIICHHS
E-JlokymeHnTa i3 3a3HaueHHsM npuunH. E-JlokymeHTH, sKi
nepefalThCsl, MIAMUCYIOTBCS Y  BCIX  BHMAAKax 3
BukopuctanusiM KEIT Biamosimunoi Croponu. Ilepesipka

(akTy mianucanHs BianoBigqHOW CTOPOHOIO KOHKpEeTHOTO E-

JlokymenTa, 3aificHIOETbcs CTOPOHOI-OJIEPIKYBaUYeM 3
BUKOpHCTaHHSAM Binkputoro wmowa i KsamidikoBanoro
ceprudikara.

4.2.2.14. E-JIoKkyMEHTH BBaXXAIOThCS IMIIANHCAHUMH 1
HaOWpalOTh YMHHOCTI 3  MOMEHTY  MiJNHCaHHS 3
BukopuctanusiM  KEII  Croponoro-omepxyBauem  E-
HdokymenTta, otpumanoro Big CTOpPOHH-BiONpaBHHKA 3

HaknazneHuM Hero KEIL. Ilpu npomy, CTOpoHN 1OMOBUIHCA,
110 aist E-JIokyMeHTY pO3MOBCIOKYETHCS HA BITHOCHHH, 1110
BUHMKIJIM MicTsl JaTh yKiIaaeHHs Jlorosopy.

4.2.2.15. E-Hokyment, mignucanuii  CropoHOIO 3
Bukopuctanusam KEIT 1 nmepemanuit CTopoHi omepikyBady
BBa)KaTUMETHCS B yCix BUIIAIKaX M AITHCAaHUM
YIIOBHOBXEHUM IpecTaBHUKOM CTOpPOHU-BiANpaBHHUKA, B
MeXaxX HaJaHWX TIOBHOBa)XKEHb, IO HE TOTpedyBaTume
1Iopasy IMepeBipKU JIOKYMEHTIB Ha MPEJCTABHHUIITBO, SKIIO
CropoHH iHIIE HE BU3HAUMWIM [HOMBIIYaJbHOIO YaCTHHOIO
JoroBopy Ta/abo iHIIMM JIOTOBOPOM, VKJIAJICHHUM MIiX

4.2.2.10. The use of the service during the transfer of
documents exchanged by the Parties for proper performance
of the terms of this Agreement is paid for by the Party
sending the E-Document.

4.2.2.11. Each Party shall monitor the receipt of E-
documents on a daily basis and promptly accept, verify, sign
them using the QES and return them to the other Party. The
Party that sends the E-document is considered the sending
Party, and the Party that receives the E-document is
considered the receiving Party.

4.2.2.12. The preparation of E-documents is carried out by
the relevant Party, within the time limits established by the
Individual part of the Agreement and/or another Agreement
concluded between the Parties.

4.2.2.13. By the time of transfer to the other Party, the
sending Party shall properly draw up a new and/or verify the
received E-document and sign it using the QES (which is
created using a qualified electronic signature and based on a
qualified public key certificate) within the time limits
stipulated in the Agreement. A reasoned refusal to sign an
E-document is sent through the system through the
mechanism for rejecting an E-document with an indication
of the reasons. E-documents that are transmitted are signed
in all cases using the QES of the relevant Party. The
verification of the fact that the relevant Party has signed a
specific E-document is carried out by the recipient Party
using a public key and a qualified certificate.

4.2.2.14. E-documents are considered to be signed and enter
into force from the moment the recipient Party signs by the
QES the E-document received from the sending Party with
the QES imposed by it. At the same time, the Parties agreed
that the E-document applies to relations that have arisen
after the date of conclusion of the Agreement.

4.2.2.15. E-document signed by the Party using the QES and
transferred to the recipient Party will be considered in all
cases signed by the authorized representative of the sending
Party, within the limits of the powers granted, it will not
require each time verification of documents for
representation, unless the Parties have determined otherwise
as an Individual part of the Agreement and/or other
agreement concluded between the Parties. The QES is equal
in legal status to a handwritten signature (seal) and has a
presumption of its compliance with a handwritten signature.
4.2.2.16. The Parties have agreed that E-documents sent and
certified by the QES have full legal force, give rise to rights
and obligations for the Parties, can be submitted to the court
as appropriate evidence and are recognized as equivalent to
documents drawn up on paper. The Parties, by signing the
Individual part of the Agreement, confirm that the
documents are signed by the QES, signed by authorized
representatives of the Parties.

4.2.2.17. Either Party has the right to initiate parallel
(simultaneous) processing of both electronic and paper
forms of primary accounting documents. If two forms of
documents exist in parallel, E-documents prevail (if they are
properly executed).




Croponamu. KEII 3a mpaBoBUM CTaTycOM IMPUPIBHIOETHCS 10
BJIACHOPYYHOTO MiANUCY (IIEYaTKH) Ta Ma€ MPe3yMIILio Horo
BIJIITOBITHOCTI BIIACHOPYYHOMY IIiIITUCY.

4.2.2.16. Croponu pomoBmiucs, mo E-JlokyMeHTH, sKi
BignpasyeHi Ta 3aBipeHi KEII, MaioTh NOBHY MOpUAMYHY
CHITy, TIOPO/IXKYIOTh TpaBa Ta 000B's13ku 11 CTOPiH, MOXKYTh
OyTH TpeACTaBlieH] 10 CyAy B SKOCTI HaJEeXHUX JTOKa3iB Ta
BU3HAIOTHCS PIBHOSHAYHUMHU JOKYMEHTaM, IO CKIIAJaf0ThCS
Ha TanepoBoMy HocieBi. CTOPOHM, NUISXOM ITi{ITUCAHHS
[nmuBinyansHOi WacTuHM JloroBOpy, MiATBEPIKYIOTH, IO
mokymenTtH mignucani KEII, mianmucanHi ynoBHOBaXeHUMHU
npeactaBHUKamMu CTOPiH.

4.2.2.17. Bynp-sika 13 CTOpiH BIpasi iHILiIOBaTH NapayieibHe
(omHO9acHE) 0(hOpPMIICHHS 1 €JICKTPOHHHUX, 1 MAIepOBUX (HOPM
NepBUHHUX  OyXTalTepCchKUX  JOKyMEHTiB. Y  pasi
NapayenbHOro iICHYBaHHS JBOX (OPM JOKYMEHTIB MPIOPUTET
MAalOTh ENIEKTPOHHI JOKyMEHTH (y BHIAQAKY iX HAJICKHOTO
0o OpMIICHHS).

4.2.3. Koudinenmiiinictb Ta 6e3meka

4.2.3. Confidentiality and security

4.2.3.1. Koxna CTopoHa BXKHBa€ BCiX HEOOXiTHMX 3aC00iB
mozo 30epexenns koHpineHmiitHOCTI KEII Ta 3a6e3nevenHs
0e3MeyHoro pexuMy ix BUKOpUCcTaHHSI. CTOPOHH BH3HAIOTH,
mro KEII, naknagenuii BiAmoBiaHO 10 BUMOT 3aKOHOIABCTBA,
3a MPaBOBHUM CTaTyCOM IIPHUPIBHIOETHCS O BJIACHOPYYHOI'O
mianucy (Ta 3a HasBHOCTI - ieyatkn) CtopiH. CTOPOHU TaKOXK
JIOMOBWJIMCH, 1110 y BUNaAKy aHymtoBaHHs KEII, orpumanns
nocryny no KEII Ttperimu ocobamu Ta/abo y 1HIINX
BUIAJKaX, MOB’S3aHUX 3 HENPABOMIPHUM BHKOPUCTAHHSIM
KEII, 30utku, 3amoxisHi oxnii i3 Cropin Jlororopy a6o
TpPeTiM ocobaM, MiUIAraloTh BIAIIKOAYBAHHIO 3a PaxyHOK
BUHHOI CTOpPOHH.

4.2.3.2. CTOpOoHH MTOTOIKYIOTHCS, 110 BUKOPUCTAHHS 3aC001B
KpunrorpadiqyHOro 3axucTy iH(popMarii, sKi peani3yloTh
mmdpyBanas 1 KEII, pmocratHpo s 3a0e3neveHHs
KoH(ineHmiiHOCTI iH(opMariiiiHoi B3aemonii CTOpiH MIOA0
3aXUCTYy BiJl HECAaHKIIIOHOBAHOTO JOCTYIy Ta Oe3IeKu
00poOKu iH(pOpMallii, a TAKOXK JUIs MATBEPKEHHS TOTO, II10:
- E-Hokyment Hamxomute Bing CropoHu, ska #oro
nepenana (miaTBepIKESHHS aBTOPCTBA JJOKYMEHTa);

- E-Jloxyment He 3a3HaB 3MiH Tpu iH(poOpMaIiiHil
B3aemonii  CropiH  (WmiATBEpIPKEHHS  HUTICHOCTI  Ta
ABTEHTHYHOCTI JOKYMEHTA).

4.2.3.3. 3 wmeroro 3abesmeveHHs Oe3nekn OOpPOOKH Ta
KoH}ieHiiHOCTI iHQOopMarii CTopoHU 3000B's13aHi:

- HE JIONyCKATHu TMOSIBM B KOMII'TOTEPHOMY CEpEIOBHIL, 1€
¢yHkmionye cucrema i oominy  E-JlokymeHTamu,
KOMI'IOTEpPHUX BIPYCIB 1 TporpaM, CHPSIMOBaHUX Ha i
pyiiHYBaHHS;

- He HMIIMTU Ta / abo He 3MiHIOBaTH apXiBH BiakpuTux
kmtouiB KEII, enexrponnnx E-JlokymeHTiB;

- HE BUKOPUCTOBYBaTH s nianucanus E-/lokymenTiB
CKOMIIPOMETOBAHI KJIFOUI.

4.2.3.4. CropoHH caMOCTIHHO 3a0e3nedyioTh 30epeKeHHS
NPOTrpaMHOro 3a0e3NeveHHs, SIKE BUKOPUCTOBYETHCS JIJIS
oOminy Biakputux ximouiB ta E-J[oKkyMeHTIB, po3MilieHux
Ha CBOIX KOMI'IOTEpaX.

4.2.3.1. Each Party shall take all necessary measures to
preserve the confidentiality of QES and ensure a safe mode
of their use. The Parties recognize that QES which is
imposed in accordance with the requirements of the
Legislation by legal status is equal to a handwritten
signature (and, if any, a seal) of the Parties. The Parties also
agreed that in case of cancellation of the QES, access to the
QES by third Parties and/or other cases related to the misuse
of the QES, losses caused to one of the Parties to the
Agreement or to third Parties are subject to compensation at
the expense of the guilty Party.

4.2.3.2. The Parties agree that the use of cryptographic
information protection tools that implement encryption and
QES is sufficient to ensure the confidentiality of information
interaction between the Parties regarding protection against
unauthorized access and security of information processing,
as well as to confirm that:

- The E-document comes from the Party that
transferred it (confirmation of the authorship of the
document);

- The E-document has not been changed during the
information interaction of the Parties (confirmation
of the integrity and authenticity of the document).

4.2.3.3. In order to ensure the security of information
processing and confidentiality, the Parties shall:

- Inorder to ensure the security of information
processing and confidentiality, the Parties shall:

- not destroy and / or change the archives of QES
public keys, electronic E-documents;
not use compromised keys to sign E-documents.

4.2. 3 4. The Parties independently ensure the safety of the
software used for exchanging public keys and E-documents
placed on their computers.

4.2.3.5. Issuance, replacement, destruction of personal and
public keys, including in cases of their compromise, as well
as issuance of a qualified certificate, is carried out only by a
qualified provider of electronic trust services. The Parties




4.2.3.5. Bwupgaua, 3amiba, 3uHumeHHd OcoOUCTHX Ta
Binkputux KIo4iB, B TOMY 4YHCII Yy BHOagkax ix
KOMIIpOMETarii, a TakoX BHmada KsamidikoBaHOTO
ceptudikara, 3IOIACHIOETBCS TUIBKHM  KBali(iKOBaHUM
Ha/JaBaueM eJNEeKTPOHHMX JA0Bipuux mociyr. CTopoHu
3000B's13aHi TMOBIAOMHUTH OJHAa OJHY NP0 HASBHICTH
BUIIIEBKA3aHUX OOCTaBHH B CTPOK, IO HE TEPEBHIIYE 5
(m’atp) pobouMX MHIB 3 MOMEHTY BWHHKHEHHS TaKHX
00CTaBHH.

are obliged to notify each other of the existence of the above
circumstances within a period not exceeding five (5)
working days from the date of occurrence of such
circumstances.

4.2.4. Inmi ymoBH

4.2.4, Other conditions

4.2.4.1. Y BUNaJKy HEMOXKIIUBOCTI BUKOHAHHSI 3000B'13aHb 32
HorosopoM, CTOpoHH HEraifHO MOBIAOMIISIOTH MPO LI OJHA
OJTHY.

4.2.4.2. CTopoHU He HECYTh BiIOBITALHOCTI Ta HE HAIAIOTh
KOHCYJIBTAIIMHNX TOCIYT 11010 poboTu CepBicy.
4.2.4.3.Ilpn BupimeHH] BCIX IHIIMX NHUTaHb, MOB’S3aHUX 3
CJIIEKTPOHHUM JIOKyMEHTOOOIroM, SiKi HE BpeTyJIbOBaHi
Jorosopom, CTOpOHHM  KEpYIOThCS  IOJIOKEHHSIMU
3aKOHO/JAaBCTBA.

4244.Y Bumaaky Oynp-sIKMX  pO30DKHOCTEH MK
MOJIO’KEHHSIMU 3araibHuX YMOB Ta [HAWBITyansHOI YaCTHHA
Horosopy, nmonoxxerHs [aauBimyansHoi yactuHu JloroBopy
MaTHMYTh MIEPEBAYKHY CHITY.

4.2.45. JloroBip HaOupae YHMHHOCTI 3 JaTH IIiITUCAHHS
[anuBinyansHOi yacTiam JJorosopy Croponamu. CTOpOHHU Ha
BJIACHUM PO3CYJ TakoXX MOXYTh cKpimutu Jlorosip

neyaTKkamMu, 3a YMOBHU ix BUKOPHUCTAHHA 3FiI[HO 3
nosokeHusamu CTaryTy.
4.2.4.6. Jlorosip yKJIaIeHU YKPaiHCBKOIO Ta/abo

YKpaTHCHKOIO Ta aHMIIMCHKOIO MOBOKO (JIBOMOBHHMI) Ta Y
KUTBKOCTI OpPHUTiHANBHUX TPUMIPHHKIB, SK T€ BU3HAYCHO B
IanuBinyansHiil gactuni JloroBOpy, fKi MamOTh OIHAKOBY
IOPUJIMYHY CHJIY, [0 OJHOMY NPHUMIPHHUKY JUIS KOXKHOI 13
CropiH.

4.2.4.7. JloroBip pETyNIO€TBCA 1 TIyMadyuThcsd B3TiTHO 3
3aKOHO/IAaBCTBOM Y KpaiHH.

4.2.4.8. Croponn B InameinyanpHii wactuHi JloroBopy

MOXYTh Iepen0auuTH yMOBH IIOAO aBTOMAaTHYHOTO
NPOJIOBXKEHHsI CTpoKy Jii JloroBopy (aBTompoioHrariiii).
HeranbHuit MOPSAIOK aBTOMNPOJIOHT ALl Horosopy

BU3HAUYEHUH y po3aiii 14 3araneHux YMOB.

4.2.49. Koxna i3 Cropin mae mpaBo posipBatu [lorosip.
HeranpHuii mopaaok posipBanHs JlOoroBopy BHU3HAUEHHWH Y
poznimi 14 3aranbHux YMOB.

4.2.4.1. If it is impossible to fulfill its obligations under the
Agreement, the Parties immediately notify each other.
4.2.4.2. The Parties are not responsible and do not provide
consulting services regarding the operation of the service.
4.2.4.3. When resolving all other issues related to E-
document circulation that are not regulated by the
Agreement, the Parties shall be guided by the provisions of
the legislation.

4.2.4.4. In case of any discrepancies between the provisions
of the General Conditions and the Individual part of the
Agreement, the provisions of the Individual part of the
Agreement will prevail.

4.2.4.5. The Agreement shall come into force from the date
of signing the Individual part of the Agreement by the
Parties. The Parties, at their sole discretion, may also seal
the Agreement, provided that they are used in accordance
with the provisions of the Charter.

4.2.4.6. The Agreement is concluded in Ukrainian and/or
Ukrainian and English (bilingual) and in the number of
original copies, as defined in the Individual part of the
Agreement, having equal legal force, one copy for each of
the Parties.

4.2.4.7. The Agreement shall be regulated and interpreted in
accordance with the legislation of Ukraine.

4.2.4.8. The Parties in the Individual part of the Agreement
may provide for conditions for automatic extension of the
term of validity of the Agreement (auto-extension). A
detailed procedure for auto-renewal of the Agreement is
defined in Section 14 of the General Conditions.

4.2.4.9. Each Party has the right to terminate the Agreement.
A detailed procedure for terminating the Agreement is
defined in Section 14 of the General Conditions.

4.3. AOI'OBIP PO CHIBPOBITHUMILTBO Y C®EPI
KPEAUTYBAHHSA

4.3. AGREEMENT ON COOPERATION
FIELD OF LENDING

IN THE

YMmoBu 1pOr0 posminy 3aranbHux YmoB € [lyGniuHOIO
yacTuHoOo Jlozoeopy npo cniepodimnuymeo y chepi
Kpedumyeannsn (10 TeKcTy 3arajibHuX YMoB — Jlorosip).

The terms of this Section of the General Conditions are a
Public part of the Agreement on cooperation in the field of
lending (in the General Conditions referred to as the
Agreement).

BU3HAYEHHS TEPMIHIB:

bank — AT «OTII BAHK», Cropona 3a JloroBopom mpo
cHiBpoOITHULTBO y cepi KpeIUTYBaHHS.

Horosip/[loroip mpo cniBpodiTHUUTBO Yy  cdepi
KpeauTyBaHHa — JloroBip mpo cmiBpoOiTHHUTBO y cdepi
KpeIMTYBaHHS, SKHH CKJIAIa€Thes 13 [HIMBiAyabHOT YaCTHHU

TERMS AND DEFINITIONS:

Bank shall mean OTP BANK JSC, a Party to the Agreement
on cooperation in the field of lending.
Agreement/Agreement on cooperation in the field of
lending shall mean the Agreement on cooperation in the field
of lending, which consists of the Individual part and the




Horosopy Ta IlyGmiunoi wactuam JloroBopy (3arambpHi
YMmoBwm), yknanenuii CTOpoOHaMH.

KounTtparent - Ctopona 3a J[oroBopoMm mpo CriBpOOiTHHIITBO
y cdepi KpenuTyBaHHS.

Kpennt - xomru banky, sixi Hapatotecs [lo3nyanbHuKy Ha
yMOBaX, B pO3Mipi Ta MOPSIKY, 10 BU3HAa4YeHi KpenuTHum
JIOTOBOPOM  Ha  CHOXHWBYI  IJIi, HE TOB’s3aHi 3
M ITPUEMHHAIIBKOIO TisSUTHHICTIO.

Kpenutnuii norosip — KpenutHuii gorosip, ykinaaeHuid Mix
IlognuanpaukoM Ta bankoM, 3 ycimMa ICHylOUHMH Ta
MaiOyTHIMH 3MiHAMH, TOTIOBHEHHSMH Ta JOJATKaMH.
IponaBeus — KonTtpareHT, ropuanyna ocoda/diznuHa ocoda-
miAnpremertb, mpoaaseilb ToBapis Ta/abo [Tocnyr, CTopoHa 3a
JoroBopoM ipo criBpoOITHUITBO Y cepi KpeAUTyBaHHS.
Mo3uuanbHuk — QiznyHa ocoda, 10 Mae HaMip OTPUMATH B
banky Kpemutr nnsa mpundanns y IlpomaBus/Kontparenrta
TosapiB Ta/abo Ilocmyr.

Iocayra — mociayra abo mepesik MoCiayr, B TOMY YHCHI i3
MOJMUIMBICTIO ~ TpUAOAaHHS  TOBapy, sSKa  HaJaeThCs
[Hoznuansauky [IponaBunem/Kontparentom. Bum, nepenik Ta
iHImi xapakrepuctuku I[locmyr MOXyTh BU3HAUaTHCA TaKOX
InnuBinyansHO0O YyacTuHOK JloroBopy

ToBap — cnHoxuB4i/-uii TOBap/-u Ta/ab0 TOCIYTH, IO
KynytoTbes Ilo3ndanbHUKOM U BIACHOIO CHOXKHMBAaHHS 3
BUKOPUCTAHHSIM  KpPEIWTHHX  KOWTIB  baHKy, sKuit/i
BU3HAueHMi/-1 y cnenudikamnii ta/ado y uveky [IpomaBus i
migrBepkye mpunbanas I[lozwgansaukom Tomapy. Bun,
mepenik Ta iHII  XapakTepucTUKA ToBapy MOXYTh
BU3HAUYATHCA TaKoX [HIUBIAyanbHOIO YacTHHOIO JloroBOpY.

Tepminn, 1m0 BUKOpHCTOBYIOThCA B J[loroBopi mpo
CHiBpOOITHULTBO Yy chepi KpeAUTYBaHHS 3 BEJIUKOI JITEPH, €
BU3HAUYEHNMHU TepMiHAMHU 1 MalOTh OJTHAKOBI 3HAYEHHS, 5K Y
IanuBinyanepHiii dactuni JloroBopy, Tak i y IlyOmiuniit
yactuHi JloroBopy - 3aranbHuX YMOBax, Ta MOXYTb
BUKOPUCTOBYBATHCh, SIK B OJIHUHI, TaK i B MHOXKHHI.

Pubic part of the Agreement (General Conditions) concluded
by the Parties.

Counterparty shall mean a party to the Agreement on
cooperation in the field of lending.

Credit shall mean the Bank's funds provided to the Borrower
on the terms, in the amount and in accordance with the
procedure specified in the Loan agreement for consumer
purposes that are not related to business activities.

Loan agreement shall mean the Loan agreement concluded
between the Borrower and the Bank, with all existing and
future changes, supplements and annexes.

Seller shall mean the Counterparty, legal entity/individual-
entrepreneur, seller of Goods and/or Services, Party to the
Agreement on cooperation in the field of lending.
Borrower shall mean an individual who intends to obtain a
Loan from the Bank to purchase Goods and/or Services from
the Seller/Counterparty.

Service shall mean a service or list of services, including the
possibility of purchasing goods, which is provided to the
Borrower by the Seller/Counterparty. The type, list and other
characteristics of Services can also be determined by the
Individual part of the Agreement

Goods shall mean consumer goods and/or services
purchased by the Borrower for his own consumption using
the Bank's credit funds, which are defined in the
Specification and/or in the Seller's receipt and confirms the
Borrower's purchase of the Goods. The type, list and other
characteristics of the Goods can also be determined by the
Individual part of the Agreement.

The terms used in the Agreement on cooperation in the field
of lending with a capital letter are defined terms and have
the same meanings, both in the Individual part of the
Agreement and in the Public part of the Agreement - General
Conditions, and can be used both in the singular and in the
plural.

4.3.1. NPEAMET JOI'OBOPY. [anuii [orosip mpo
CHiBpOOITHHNTBO Yy cepi KpeauTyBaHHS BU3HAYAE MTOPSJIOK 1
yMoBH criBpoOiTHHUIITBa CTOpiH y cdepi HamaHHS bankom
Kpenurie Ilo3uvanbHuKaM 3 METOK NPUAOAHHS HHUMHU
Tosapie Ta/a6o Ilocnyr y INponasus/KoHnTparenrta, a Takox
BUKOHAHHS BCiX 1HIIMX YMOB, SIK BOHM BU3Ha4eHi JloroBopom
PO CHiBpOOITHUITBO y cepi KpeAuTyBaHHS Ta 3arajJbHUMU
YMoBaMH.

4.3.1. SUBJECT MATTER OF AGREEMENT This
Agreement on cooperation in the field of lending defines the
procedure and conditions for cooperation between the
Parties in the field of providing Loans to Borrowers by the
Bank for the purpose of purchasing Goods and/or Services
from the Seller/Counterparty, as well as fulfilling all other
conditions as defined in the Agreement on cooperation in the
field of lending and General Conditions.

4.3.2. IOPAJOK I YMOBH CHIBPOBITHUIITBA
CTOPIH.

43.2.1. Cropoun 3a JloroBopoM [IOMOBHIIHCS TIPO
chiBmpamr B OOMiHI B3a€EMOBHUTIIIHOIO iH(OpMali€o Ha
OCHOBI NPUHIIMITIB PiBHOIIPABHOCTI, 3aKOHHOCTI,
ypaxyBaHHS B3aEMHUX 1HTE€PECIB, YECHOTO MMAPTHEPCTRA.
4.3.2.2. Croponu 3a0e31e4uyI0Th oprasizauiiny,
iHpopMaLiiiHy, MeAiiHy MiATPUMKY peamizamii CHUTbHHX
MPOEKTIB, 110 PEati3yloThCs B paMKax gaHoro Jlorosopy.
4.3.2.3. Merow JloroBopy € OTpMMaHHS CKOHOMIYHHX Ta
penytauiiiHux Buroj CTopoHamMH Ta KOXHOH CTOPOHOIO
30Kpema.

43.2. PROCEDURE AND CONDITIONS FOR
COOPERATION BETWEEN THE PARTIES.

4.3.2.1. Under the Agreement, the Parties agreed to
cooperate in the exchange of mutually beneficial
information based on the principles of equality, legality,
consideration of mutual interests, and honest partnership.
4.3.2.2. The Parties provide organizational, informational,
and media support for the implementation of joint projects
implemented under this Agreement.

4.3.2.3. The purpose of the Agreement is to obtain
economic and reputational benefits by the Parties and each
Party in particular.




4.3.2.4. CTpok, yMOBH, MOPSAOK HAIaHHA Yd IPOIAKY
[ocayr/ToBapiB, saxicte ToBapy/naganoi [locmyru um
MOBEPHEHH/00MIH HesKicHOro ToBapy BCTaHOBJIIOETHCS 3a

OKpPEMOIO  JIOMOBJICHICTIO MK  [lo3wmuaapbHUKOM  Ta
Kontparenrom/IIpogaBuiem, BiamoBiqHo bank He Hece
BIJINOBIIANIBHICTE 32 HesdkicHO Hanmaui [locimyru um

HesikicHu# ToBap, sikuii Oymo npoaano [lo3ndansHuKY, 4i 32
MOPAAOK MoBepHeHH:/00MiH ToBapy Toto.

4.3.2.5. 3 MeTOr0 MOMyJIspH3aIlii Ta MiABHICHHS 0013HAHOCTI
mpo (hiHaHCOBI MOCITYTH, IO HAJAIOTHCS baHKOM, TOMIMpPEeHHS
inpopmarii mpo bamk, bamk Moke HamaTH TIPaBO
0€30IUIaTHOTO BHKOPUCTAHHS 3HAKy IJIi TOBapiB 1 MOCTYT
Banky abo iHmmx aBTOpchkMx mpaB banky. I['padiune
300pakeHHsI 3HAKy, YMOBH, CTPOK, TEPHUTOPis Ta MOPSIAOK
BUKOPUCTAHHs 3HAaKy IS TOBapiB i mochnyr baHky, iHIIHMX
aBTOPCHKUX TpaB baHKy, BU3HAYa€ThCSI B JIMCTIi-IOTOHKEHHI,
mo HamaeThest barkom [Ipomasmro/KorTpareHTy.

4.3.2.6. Tami ocobnMBOCTI IMIONO TMOPSAKY Ta YMOB
CHiBpoOiTHULITBA Cropin 3a Horosopom po
criBpoOiTHUNTBO Y chepi kpenuTyBaHHS CTOPOHH MOXYTh
BHU3HAYUTH J0JaTKOBO y [HnMBiMyanbHil yactuHi JloroBopy.

4.3.2.4. Term, conditions, procedure for provision or sale of
Services/Goods, the quality of the Goods/provided Services
or the return/exchange of low-quality Goods are established
by a separate agreement between the Borrower and the
Counterparty/Seller, respectively; the Bank is not
responsible for low-quality Services or low-quality Goods
that were sold to the Borrower, or for the procedure of
return/exchange of Goods, etc.

4.3.2.5. In order to promote and raise awareness about the
financial services provided by the Bank, to disseminate
information about the Bank, the Bank may grant the right to
use the mark free of charge for the Bank's goods and services
or other copyrights of the Bank. The graphic image of the
mark, conditions, term, territory and procedure for using the
mark for the Bank's goods and services, as well as other
copyrights of the Bank, are determined in the approval letter
provided by the Bank to the Seller/Counterparty.

4.3.2.6. Other specifics regarding the procedure and
conditions of cooperation between the Parties under the
Agreement on cooperation in the field of lending, the Parties
may determine additionally in the Individual part of the
Agreement.

43.3. YMOBU B3AEMOPO3PAXYHKIB CTOPIH.
4.3.3.1. loroBip Moxe OyTH ormaTHUM a00 0€30TIIaTHUM.
4.3.3.2. Y pasi, sxmaro CTOpoHN BU3HAYIIN B [HAMBIMyabHIN
yacthuHi JloroBopy yMOBM IOJO0 TOPSAKY Ta YMOB
B3a€MOpO3paxyHKiB 3a JloroBopoMm, To Takuid [loroBip €
OILUTaTHUM.

433. TERMS OF MUTUAL SETTLEMENTS
BETWEEN THE PARTIES

4.3.3.1. The Agreement may be paid or free of charge.
4.3.3.2. If the Parties have defined in the Individual part of
the Agreement the terms for the procedure and conditions of
mutual settlements under the Agreement, then such
Agreement is paid.

4.3.4. IIPABA, OBOB’SA3KHA TA BIAIIOBIJTAJIBHICTbD
CTOPIH.

Kpim mpaB, 000B’s3kiB Ta BigmoimambHOCTI CTOpIiH,
BU3HAYCHMX [HOUBIAyanbpHOIO dYacThHOW JloroBopy Ta
po3aisiom «3. ITPABA, OBOB’ 43K TA

BIATIOBIJAJIBHICTB CTOPIH (BAI'AJIBHI)» 3aranbaux
YmoB, CTOpOHH TaKOX JOMOBMIJIHCH TIPO HACTYITHE:

4.3.4.1. IIponaBeus/KonTpareHT 3000B’A3y€THCA:
4.3.4.1.1. BuxkoHyBaT YMOBH CIiBPOOITHHIITBA, BHU3HAYEHI
InpuBinyansHO0 dactuHOl JloroBopy Ta IlyOmiunoro
yacTuHOO Jlorosopy.

4.3.4.1.2. BuxkoHyBaTH yMOBH B3a€MOpoO3paxyHKiB CTOpiH,
SKIIO Taki BU3HaueHi JloroBopom.

4.3.4.1.3. HanmaBatu Ilo3nuanpHUKaM peKOMEHAAIlT II0J0
3BepHEHHSs 10 banky 3 MeToro otpumanHs Kpeaury.
4.3.4.1.4. 3a monepeaHiM MUCHMOBHM IOTOKEHHSIM baHKy
PO3MIIIYBaTH B MiCIISIX, JOCTYITHUX JUIS OTJISILY, PEKJIaMHi Ta
iHpopMmaliiiHi MaTepianu baHky 3 MUTaHb KPeJUTYBaHHSI.
4.3.4.15. 3nilicHioBaTH PO3paxyHOK BapTOCTI
[locayr/ToBapiB Ta HamaBaTh Ilo3MyanbHUKY  HaJICKHUM
YHUHOM O(OPMIICHHI PaxXyHOK JUISI MOXKIIMBOCTI OTPUMAaHHS
[osnuansHukoM pimenHs banky npo orpumanns Kpeaury.
4.3.4.1.6. HanaBatu [locmyru Ilo3nuanbHUKY BiAOBITHO 10
periiaMeHTiB, TEXHIYHMX YMOB Ta IPaBHJ, BCTAHOBICHHX
YUHHUM  3aKOHOJAaBCTBOM  JUIS  BIJIIOBITHOTO  BUJY
[locayr/ToBapy, 30KpemMa i3  BpaxyBaHHSM  BHUMOT
3aKOHOJIABCTBA MPO 3aXUCT MPAB CIIOKHBAYIB.

4.3.4. RIGHTS, OBLIGATIONS
RESPONSIBILITY OF THE PARTIES
Except for the rights, obligations and responsibilities of the
Parties defined by the Individual part of the Agreement and
Section 3. RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES (GENERAL) of the
General Conditions, the Parties have also agreed on the
following:

4.3.4.1. The Seller/Counterparty shall undertake to:
4.3.4.1.1. Fulfill the terms of cooperation defined by the
Individual part of the Agreement and the Public part of the
Agreement.

4.3.4.1.2. Fulfill the terms of mutual settlements of the
Parties, if such are defined by the Agreement.

4.3.4.1.3. Provide Borrowers with recommendations on how
to apply to the Bank in order to obtain a Loan.

4.3.4.1.4. Upon prior written agreement of the Bank, place
advertising and informational materials of the Bank
regarding lending in places accessible for familiarization.
4.3.4.1.5. Calculate the cost of Services/Goods and provide
the Borrower with a properly executed invoice so that the
Borrower can receive a bank decision on obtaining a loan.
4.3.4.1.6. Provide Services to the Borrower in accordance
with the regulations, technical conditions and rules
established by the current legislation for the relevant type of
Service/Goods, in particular, taking into account the
requirements of the legislation on consumer protection.

AND




4.3.4.1.7. Konrpareut/[Iponasers 30008’ I3yETHCS HATICKHIM
YHHOM KOMYHIKyBaTH 3 Ilo3uuanbHuUKOM, 30KpeMa y pasi
NUCBMOBMX YW YCHHX 3BepHEHb [lo3WYajbHHKA JIO
Konutparenra/IIpogaBiit 3 METOO BHPIIICHHS IPOOJIEMHHUX
NUTaHb B paMKax JOTpUMaHHS mpaB [lo3uuanbHUKA SK
CIHOXHMBaYa 3TiIHO 13 3aKOHOAABCTBOM.

4.3.4.1.8. KontpareHT 3000B’S3aHHI OTPUMYBATH JIHCT-
MOTO/DKEHHS BiJ BaHKy 100 MOMJIHMBOCTI BUKOPUCTAHHSI
rpagiqHoro 300pakeHHs] ToBapHOTO 3HaKy baHky abo iHIINX
aBTOPCHKUX NpaB baHky.

4.3.4.2. IlponaBenn/KoHTpareHT Mae npagpo:

4.3.4.2.1. Otrpumatu Bin baHkKy pekiamMHO-iH(oOpMaiiHi
Marepiaiy LIOAO0 MOCIYr 3 KPeAWTYBaHHSI, SKi HaJAIOThCS
Bankowm, skmio ne BU3HAueHO I[HAMBIAYadbHOIO YaCTHHOIO

Horosopy.

4.3.4.3. Bank 3000B’A3y€eThCA:

4.3.4.3.1. BukoHyBaTH YMOBHU CIiBPOOITHHUIITBA, BU3HAYCHI
InnuBinyansHO wactuHOW JloroBopy Ta/abo IlyOmivnOorO
yacTuHO JloroBopy.

4.3.4.3.2. BukoHyBaTH YMOBH B3aeMOpo3paxyHKiB CTOpiH,
SIKIIO TaKi BU3Ha4eHI [HIUBIMyanpHO0O YacTHHOK J[oroBopy
ta/abo I[1yomiunoro yacTuHOMO JloroBopy.

4.3.4.4. Bank mae npaBo:

4.3.4.4.1. CamocTiiiHO BH3HA4YaTH yMOBH, Ha sikux Kpeaut
Moxke OyTH HajaHui [lo3nyansHuKY.

4.3.4.4.2 Po3rnsamatn  3asBKH Ha  Bumady Kpenutis
IMo3uvansuukaM aast npundands ToBapiB ta/abo TTocayr ta
HagaBatu [losnyaneHukam Kpeautu, 3a yMOBH AOCTaTHHOI
IaTOCIPOMOXKHOCTI [lo3nyanbHuKka Ta y BiATOBIZHOCTI 10
YMOB, BHU3HAYE€HUX KPEIUTHOI TOJITHKOI Ta BHYTPIIIHIMA
MIOJIOKEHHAMU baHKy.

4.3.4.4.3.BinmoButu [lo3nyansuuky B HamganHi Kpenuty 0e3
NOSICHEHHS IPUYMH BiJIMOBH.

43.4.44. YV pa3i BusBieHHsS (akTiB HOPYLIEHHS YMOB
JloroBopy, a TakKOXX BCTAHOBJICHHS  HEBIJIOBITHOCTI
IIponasus/KonTparenra Ta/abo WOTO MpariiBHUKIB BUMOTaM
3akoHOJaBCcTBa, 1IbOro JloroBOpy Ta BHYTPIIIHIX IOJIOKEHb
banky mnpunuauTH  chmiBnpamo 3 [lpomaBuem B
OJTHOCTOPOHHBOMY  TOPSAKY, HampaBuBIIM  [IpojaBiro
MICHMOBE MOB1IOMJICHHS NPO po3ipBaHHs [orosopy.
4.3.4.4.5. Buocuru 3Minu a0 [ly0mniunoi yactunu Jorosopy
(3aranpHuX YMOB) Yy TMOPSAAKY, BH3HAYCHOMY PO3JLIOM
«143MIHA TA  PO3IPBAHHA  JJOI'OBOPY  /
3AT'AJIBHUX YMOBy 3aranbaux YMoB.

4.3.4.5. BignosinanabHicTs CTOpiH:

BigmoBiganeHicts CTOpiH BU3HA4a€eThCS [HIUBIAYyanbHOIO
yactuHoto [lorosopy, posninom «3. IIPABA, OBOB’A3KU1
TA BIANOBIJAJIBHICTb CTOPIH  (3ATAJIbHI)»
3aranpHEX YMOB Ta 3aKOHOJIaBCTBOM.

4.3.4.5.1. 3a HeBUKOHaHHS a00 HEHaJIE)KHE BUKOHAHHS CBOIX
3000B’s13aHb ojfHi€et0 13 CTOpiH, ependaueHux JloroBopom ta
3akoHOmaBCTBOM, BHMHHA CTOpOHA HECE BIAMOBIAAILHICTH
3rigHo 3 ymMmoBamu JloroBopy Ta 3aKOHO/IaBCTBOM.

4.3.4.5.2. CtopoHa, sika mopymmnia 3000B’A3aHHS, B3STI Ha
cebe 3a JloroBopom, MOBHHHA YCYHYTH IIi MOPYIICHHS B
HalKOPOTILIUH CTPOK.

4.3.4.1.7. The Counterparty/Seller shall undertake to
communicate properly with the Borrower, in particular in the
case of written or oral appeals of the Borrower to the
Counterparty/Seller in order to resolve problematic issues
within the framework of compliance with the rights of the
Borrower as a consumer in accordance with the Legislation.
4.3.4.1.8. The Counterparty shall undertake to receive an
approval letter from the Bank regarding the possibility of
using a graphic image of the Bank's trademark or other
copyrights of the Bank.

4.3.4.2. The Seller/Counterparty shall have the right to:
4.3.4.2.1. Receive advertising and informational materials
from the Bank regarding lending services provided by the
Bank, if this is determined by the Individual part of the
Agreement.

4.3.4.3. The Bank shall undertake to:

4.3.4.3.1. Fulfill the terms of cooperation defined by the
Individual part of the Agreement and/or the Public part of the
Agreement.

4.3.4.3.2. Fulfill the terms of mutual settlements of the
Parties, if they are determined by the Individual part of the
Agreement and/or the Public part of the Agreement.

4.3.4.4. The Bank shall have the right to:

4.3.4.4.1. Independently determine the conditions under
which the Loan can be granted to the Borrower.

4.3.4.4.2. Consider applications for Loans to Borrowers for
the purchase of Goods and/or Services and provide Loans to
Borrowers, provided that the Borrower is sufficiently solvent
and in accordance with the conditions defined by the credit
policy and internal regulations of the Bank.

4.3.4.4.3. Refuse to give the Borrower a loan without
explaining the reasons for the refusal.

4.3.4.4.4. Terminate cooperation with the Seller unilaterally
by sending the Seller a written notice of termination of the
Agreement, in case of violations of the terms of the
Agreement, as well as establishing non-compliance of the
Seller/Counterparty and/or his employees with the
requirements of the Legislation, this Agreement and internal
provisions of the Bank.

4.3.4.4.5. Make changes to the Public part of the Agreement
(General Conditions) in accordance with the procedure
defined in Section 14. AMENDMENTS AND
TERMINATION OF THE AGREEMENT/GENERAL
TERMS AND CONDITIONS of the General Conditions.
4.3.4.5. Liability of the Parties:

Liability of the Parties is determined by the Individual part
of the Agreement, Section 3. RIGHTS, OBLIGATIONS
AND LIABILITY OF THE PARTIES (GENERAL) of the
General Conditions and Legislation.

4.3.45.1. For failure or improper fulfillment of its
obligations by one of the Parties stipulated by the Agreement
and Legislation the guilty Party shall be responsible in
accordance with the terms of the Agreement and Legislation
4.3.4.5.2. The Party in default of obligations hereunder shall
be obliged to remedy such violations as soon as possible.
4.3.4.5.3. In case of violation of the terms of performance of
monetary obligations by the Party, which has such




4.3.4.5.3. Y BunajKy HOpyIICHHS YMOB BUKOHAHHS IPOIIOBUX
3000B's13aHp CTOPOHOIO, HA SAKiH JIe)KaTh Taki 3000B’sA3aHHS 1
KO Taki 3000B’s3aHHS TependadeHi [HIWBiMyanpHOIO
gactuHOoo  JloroBopy, Taka CropoHa  3000B’s3aHa
BimmkoayBatn iHmiA CTOpoHI 30WTKH, 3aBJaHl TaKUM
NOPYLICHHSIM Ta CIUIATUTH TEHI0 Yy PO3Mipi MNOABIHHOI
o0mikoBoi craBku HamionamsHOTO 6aHKY YKpaiHu, IO Aisiia
y TIepioI, 3a SIKUH CIIagy€eThCS ITEHsI, BiZl CyMH HE BUKOHAHOTO
TPOILIOBOTO 3000B’I3aHHS, 38 KOKHUH JIeHb IOPYILIEHHS YMOB
BHKOHAHHS TPOIIOBUX 3000B’ 13aHb.

4.3.45.4. Cmnara mrpadHux caHkiiii (meHi/mrpady) He
3BiIbHI€ CTOPOHM BijJi BUKOHAHHS JIOTOBIPHUX 3000B’s3aHb.
Kpim Toro, CTopoHH MarOTh NpaBO JOJATKOBO BHUMAaratu
BIJIIIIKOTyBaHHS y MOBHOMY 00CsI31 30MTKIB 3aBJaHUX OJIHA
ONIHIW, CyMa SKUX BH3HAuYaeThcs 3a 3rojaoro CropiH abo
pilICHHSIM CyAy.

43455, Koxuna i3 CropiH Hece BIANOBIIANBHICT 3a
HOPYIICHHS Horosopy, BUKJIMKaHi HaBMHUCHUMHU,
HeoOepe:KHUMH a00 HEKOMITETEHTHUMH JTiSIMU X TIepCOHAIY.
4.3.5. CTPOK JIi IOTOBOPY TA MOPSJIOK MOI'0
PO3IPBAHHSI.

4.3.5.1. Crpok aii [loroBopy BU3Ha4aeThcs [HIMBITyaTbHOIO
yactuHOlO  JloroBopy. 3a  BIiACYTHOCTI  IHCBMOBOTO
noBiomieHHss CTOpoHHU TIpo HaMip poszipBatu JloroBip He
Mi3Hile, HDK 3a 15 KaleHIapHUX AHIB J0 JaTH PO3ipBaHHSI
JoroBopy #oro Aist IpOJOBKYETbCSI Ha aHAIOTIYHUAHN MEPiOI.
Jomyckaerbest  OaraTtopa3oBe MPOIOBXKEHHS CTPOKY i
Horosopy.

4.3.5.2. JloroBip Moxe OyTH po3ipBaHMii 3a 3ro0r0 CTOpiH
abo 3 iHimiaTuBH OyAb-1k0i CTOPOHU B OJHOCTOPOHHBOMY
HOPSAAKY NUISXOM HAJCWIAHHSA BIAMOBIAHOTO IHCHMOBOTO
noBijiomyeHHss oxHiero CropoHor iHmid Croponi 3a 15
KaJICHIAPHMX JIHIB JI0 JaTH PO3ipBaHHS.

4.3.53. [HimiroBaHHS po3ipBaHHS Horosopy
[ponaBuem/KoHTpareHTOM MOXKIIMBE 32 YMOBH BiICYyTHOCTI Y
[ponasus/Kontparenra 3aboproBaHocTi mepen bankom 3a
Horosopom.

4.3.5.4. Pozipsanns [oroBopy He 3BuibHS€ CTOPOHH BifJ
000B’SI3Ky CIUIATUTH 3a00PrOBaHICTh, 1[0 BUHUKJIIA TPOTITOM
cTpoky aii JloroBopy B OBHOMY 00Cs3i.

4.3.5.5. 3akiHueHHs cTpoky Aii JloroBopy He 3BilbHSE
CropoHUW BiJi BHKOHAaHHS BCix mependaueHux JloroBopom
3000B’s13aHb Ta BiJ BIANOBIAAJBbHOCTI 3a HEBUKOHAHHS YU
HEHaJIe)KHE BUKOHAHHS 3000B’s13aHb B nepiof aii Jlorosopy.
4.3.5.6. [liz JloroBopy nmpunMHSETHCS Y pasi JikBinamii banky
uyn [Iponasus/Konrparenra, a 3abopropanicts 1o Jlorosopy
CIUIa4y€ThCsl IXHIMU PABOHACTYIHUKAaMH (Y pa3i HassBHOCTI).

obligations, and if such obligations are provided for in the
Individual part of the Agreement, such Party is obliged to
compensate the other Party for losses caused by such
violation and pay a penalty in the amount of double discount
rate of the National Bank of Ukraine, which was in effect
during the period for which the penalty is paid, from the
amount of the unpaid monetary obligation, for each day of
violation of the terms of performance of monetary
obligations.

4.3.45.4. Payment of penalties (interest/fine) does not
release the Parties from fulfilling their contractual
obligations. In addition, the Parties have the right to
additionally demand full compensation for losses caused to
each other, the amount of which is determined by agreement
of the Parties or a court decision.

4.3.4.5.5. Each of the Parties is responsible for violations of
the Agreement caused by intentional, careless or
incompetent actions of their personnel.

435. TERM OF THE AGREEMENT AND
TERMINATION

4.3.5.1. The term of the Agreement is determined in the
Individual part thereof. In the absence of written notice of the
Party's intention to terminate the Agreement no later than 15
calendar days before the termination date of the Agreement,
its term is extended for the same period. Multiple extensions
of the Agreement term are allowed.

4.3.5.2. The Agreement may be terminated upon the
agreement of the Parties or the initiative of any Party
unilaterally by sending a corresponding written notice by one
Party to the other Party not later than 15 calendar days before
the termination date.

4.3.5.3. Initiation of termination of the Agreement by the
Seller/Counterparty is possible if the Seller/Counterparty
does not have any debt to the Bank under the Agreement.
4.3.5.4. Termination of the Agreement does not release the
Parties from the obligation to pay the debt incurred during
the term of the Agreement in full.

4.3.5.5. The expiration of the Agreement does not release the
Parties from fulfilling all obligations stipulated in the
Agreement and from liability for failure or improper
fulfillment of obligations during the term of the Agreement.
4.3.5.6. The Agreement is terminated in the event of
liquidation of the Bank or Seller/Counterparty, and the debt
under the Agreement is paid by their legal successors (if

any).

ITS

5. BUKOPUCTAHHSA KBAJII®IKOBAHOI'O

5. USE OF QUALIFIED ELECTRONIC SIGNATURE

EJJEKTPOHHOI'O IANUCY
Tepminn Ta moHATT: Terms and definitions:
KEIl - ynockoHanenwii enektponHuid minnue, skwid | QES is an advanced electronic signature that is created using

CTBOPIOETHCSI 3 BUKOPHCTAHHAM 3aco0y KBalli(hikoBaHOTO
EJIEKTPOHHOTO TMiJnucy 1 0a3yeThcsi Ha KBamiikoBaHOMY
cepTUdIKaTi BIAKPUTOTO KITFOYA.

5.1. llnsxom mignucanHs  Croponamu  JloroBopy,
InpuBigyanbHa YacTHHA SIKOTO  MICTHTh  YMOBH  IIPO
BukopuctanHs KEII ta 3a ymoBu, mo CrtopoHamMu He

a qualified electronic signature tool and is based on a
qualified public key certificate.

5.1. By signing the Agreement, the Individual part of which
contains the conditions for the use of QES and provided that




yKIagaBcs ~ okpemmii  JIOTOBip  TPO  ENEKTPOHHUI
JOKyMeHT000ir, CTOpOHU TOMOBHIIMCS PO HACTYIIHE:

5.1.1. Ipotsrom mii JloroBopy akTu mpuUHAMaHHS-TIEpeaadi
HaJaHUX IOCIYT/TOBApY, paxyHKH-(aKTypH, HaKJIaJHI Ha
3HSTTS 3 BIJNOBIATBHOTO 30epiraHHs, BUAATKOBI HAKIIAIHI,
aKTH MIPO aHYJIIOBaHHS TOKYMEHTA, PaXyHKH, aKTH, II0aTKOBI
HaKJagHI 3a pobotw, mociuyrd abo ToBapH, mependadeHi
HoroopoMm, HamaroThcsi iHIIK CTOpOHI B €IEKTPOHHOMY
BUTTIAAL, 3 HakiagaHaaM Ha gokymeHT KEII ynoBHOBaxeHHX
oci6 CTopoHwu, Ta BiAIpaBICHAAM €JIEKTPOHHUX IOKYMEHTIB Y
cepenosuii mporpamaoro 3ade3nedenns «BUACHO» Ta/abo
«ME]/lok», 3a yMOBHM, III0 BOHHM CKJIQJCHI 3TiJIHO BHUMOT
3aKOHOJaBCTBA MPO EIIEKTPOHHI JAOKYMEHTH, EICKTPOHHHM
JIOKYMEHTOOOIT Ta e1eKTPOHHNHN UPPOBHUIL ITiIITHC.

5.1.2. VYV pa3i HeoOXigHOCTi, 3a3HaueHi y myHKTi 5.1.1.
3aranpHUX YMOB JOKYMEHTH MOXYTh CKJIaJaTUCh Ta
HamaBatuch iHmiH CtopoHi y mamepoBiii Qopmi 3
JOTPUMaHHAM BUMOTI 3aKOHOZABCTBA.

5.1.3. Ilignucanusm J[loroBopy CTOpOHH MOTOAWIUCS Ta
B3aeMHO Bu3Hamu, o KEII Mae Taky camy IOpUAUYHYy CUITY,
K 1 BIIACHOPYYHUHM MIMUC, Ta MAa€ TMPE3YyMIIIII0 HOTO
BIJIMOBIAHOCTI BJIACHOPYYHOMY MIiJNHCY, 32 YMOBH, IO
NOPSIOK  CKJIAJAHHS, TOTO/DKEHHS Ta  3aTBEPKEHHS
JIOKYMEHTIB €IIEKTPOHHUM ITiIMTACOM BIiJIOBIJITa€ BHMOTaM
3aKOHOJaBCTBA, 30KpeMa MOPSAKY CKIaJaHHS, MTOTOKEHHS
Ta 3aTBEPHKECHHS IOKYMEHTIB Y TIallepOBOMY BUTJISIIL.

5.1.4. OOMiH eNeKTpPOHHUMH JOKyMeHTaMu Mixk CTopoHaMH
3MIACHIOETHCS 3 YpaxyBaHHSIM BUMOT 3aKOHOIABCTBA B cepi
3aro0iraHHs Ta MPOTHIIT Jeramizallii (BIAMHBaHHIO) JOXO/IIB,
OJIEpXKAHUX  3JIOYMHHUM ILUIIXOM, Ta (hiHAaHCYBaHHIO
TepopusMy, 3akoHy VYkpaimm «lIpo emexTponHHi mOBipUi
nociyrn», 3akony Ykpainu «[Ipo enexTpoHHi JOKYMEHTH Ta
€JIEKTPOHHUH JIOKYMEHTOO0Ir».

5.1.5. CTtopoHH MOMOBWIJIHCS, IO EJIEKTPOHHI JTOKYMEHTH,
BIJIIPABIIEHI IO CHCTEMi EIEKTPOHHOTO JOKYMEHTOOOIrYy,
sacBigueHi KEIT CtopoHu, MaroTh MOBHY IOPUAWYHY CHUIY,
MOPOKYIOTh IpaBa Ta 000B's3ku aisi CTOpiH, MOXYTb OyTH
OpEeACTaBIeHl 10 Cyly B SKOCTI HaJEXHUX JMJOKa3iB Ta
BU3HAIOTHCS PIBHO3HAYHUMH JIOKYMEHTaM, IO CKIIAJal0ThCs
Ha mamnepoBoMy  HocieBi. IligTBep/pkeHHs — mepeaadi
JIOKYMEHTIB TI0 CHCTeMi EeIEeKTPOHHOTO JOKYMEHTOOOITy
(BiAmIpaBNeHHS, OTPUMAHHS, TOIIO) BBAXKAETHCS JICTITHMHUM
MiATBEP/DKEHHSIM  (DAaKTUYHOTO TpPUHOMY-TIepefadi  TaKHxX
JOKYMEHTIB YIIOBHOBa>KeHUMHU ocobamu CTOpiH 1 He BUMArae
JOJaTKOBOTO JI0Ka3yBaHHS.

5.1.6. Y BumajKy KOMIIpPOMETAIlii O0COOMCTOr0 KJIo4a
miAnucyBaya, CKacyBaHHs M OJOKyBaHHS Horo ceprudikarta
KITF0Ya OCTaHHi! 3000B’13aHNH HEBIIKIJIATHO ITOBIIOMUTH IIPO
e OTpUMYyBaya.

the Parties have not concluded a separate E-document
Circulation Agreement, the Parties have agreed as follows:
5.1.1. During the validity of the Agreement, the acts of
acceptance-transfer of services/goods, invoices, waybills for
removal from responsible storage, delivery notes, acts of
withdrawal of documents, bills, acts, tax invoices for the
works, services or goods envisaged in the Agreement shall
be provided to the other Party electronically, with QES of the
authorized persons of the Party on the document, and sending
electronic documents in the software environment
"TIMELY" and / or "MEDOK", provided that they are made
in accordance with the requirements of the Legislation about
electronic documents, electronic document circulation and
electronic digital signature.

5.1.2. If necessary, the documents referred to in clause 5.1.1.
of the General Conditions may be drawn up and submitted to
the other Party in hard copy in compliance with the
requirements of the Legislation.

5.1.3. By signing the Agreement, the Parties agreed and
mutually acknowledged that QES has the same legal force as
a handwritten signature and has the presumption of its
correspondence with a handwritten signature, provided that
the procedure for drafting, approving and adopting
documents by electronic signature meets the requirements of
the Legislation, including drafting and approval of paper
documents.

5.1.4. Exchange of electronic documents between the Parties
is carried out in accordance with the requirements of the
Legislation in the field of prevention and counteraction to the
legalization (laundering) of proceeds from crime and terrorist
financing, the Law of Ukraine "On Electronic Trust
Services", the Law of Ukraine "On Electronic Documents
and Electronic Document Circulation”.

5.1.5. The Parties have agreed that electronic documents sent
through the electronic document circulation system certified
by QES of the Party have full legal force, create rights and
obligations for the Parties, can be presented in court as proper
evidence and recognized as equivalent to the documents,
made on paper. Confirmation of the transmission of
documents through the electronic document circulation
system (sending, receiving, etc.) is considered to be a
legitimate confirmation of the actual receipt and transmission
of such documents by the authorized persons of the Parties
and does not require additional proof.

5.1.6. In case of compromise of the personal key of the
signer, cancellation or blocking of his key certificate, the
latter is obliged to immediately inform the recipient thereof.

6. BAJIFOTHI 3BACTEPEXKEHHS

6. CURRENCY WARNINGS

6.1. IImarexi mono BukoHaHHS CTOpoHaMH OOpProBUX
3000B’s13aHb MalOTh OyTH 3aificHeHi CTOpOHaMH y BallOTi
OoproBux 3000B’s3aHP B TOPSJIKY Ta Ha YMOBax,
BCTaHOBJIEHUX J[OrOBOPOM.

6.2. IHmmi uratexi 3a JloroBopoM misaraoTh BUKOHAHHIO
y BaMOTI YKpaiHu (IPUBHSX), BUXOJSTYU 3 BATIOTHOTO KypCy
HBY Ta/abo inmoro noromkenoro CTopoHaMu Kypey Ha JIeHb

6.1. Debt payments by the Parties shall be made by the
Parties in the currency of the obligations in accordance with
the terms and conditions established by the Agreement.

6.2. Other payments under the Agreement are subject to
execution in the currency of Ukraine (hryvnia) based on the
NBU exchange rate and/or other exchange rate agreed by the
Parties on the day of execution (payment). The party is not




BuKkoHaHHs (cruiatu). CtopoHa He 3000B’sA3aHA TPUUMATH
BUKOHaHHS OOproBux 3000B’s3aHb B BAIIOTI 1HIIIH, HDK
Bm3HaueHa JloroBopom. BimmoBa CTOpoHM Bim MpUHAHSATTS
BUKOHAHHS OOpProBHX 3000B’S3aHb B BaIOTI IHIIHN, HIX
nepenbaueHo JloroBopoM, HE MOXE pO3IISAaTHCA —AK
CIpUSIHHA 30UMbIICHHIO 30MTKIB uepe3 MPOCTPOUYCHHS
BUKOHAHHS 3000B’A3aHb.

obliged to accept debt obligations in a currency other than
that specified in the Agreement. A Party's refusal to accept a
debt obligation in a currency other than that specified in the
Agreement may not be regarded as contributing to an
increase in losses due to delay in fulfilment of obligations.

7. IOTI'OBIPHE CIIMCAHHSA

7. CONTRACTUAL DEBITING

7.1. NlpaBo Bbanky Ha [loroBipHe cmucaHHsl KOIWITIiB 3
paxynkiB Koutparenra. Y BHIaaKy HAcCTaHHS CTPOKY
crutat KonTtparearom banky 60prosux 30008’ 43aHb, KOMICii,
BiJIIKOyBaHHS BUTpaT a0o iHmoi omiatu 3a JloroBopom
Ta/ab0 HAcTaHHS CTPOKY BHKOHAaHHS IHIIMX OOProBHX
3000B’s3aHp (AK JMdiF0YMX 3000B’s3aHh TaK 1 MailOyTHIX
3000B’s13aHp) KonTparenta mepen bankom 3a JloroBopom
Ta/ab0 OyIb-KUM 1HIIUM JIOTOBOPOM, SIKMH YKJIaJICHO MiXK
Kontparentom T1a bankoM (B TOMy 4YHCIi KpPEOIUTHUM
JIOTOBOPOM, IOTOBOPOM CTPAaxXyBaHHS, 1HIIIMM JOTOBOPOM PO
Ha/laHHsI OaHKIBCHKUX TIOCIYT), a TAKOX Y 1HIIMX BUIMAAKaX Ta
B TMOpsAAKy, wmo mnepeabadeHi JoroBopom Ta/abo iHIINM
JIOTOBOpOM,  ykmameHoro Mk CropoHamm — Ta/abo
3akoHomaBcTBOM, KoHTpareHT mnmM Oe33amepedyHo Ta
0E3BIAKIMYHO HAJa€ 3rofly Ta Aopydyae banky 3milicHioBaTH
JorosipHe cricaHHs B po3Mipi, HEOOXiTHOMY AJIsSI BAKOHAHHS
Takux OOproBux 3000B’s3aHb, a TaKOX CTpPaxoBe
BiJIIIKOTyBaHHS 32 IOTOBOPOM CTpaxyBaHHs 3a SKUMHU baHk
BUCTya€ BUTONOHA0yBaueM, 3 OyIp-SIKOTO PaxyHKY
Kontparenra Ha BuOip banky, ski Bigkputi Ta/abo OyayTh
Binkputi Kontparentom B baHKy, Ta HampaBUTH CHHCaHi
TaKUM YHHOM TpOIIOBI KomTH KOHTpareHTa B paxyHOK
BUKOHAHHS HOTO OOproBHUX 3000B’sA3aHb mepe]; baHkoM.

Bci inmmi ocobmuBocTi J{oToBipHOTO CITMCaHHS Ta MJIATIKHUX
MOCIyr BU3HA4aThcss CTOpOHAMHU TOTOBOpaMH, Ha ITiJICTaBl
akux Oyio Biakputo Kontparenty paxyHnku y banky.

7.2. JloroBipHe cnucaHHs y BHIAAKYy, SIKII0 BaJIOTa
PaxyHKy He BinmoBinae BajioTi 60proBoro 3000B’A3aHHS.
VY Bunazaky BifcyTHOCTI abo HemoctaTHOCTI y KoHTparenrta
KOIITIB HAa PaxXyHKY Yy BaJIOTi, HEOOXITHIN IS OTUIATH HOTO
0oproBux 3000B’s13aHb, baHk Mae MpaBo 3IHCHATH JIOTOBipHE
cnucaHHs KowTiB KoHTpareHTa y iHmi# BamroTi Ta
3apaxyBaTH CIIMCaHi TaKUM YMHOM TPOLIOBI  KOIITH
KoHntparenra B paxyHOK BHKOHaHHA HOro OOproBHX
3000B’s13aHb neper bBaHkoM 3a KypcoM, y OPSIZIKY Ta y Crocio,
BCTaHOBJICHOTO Y BiMOBIIHOMY JOTOBOPIi, YKJIaJIEeHOTO MiX
Croponamu, Ha mifacraBi sikoro Biakpuro Konrtparenty
paxyHoOK y baHKky.

7.3. HeBukopucranus bankom #oro mpaBa Ha JlorosipHe
COHMCaHHs KOWTIB 3 paxyHkiB KoHTpareHTa He 3BUIBHSE
KonTtparenra BiJ BiIOBiAaIbHOCTI 3a MOPYIIEHHST OOPrOBUX
3000B’sI3aHb Ta BiJ] CIUIATH HEYCTONKH 32 TaKe MOPYIIECHHSI.
7.4. 3rona KontparenTa Ha J/loroBipHe CIHCaHHS HAJIA€ThCS
Konrtparenrom y nary yknagenHs Jlorosopy. 3 MOMEHTY
yknanennss Croponamu JloroBopy Bci Iiatexi, 3JiHCHeHI
baakom y mopsaky JloroBipHOTO CHHCaHHS, BBaXKAIOTHCS
akuentoBanuMu  KoHTpareHTom, ockinbku KoHTpareHT
HUISIXOM yKJaJieHHsM JloroBopy Hazmae 3roay Ha JloropipHe
CIMCAHHA Ta aKIENTYye Bci muaTexi 3 JIoroBipHOro CIMICAHHS.

7.1. Bank's right to Contractual debiting from
Counterparty's accounts. In the event of the maturity of
debt obligations, commission, reimbursement of expenses or
other payment under the Agreement of the Counterparty to
the Bank and/or the maturity of other debt obligations (both
current and future obligations) of the Counterparty to the
Bank under the Agreement and/or any other agreement
entered into between the Counterparty and the Bank
(including loan agreement, insurance contract, other banking
service contract), as well as in other cases and in the manner
provided by the Agreement and/or other agreement
concluded between the Parties and/or the Legislation, the
Bank acquires the right (but is not obligated), and the
Counterparty thereby indisputably and irrevocably consents
and instructs the Bank to carry out Contractual debiting funds
in the amount necessary to fulfill such debt obligations, as
well as insurance indemnity under the insurance contract
under which the Bank is the beneficiary, from any Account
of the Counterparty at the Bank's choice, which are opened
and/or will be opened by the Counterparty in the Bank, and
to send the written-off funds of the Counterparty towards
fulfillment of its debt obligations to the Bank.

All other features of the Contractual debiting and payment
services are determined by the Parties in the contracts based
on which the Counterparty's bank accounts were opened.
7.2.Contractual debiting in case the currency of the
account does not correspond to the currency of the debt
obligation. In case the Counterparty does not have or lacks
funds in the account in the currency necessary to pay its debt
obligations, the Bank has the right to Contractual debiting the
Counterparty's funds in another currency and to deduct the
Counterparty's funds written off towards the fulfillment of its
debt obligations to the Bank at the rate and in the manner
established in the relevant Agreement concluded between the
Parties, under which a Counterparty’s account is opened in
the Bank.

7.3. Non-use by the Bank of its right to Contractual debiting
funds from the Counterparty’s accounts does not exempt the
counterparty from liability for violation of debt obligations
and from paying a penalty for such violation.

7.4. The Counterparty's consent to the Contractual debiting
shall be provided by the Counterparty on the date of
concluding the Agreement/signing the Application. From the
moment the Parties conclude the Application/Agreement, all
payments made by the Bank under the Contractual debiting
shall be deemed accepted by the Counterparty, since the
Counterparty, by signing the Application and concluding the




Hanana takuM cnocobom 3roma TakoXX € 3roJi0l0 Mepen
BUKOHaHHAM baHkoM mepmioi muaTiKHOI omeparii, sKa
mepeaye 1HIMMUM TUIATDKHAM OTepallisM, sKi OB’ S3aHI MiX
00010 CIIJTFPHUMH O3HAaKaMH 1 BHKOHYIOThCS baHKOM Yy
nopsaKy JoroBipHoro cnucanHsl.

Agreement, agrees to the Contractual debiting and accepts all
payments from the Contractual debiting. The consent
provided in this way is also the consent before the Bank
performs the first payment transaction, which precedes other
payment transactions that are related to each other by
common features and are performed by the Bank in the
manner of the Contractual debiting.

8.MOBIJOMJIEHHS

8. NOTICE

8.1.  TloBigomuienns banky inmiit CTOpOHI, IO CTOCY€ETHCS
Konrtparenrie banky 1 He MICTUTh BIiIOMOCTEH, IO
CTaHOBJATh OaHKIBCBKY TaeEMHHIIO YH KOHQIIEHIIHHY
/xkomepiiiHy  iHpopmamiro KoHTpareHra, wmoxe OyTu
HampaBiieHO bankoM KoHTpareHTy uUISIXOM pO3MilEHHS
TaKOro TOBIIOMJIEHHA Yy Biamiieni banky Ta/abo Ha
Odinitnomy caiiti barky, Ta/abo B Oyap-sKoMy odimifHOMY
JPYKOBaHOMY BHJIAHHI, B SKOMY 3[ilCHIOETbCA odimiliHe
OTIPWJIIOAHEHHS 3aKOHIB Ta iHMMX akTiB BepxoBuoi Pamu
Ykpaiam Tta/abo aktiB [Ipesnmenta Ykpainu, Ta/ado MUIIXOM
HaNpaBJICHHs MOBiIOMJICHb IO €JEKTPOHHIM momTi abo mo
(hakcy.

8.2. Konrparent 3000B’I3YETHCA CaMOCTIHHO
O3HAMOMITIOBATHCS 3 IOBiMOMIIeHHsIME baHKy, siki oMy OyIio
HAIICJIAHO Y MOPSIKY, 110 BU3HAYCHO y MyHKTI 8.1. 3aranpHux
YMOB, ajie He piJIIie HiXK OJWH pa3 Ha MICSIb.

8.3.  Iumi moBimomineHHs, mo HampaBisie ogHa CTopoHa
iHmi# 3rigHo 3 JloroBopoM abo B XOai HOro BHKOHAHHS
(mapani — IloBimomuenHs), moBuHHI OyTHM odopMmieHI B
MUCHMOBIH (Ppopmi, YKpaiHCEKOI0 MOBOIO 200 YKPaiHCHKOIO 3
aHTTIACEKO0I0 MOBAMM OJHOYACHO, B 3aJIEKHOCTI SIK-OK0/-UMU
MOB-010/-amM# OyJi0 ykiaaeHo Jloroeip, i OynyTs BBaxKaTUCS
HalpaBJICHUMH HaJEKHUM YHMHOM, SIKIIO BOHM BiANpaBiIeHI
MOLITOBUM 3B’SI3KOM (PEKOMEHIIOBAHUM JIMCTOM, JIUCTOM 3
OTOJIONICHOIO IIIHHICTIO 3 ONMHCOM BKIQJCHHS a0 iHIIUM
JMCTOM, JOCTaBKa SKOro MoOXe OyTH JOKYMEHTaJbHO
miATBepKeHa), abo TocTaBiIeHi 0cooucTo ojHiek i3 CTopin
iHmid CTOpoHi UM Kyp’€PCHKOIO JIOCTABKOIO 332 BKA3aHHMH B
Horosopi  agpecamu/pexBizutamu  Cropin  JloroBopy,
HanpagJieHi mo akcy abo 3a mormomoroto cucremu «KiieHT-
bank»/iHII01 cucTeMH, SIKY BUKOPUCTOBYIOTH CTOPOHH, SIKIIIO
TaKa MOJIMBICTh Hiepe0adeHa yMOBaMH OKPEMOT'0O JIOTOBOPY
Mix bankom ta KoHTpareHTOM.

8.3.1. xmo y pexBizurax KoHTpareHTa 3a3Ha4eHO JIEKiTbKa
anpec, bank Hanmcunae IloBimomieHHS 3a aJpecoro, siKa
3HAYUTHCST HAa TepUTOpii YKpaiHu (32 BHHATKOM TEpUTOPIl
nposeneHHs OOC 1 THMYACOBO OKYIIOBAaHOI TEPUTOPIi).

8.4.  TloBimomJeHHs, SKi HaAICIaHI MOIITO a00 CITyK000
Kyp €PCBHKOT  JIOCTaBKH, BBAXKAETHCS OJIEP)KAHUM  1HIIIOIO
CropoHOI0 B JIeHb, 3a3HAUCHMH B KBHUTAHLII 4K I1HIIOMY
JOKYMEHTI 13 IITEMIIEIEM BiIIIICHHS TOIITOBOrO 3B’ 513Ky a00
Ciy)k0u Kyp’€pchbKoi JOCTaBKH, OTPUMAHHM BiIIPaBHUKOM
[oBigomienHs, po BianpasieHHs [loBimomneHHs.
TloBimomiieHHS, $KI HamiclaHl 3a JOIOMOIOK CHCTEMH
«Kmienr-bank» / iHIIOT cHWCTEMH, SIKy BHKOPHCTOBYIOTH
Croponn, 3a yMOBH, IO CHCTE€Ma MiATBEpAWIIA YCHIIIHICTh
JOCTaBIICHHS TaKOTo BiJIpaBJICHHS, BBaKAIOTHCS
OTPUMaHHMH Y JIaTy BianpasieHHs [10BioMIIeHHS.

8.1. The Bank’s notice to the other Party, regarding the
Bank’s Counterparties and does not contain information
constituting banking secrecy or confidential / commercial
information of the counterparty, may be sent by the Bank to
the counterparty by posting a notice in the Bank’s branch
and/or on the Bank’s official website and/or in any official
print media, in which the laws and other acts of the
Verkhovna Rada of Ukraine and/or acts of the President of
Ukraine are officially promulgated, and/or by sending
notices by e-mail or by fax.

8.2. The counterparty undertakes to independently
familiarize itself with the messages of the Bank that were
sent to it in the manner specified in clause 8.1. of the General
Conditions, but at least once a month.

8.3. Other notices sent by one Party to another under the
Agreement or during its implementation (hereinafter referred
to as the Notices) must be made in writing, in Ukrainian or
Ukrainian and English at the same time, depending on the
language(s) in which the agreement was concluded, and will
be considered to be sent properly if they are sent by post
(registered mail, letter of declared value with a list of
enclosures, or another letter, the delivery of which can be
documented), or delivered personally by one of the Parties to
the other Party or by courier delivery to the addresses/details
of the Parties to the Agreement specified in the Agreement,
sent by fax or using the Client-Bank system/other system
used by the Parties, if this is possible under the terms of a
separate agreement between the Bank and the Counterparty.
8.3.1. If several addresses are indicated in the details of the
Counterparty, the Bank sends a Message to the address
located in the territory of Ukraine (except for the territory of
the JFO and the temporarily occupied territory).

8.4. The messages sent by mail or courier delivery service
are considered to have been received by the other Party on
the day specified in the receipt or other document with the
postmark of the post office or courier delivery service
received by the sender of the message about sending the
message.

Messages sent using the client-bank system / other system
used by the Parties, provided that the system has confirmed
the success of such delivering, are considered received on the
date of sending the message.




8.5. IloBimomiieHHS, TOCTaBIICHI Tenerpadom, Mo TeleTailmy,
tenedakcy, ¢akcy, SKIIO IHIIE HE JAOMOBICHO MiXK
CropoHaMu, HOCATH TONIEPEIHIA XapaKTep 1 MOBUHHI OyTH B
MOTANTBIIIOMY HaITpaBjICHI BiIMOBITHO 0 BUMOT ITYHKTY 8.4.
3aranbHuX YMOB.

8.6. CtopoHu 3000B’s13aHi HEBIIKIAHO MOBIAOMIISATUA OJIUH
OTHOTO Tpo Oyab-siKi moxii, pakTH, ymymeHHs ab0 MOMIITKH,
SK1 € ICTOTHMMH JJI1 BIJHOCHMH MDK HHMH, Ta HEBIIKJIAIHO
HaJaBaTH BIANOBiAb Ha OyAb-Ki 3allUTH, M0 BOHU
HAJICHJIAIOTh OJHE OJHOMY CTOCOBHO TaKHX MOmiH, (hakTiB,
YIYIIeHb 200 TOMUJIOK.

8.7. IIpotsirom xii JloroBopy koxxHa CTOpOHA 3000B'I3YETHCS
HeraiHo moBigoMisITH iHITy CTOpPOHY Mpo MOsBY (akTy abo
0o0CcTaBWHM, IO CTAJH T¥ BiIOMHMH, SIKi MOXKYTbH ITPHBECTH JI0
HEeoOXiHOCTI 3MiHM YMOB J{oroBopy, mopyiieHHs: abo 3MiHH
3000B's13aHb, 3asiB abo rapantrii CTOpiH, BUKIAICHHUX Y
Jlorosopi.

8.5. Notices delivered by telegraph, teletype, fax, telefax,
unless otherwise agreed between the Parties, are preliminary
in nature and should be sent in accordance with the
requirements of clause 8.4. of the General Conditions.

8.6. The parties are obliged to immediately notify each other
of any events, facts, omissions or errors that are essential to
the relationship between them, and to provide an immediate
response to any requests, they send to each other regarding
such events, facts, omissions or errors.

8.7. During the term of the Agreement, each Party undertakes
to immediately inform the other Party of the occurrence of a
fact or circumstance that has become known to it, which may
lead to the need to amend the terms of the Agreement,
violation or change of the obligations, representations or
warranties of the Parties set forth in the Agreement.

9. KOH®IAEHUIAHICTb.
TAEMHULIS

BAHKIBCBKA

9. CONFIDENTIALITY. BANKING SECRECY

9.1.  Croponu 3000B’sI3yIOTbCS ~ 30epiraTi B MeEXKax,
BM3HAYCHUX 3aKOHOJABCTBOM, KOH(IiIEHIIIHICTH CTOCOBHO
3micty JloroBopy, a Takox Oynb-akoi iHpopMmarii Ta
BIJIOMOCTEH, 1110 HaAIOThCs KOXHIK 31 CTOpIH y 3B’S3KY 3
BUKOHAHHSIM J[oroBopy.

9.2. Bxkasana BHMOTa po HEPO3TOJIOIIEHHS
KOH(QiMeHIiHHOi  iHpOpMalii MOIUPIOETbCS HAa  BCIiX
cniBpoOiTHUKIB CTOpiH Ta 3alydyeHHX HUMH TpETiX ocio,
3aliTHAX TIPU BUKOHAHHI J[oroBOpy.

9.3. Bumora mnpo HEpO3ToJOMIEHHS KOH(iACHIIHHOT
iHdopMmallii, BKa3aHa BHIIE Jli€ TPOTATOM YChOTO CTPOKY il
JoroBopy, a TakoXX TPOTATOM 5-TW HACTYIIHUX POKIB 3
MOMEHTY NPHITMHEHHS HOTO ii.

9.4. CropoHn 3000B’SI3YIOTBCS ~ HANCKHUM  YHHOM
30epiratu Ta He po3royomryBatu iH(GOpPMAIlio, KA MICTUTh
0aHKIBCbKY TA€MHHMIIO, OTPUMaHy IIpH BHKOHAaHHI YMOB
Horoeopy. Ilepenaua takoi indopmarliii TpetiM ocobam, 3a
BUHATKOM YIIOBHOBRKEHMX OCIO 1 oprasizaiiiii, MOKJIuBa
JMIe 3 MUCbMOBOI 3roau iHmOI CTOpPOHHM, a TaKoX Yy
BUTIAJIKaX, NependadyeHnx 3aKOHOJAaBCTBOM YKpaiHU Ta/abo
HoroBopomM.

9.4.1. bank uwmm rapantye KoHTpareHTy 30epekeHHs
0aHKIBCHKOI TAEMHHUIII MO0 OIEpaIliid, MpoBeIeHnX bankom
BinoBiaHO 10 JloroBopy, BizoMmoctel nmpo KoHTtparenra, 1o
cramu Bimomi BaHky y 3B’s3Ky 3 ykmangenHsM Jlorosopy,
IHIIMX BiJOMOCTEH, IO CTAaHOBISATh OAHKIBCHKY TAEMHHIIO
BIIITOBIHO 710 3aKOHO/IaBCTBA.

9.4.2. KoHTpareHT po3yMmie, M0 He3Baxkarouu Ha 1. 9.4.1.
3aranpHux ~ YMoOB, bank  3000B’s3aHMI  PO3KpHUBATH
iHpopMaLilo, 110 CTaHOBUTh OaHKIBCBKY TAa€MHHUIIO, Ha
BUMOTH JIep)KaBHUX OpraHiB y BHIAJKax Ta B MOPSJIKY,
nepeaoaueHoMy 3akoHonaBcTBOM. Hisiki 30008’ s13aHHs baHky
B 3BSA3KYy 13 30epexeHHSIM OaHKiBCHKOI TaeMHHMII Ta
KoH]ieHiHOT iHdopMmarii, BukianeHi B JJorosopi abo B
IHIIMX J0ToBOpax (yrojax, MpOTOKoJNax, jucrax) baHky 3
KonTtparenTom, He pO3MOBCIOUKYIOTHCS HA BUIAIKH, KOJH
bank BuMmymieHM Ha CBI po3Ccya IepeaaBaTd TaKy
iHbopmallito  TpeTiM  ocobaMm  (BKIIIOYAIOYM  aJIBOKATIB,

9.1. The Parties undertake to keep confidential the content of
the Agreement, as well as any information and data provided
by each of the Parties in connection with the implementation
of the Agreement, within the limits established by the
Legislation.

9.2. The specified requirement of non-disclosure of
confidential information applies to all employees of the
Parties and third parties involved by them in the
implementation of the Agreement.

9.3. The requirement of non-disclosure of confidential
information specified above is valid for the entire duration of
the Agreement, as well as for the next 5 years from the date
of its termination.

9.4. The parties undertake to appropriately store and not
disclose information containing banking secrecy obtained in
fulfilling the terms of the Agreement. The transfer of such
information to third parties, with the exception of authorized
persons and organizations, is possible only with the written
consent of the other Party, as well as in cases provided by the
Legislation of Ukraine and/or the Agreement.

9.4.1. The Bank hereby guarantees the Counterparty to
maintain banking secrecy in transactions carried out by the
Bank in accordance with the Agreement, information about
the Counterparty that the Bank became aware in connection
with the conclusion of the Agreement, and other information
constituting banking secrecy in accordance with the
Legislation.

9.4.2 The Counterparty understands that despite clause 9.4.1.
of the General Conditions, the Bank is obliged to disclose
information constituting bank secrecy, upon the requests of
state authorities in cases and in the manner prescribed by
Legislation. No obligations of the Bank in connection with
the maintenance of bank secrecy and confidential
information set forth in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty shall apply to cases when the Bank is forced to
transfer such information to third parties (including lawyers,
factoring and debt collection companies, including the




(haKTOPHUHTOBI Ta KOJEKTOPCHKI KOMIIAHI,B TOMY YHCJIi
HaJaHHS KOHTPOJIOIOYMM opraHam iHdopmamii Ta ii
JOKyMEHTAJIFHOTO MiATBEP/UKEHHS CTOCOBHO BHKOHAHHS
bankoM BHWMOr MOAATKOBOTO 3aKOHOMABCTBA, TOIIO) IS
3axXHCTy CBOiX iHTepeciB Ta/ab0 y BUNAAKy MOPYIICHHS
KonTparentom cBoiX 000B’s3kiB 3a JloroBopoM mepen
baHKOM.

9.4.3. KontpareHT Hajae baHky J03BiT Ha PO3TOJIOIICHHS
0aHKiBCbKOI TaeMHHII Ta KOoHGiaeHUiiHOI iHpopMamii, 1o
MicTsaTeesi B JloroBopi abo B iHmUX moroBopax (yrozjax,
MmpoToKoJax, jaucrax) banky 3 Kontparenrom, abo iHImmm
YMHOM POOUTH iH(OpMaLito JOCTYIHOIO CBOIM MpaliBHUKAM,
KOMIIaHisiM, 3 sAKUMH baHk mepeOyBac B JOTOBIpHHX
BIIHOCHHAX, X MpaIliBHUKaM Ta 30BHINIHIM (FOPUIATHHM,
ayJUTOPCHKUM) KOHCYJNbTaHTaM B Till Mipi, B sKill 1€
HeoOXimHO as 3a0e3mneucHHS BUKOHaHHA JloroBopy abo
iHIIOTO ToTOBOPY MiXk CTOpOHaMH, a TAKOX 3 METOIO 3aXUCTY
npaB banky 3a JloroBopom Ta/abo iHIIMM AOTOBOPOM MIX
CropoHamu, 3IIMCHEHHSM TaKHX MpaB abd0 NPUMYCOBOTO
3abe3neyeHHs iXx BUKOHaHHA. Kpim Toro, bank mae mpaBo
30uparn, 30epiratv, BHKOPHCTOBYBATH Ta PO3TOJIOIIYBaTH
(po3kpuBaTi / mTomWMUpIOBaTH) y Oyap-KWid  crocio
inpopmanito mpo KoHTpareHTa, mo MICTUTh OaHKIBCBKY
Ta/ad0 KOMEpIiiiHY TaeMHUIIO, HACTYITHHUM oco0am: 01opo
KpEeIUTHUX 1CTOpil, KoprcTyBaueM sikoro(ux) € bank; ta/abo
ayauropy(am) Ta/abo ayauropchKiii(um) dipmi(am) mig yac
3miicHeHHS HUM(HM) ayIWTOPCHKOi MisUTIFHOCTI BiIHOCHO
banky Ta/abo  Koutparenra; Ta/abo  apxiBHiii(uM)
ycraHoBi(am), mo 3a0e3neuye(toTh) OOJIK Ta 30epiraHHs
MIOKYMEHTIB [utisi baHky; Ta/ab0 peWTHHTOBUM areHTCTBaM
Ta/abo (QiHaHCOBUM Ta/ab0 IOPUAMYHUM pagHUKAM /
KOHCYJIbTaHTaM JUIs Lined pedTuHryBanHs banky Ta/abo
Oyab-skoi 3 TmoOB’si3aHuX oci0 mogo banky; Ta/abo
MixHaponHoMmy(uMm) (inaHcoBomy(uMm) iHCTHUTYTy(am) /
oprasizarii(sm) Ta/abo iHO3eMHOMY(MM) OaHKy(am); Ta/abo
Oynb-IKHM  KOHTpareHTaM baHKy 3a  JOKyMEHTamH
3a0e3neyeHHs, SIKi yKiIajgeHi Ha 3a0e3nedeHHs 3000B’s3aHb
Kontparenra 3a /loroBopom; Ta/abo 3a 00CTaBUHH HACTaHHS
BUIAKy HeBHKOHaHHs KoHnTparentom ymoB JloroBopy ta/abo
JIOKYMEHTIB 3a0e3Ie4CHHs, YKIAJACHHUX I 3a0e3leueHHs
BUKOHAHHS 3000B’s13aHb 32 JJoroBopoM (3a HasBHOCTI), Oy/Ib-
SKIH TpeTiit 0coOi.

9.4.4. KoHTrpareHT Takox Hajae baHky nmpaBo HaJaBaTH Ha
3amuT OaHKY-KOPECTIOHACHTa iH(OpMAIIif0, KA CTOCYEThCS
inentudikanii  Kontparenta Ta/abo  omepamiid, 110
3JIIACHIOIOTHCS Ha KOPHUCTh a00 3a opyueHHsIM KoHTparenra,
Ha BIANOBIZHMK 3anmuT OaHKy, fAkuid Oepe ywacTb Yy
3a0e3neueHHI IPOBEICHHS TAKUX ONepallii.

9.45. bank € vacturoro rpynu OTII B sxy Bxomste OTII
bauk (YropuuHa), Horo Miciesi Ta iHo3eMHI (Gimil Ta ix
nouipni kommanii (I'pyma OTII). Kommnanii I'pynu OTII
MOCTIHO OOMIHIOIOTBCSL  iH(OpMAILiEI0 dYepe3 3araibHy
iHpopMalliiHy cUCTeMy, 3aBJIaHHAM $KOi € MiHiMI3aIis
pusuKky rpynu B uwintomy. KoHTpareHT Hamae 1O3BiT Ha
OTPUMAaHHSI, BUKOPHCTaHHS Ta PO3TOJIOMIEHHs iHpopMaLii B
cepenuni I'pymu OTII, mo crocyerbes Oe3mocepeaHbo
KonTtparenra (1151 OLIIHKHM PU3HKY), IO cTana Bizoma bauky y

provision of information and documentary evidence to the
regulatory authorities on the Bank's compliance with tax
legislation, etc.) to protect their interests and/or in case of
violation by the Counterparty of its obligations under the
Agreement to the Bank.

9.4.3. The Counterparty grants the Bank permission to
disclose banking secrecy and confidential information
contained in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty, or otherwise make information available to its
employees, companies with which the Bank is in a
contractual relationship, their employees and external (legal,
audit) consultants to the extent necessary to ensure the
implementation of the Agreement or other agreement
between the Parties, as well as to protect the Bank’s rights
under the Agreement and / or other agreement between the
Parties, by the exercise of such rights, or the enforcement of
their implementation.

In addition, the Bank has the right to collect, store, use and
make public (disclose / distribute) in any way information
about the Counterparty containing banking and/or
commercial secrets to the following persons: credit reference
bureau, the user of which the Bank is; and/or to the auditor(s)
and/or audit firm(s) in the course of its (their) audit activities
in relation to the Bank and/or Counterparty; and/or archival
institution(s), which provides accounting records and storage
of documents for the Bank; and/or rating agencies and/or
financial and/or legal advisers / consultants for the purposes
of rating the Bank and/or any of the related parties regarding
the Bank; and/or international financial institution(s) /
organization(s) and/or foreign bank(s) and/or any
counterparties of the Bank under security documents
concluded to secure the obligations of the Counterparty
under the Agreement; and/or subject to the occurrence of a
case of non-fulfilment by the Counterparty of the terms of
the contract and/or security documents concluded to ensure
the fulfilment of obligations under the Agreement (if any), to
any third party.

9.4.4. The Counterparty also grants the Bank the right to
provide, at the request of the correspondent bank,
information relating to the identification of the Counterparty
and/or transactions carried out in favor of or on behalf of the
Counterparty, at the corresponding request of the bank
involved in ensuring such operations.

9.4.5. The Bank is part of the OTP group, which includes
OTP Bank Plc. (Hungary), its local and foreign branches and
their subsidiaries (OTP Group). OTP Group companies
constantly exchange information through a common
information system, the task of which is to minimize the risk
of the group as a whole. The Counterparty gives permission
to receive, use and disclose information relating the
Counterparty directly (for risk assessment), which became
known to the Bank in connection with business relations with
the Counterparty, within the OTP Group. This permission
applies to the Bank, other members of the OTP Group in
Hungary and abroad, which are organized and operate as a
single bank. The Counterparty gives the Bank permission to




3B'3KY 3 Ai10BEMH cTocyHKamu 3 KonTparerrom. Lleit no3Bin
nommproerbesi Ha bank, iHmmx unenis I'pymun OTII B
YropmmHi Ta 3a ii Mekamu, SKi OpraHi3oBaHi Ta
(OYHKIIOHYIOTh K €nuHuil OaHK. KOHTpareHT nae m03Bil
banky Ha mepenmauy s KOH(iIEHIIHHOTO BUKOPUCTAHHS
iHpopmaLii mpo HBOrO Ta/abo Oynp-sKy HOro JOYipHIO
KoMmmaHito B cepenuni ['pynu. 3a3HadeHa iHpopMarliss Moxe
nepeaaBaTHCs, 30KpeMa, Y 3B 3Ky 3 HafgaHHsAM KoHTpareHTy
Oyap-sikoi mocayru 4M OaHKIBCHKOTO MPOAYKTY, a TaKOX B
UTSIX 00pOOKH JaHUX, TPOBEICHHS CTATHCTUYHOTO aHAITI3y Ta
aHamizy pm3ukiB. lleii mo3Binm 3HiMae Oyap-AKi mpeTeHsii
Konrtparenra mono nopymeHHs baHkoM monoxeHb Mpo
HEpPO3TOJIOUICHHS! OaHKIBCbKOI TAa€EMHUII, fAKI ICHYIOTH Y
3aKOHOJABCTBI.

9.4.6. Sxmo B xoxi BuKOHaHHS KOHTpareHTOM CBOiX
3000B’s13aHb 3a JJoroBopom HoMy craHe Bimoma indopmaris,
0 MICTUTh OAaHKIBCBKY TAa€MHHUINIO, Taka iH(opMarlis He
Moxke Oyt poskputa KoHTparentom TperiMm ocobam Hi B
SKOMY BUIAJKY 1 Hi 32 SIKOIO YMOBOIO.

9.4.7. Croponmn, musaxoM  mignucanHs  Jlorosopy,
JO3BOJISIIOTh ~ ONTHA  OJHIM  BiAcWiIaTH JOKYMEHTH Ta
iHpopmallito, sKa cTocyeTrbesi JloroBopy, uepe3 BiIKpUTHHA
KaHas Mepexi [HTepHeT Ha BkazaHy CTOpOHAMH E€JIEKTPOHHY
azipecy eJIeKTPOHHOI NOWTH. Y Takux BUnaakax, CTOpOHU He
HECYTh  BIAMOBIJAJIBHICTE 32 MOXJIHMBE PO3TOJIOIICHHS
KOHGIAeHIIMHOT 1HpopMarlii Ta/abo OaHKIBCHKOI TaEMHUII
TperiMm ocobaM, M0 BimOyJIOCSs BHACHIAOK HAaJICHIaHHS
Croponamu koHbiaeHniiHOI iH(QOpMaIlii Ta/abo OaHKIBCHKOT
TAEMHUIII Yepe3 BIAKpUTHHA KaHal Mepexi [HTepHeT Ha
BKazaHy CTOpoHaMHM aipecy €JIeKTPOHHOI HOMITH.

transfer information about it and / or any of its subsidiaries
within the Group for confidential use. The specified
information may be transmitted, in particular, in connection
with the provision of any service or banking product to the
Counterparty, as well as for the purpose of processing data,
conducting statistical and risk analysis. This permission
removes any claims of the Counterparty regarding the Bank's
violation of provisions on non-disclosure of bank secrecy
that exist in the Legislation.

9.4.6. If, in the course of fulfillment of obligations under the
Agreement by the Counterparty, it becomes aware of
information containing bank secrecy, such information can
be in no case and under no condition disclosed by the
Counterparty to third parties.

9.4.7. By signing the Agreement, the Parties allow each other
to send documents and information regarding the Agreement
through an open Internet channel to the email address
indicated by the Parties.

In such cases, the Parties are not responsible for the possible
disclosure of confidential information and/or banking
secrecy to third parties, which occurred as a result of the
transfer of confidential information and/or banking secrecy
by the Parties through an open Internet channel to the email
address specified by the Parties.

10. BPET'YJIIOBAHHSI CIIOPIB

10. DISPUTE SETTLEMENT

10.1. bymp-ski cymepedku, poO30IKHOCTI, BHMOTH abo
MPeTeH3ii, 1110 BHHUKAIOTH 3 JlOroBOpY pPO3MIISLIAIOTHCS
LUISIXOM ~ NPOBEICHHS  MEpPeroBopiB, a Yy  BHIAIKY
HEIOCATHEHHS 3TOAM - B CYJOBHMX OpraHax Ta B IOPSAKY,
BH3HAYEHOMY 3aKOHOJABCTBOM.

10.2. JloroBip peryioeThes NpaBoM YKpaiHH.

10.1. Any disputes, disagreements, demands or claims
arising from the Agreement are resolved through
negotiations, and in case of failure to reach agreement, in the
judicial authorities and in the manner specified by the
Legislation.

10.2. The Agreement is regulated by the Law of Ukraine.

11.3BVIbHEHHA BI/I BIAITIOBIJAJIBHOCTI. ®OPC-
MAZKOP (HEIIEPEBOPHA CHWJIA)

11. RELEASE OF LIABILITY. FORCE MAJEURE
(IRRESISTABLE FORCE)

11.1. CropoHHM 3BUIBHSIOTBCSA BiJ BIANOBIJAJIBHOCTI 3a
yacTkoBe a0O IMMOBHE HEBUKOHAHHS CBOIX 3000B's3aHb 3a
JloroBopoM y pa3zi HacTaHHS Ta Jii 0OCTaBUH HemepeOopHOT
cu  (hopc-Maxkop), IO 3HAXOJATHCS 11032  MEKaMHu
koHTpomo CtopiH, Ta siki CTOPOHN HE MOTJIH Nepe10adnuTh
a00 SKAM HE MOTJK 3amo0irTd. Y 1bOMY KOHTEKCTI
oOcTaBUHHM HerepeOOpHOi CHIIM O3HA4YalOTh: a) CTHUXiliHe
nxo (mokexka, BUOYX, TOBiHb, 3eMIIeTpyc); 0) BiHY
(oromomieHy 4¥ HEOTOJIOLICHY), OKYIAII0, TPOMaJISTHCHKY
BiliHy, aKTH TPOMaJICbKOi HEMOKOPH, MOBCTaHHSA, MPUPOIHI
Ta HEMIPHUPOHI KatacTpodu, aBapis, BUOYX, MMOXKEXa Ta 1HIII
Herepen0adeHi 1 HEBIBOPOTHI OOCTaBMHHM, SIKi € T03a
koHTposieM CTopiH; B) Aii, BAMOTH, MIXKHapOHI CaHKILIi abo
caHkIii Ykpainu, abo 0OMeXeHHs, 10 1X BCTAHOBIOE IS
banky Ypsin Ykpainu abo iHIIi TPETi CTOPOHH, Y TOMY YHCITI
BCTaHOBJICHI YPsAA0M OOMEKEHHS Ha JOCTYI 1O PaxyHKiB,
1HO3eMHOI BaJfOTM a00 OaHKIBCHKOTO 3aKOHOIABCTBA a0o0

11.1. The Parties shall be released from liability for partial
or complete failure to fulfill their obligations under the
Agreement in the event of the occurrence and effect of force
majeure circumstances beyond the control of the Parties,
which the Parties could not have foreseen or prevented. In
this context, force majeure means: a) a natural disaster (fire,
explosion, flood, earthquake); b) war (declared or
undeclared), occupation, civil war, acts of civil
disobedience, uprising, natural and man-made disasters,
accident, explosion, fire and other unforeseen and
unavoidable circumstances beyond the control of the
Parties; c) actions, requirements, international sanctions or
sanctions of Ukraine, or restrictions imposed on the Bank by
the Government of Ukraine or other third parties, including
restrictions on access to accounts, to foreign currency or
banking Legislation or its interpretation to the extent that
they may prevent the Bank from performing its duties.




HOro TIIyMadeHHS Yy THX MeXaX, Yy SKHX BOHH MOXYTb
3aBaguTu baHKy y BUKOHAHHI HOTO 0OOB'SA3KIB.

11.2. CtopoHa HE 3BUILHAETHCS Bij BiAMOBITAIBHOCTI 3a
HECBOE€YACHE BHMKOHAHHSA 3000B'I3aHb, SKIIO OOCTaBUHM
HenepeOopHoi cwir, Bu3HaveHi m. 11.1. 3aranpHux YMOB,
HAcTald y IMepiof MPOCTPOYCHHS BHUKOHaHHS boproBux
3000B'A3aHb.

11.3. Cropona 3000B's13aHa moBigoMuUTH iHITY CTOPOHY TIPO
HacTaHHs il oOcTaBMH HemepeOOpHOi CWIM, 3 HaJaHHAM
MiATBEPIKCHHS TOProBO-TIPOMHUCIIOBOI MajlaTH Y KpaiHu
(a0 yYMOBHOBaKEHOIO HEIO PEriOHANBHOI TOPTOBO-
NPOMHCIIOBOI0 TanaToro). He HajgaHHS MiATBEpIKyHOUOTO
JOKYMEHTa, BHIAHOTO TOproBO-IPOMHCIOBOIO IaJaToo
VYkpainu (a00 ymoBHOBa)KEHOIO HEIO PETiOHAITFHOIO TOPTOBO-
MPOMHCIIOBOIO TanaTtoro) mosbasisie CTOPOHY MOCHIIATHCS
Ha Taki O0OCTaBMHM SK TIiJACTaBy 3BUIBHEHHS BiJ
BiJIIIOB1IaTHHOCTI.

11.4. YV pa3i HacraHHA OOCTaBWH, BH3Ha4YeHHX II. 5.6.1.
3aranpHUX ~ YMOB, TepMiH BUKOHaHHS  3000B'I3aHb
MOJTOBXKYETHCSA Ha CTPOK JIii TAaKUX 0OCTaBHH, ayie He OiIbIIe
K Ha 1 micAns.

11.5. Sxmuro obctaBunay, BusHaueHi . 11.1. 3aransaux YMoB,
oisTuMyTh ToHax 1 wmicsaus, KoHTpareHT 3000B's3aHuit
mnpotsiroM S5-ti Poboumx fHIB Biml 3aKiHUYEHHS CTPOKY,
Bm3HaueHoro 1. 11.1. 3aranpHHMX YMOB, IIOracHTH
3a00proBaHicTh 3a JJoroBopom.

11.6. CTOpOHM HOMOBHIHNCH, IO MHCHMOBE ITOBIIOMIICHHS
KonTparenra npo HacTaHHS 00CTaBUH HENepeOOPHOI CHITH
bank  3mificHIOE NIIAXOM — PO3MINIEHHS  BiIOBIIHOL
iandopmarii Ha OdiniiiHomy caiiTi banky B Mmepexi [HTepHeT
ab0 OyIpb-KHM IHIIUM CIIOCOOOM, 3a3HAa4eHWM B PO3.IiJi
«IToBigoMiIeHHS» 3arajabHUX Y MOB.

11.2. A Party shall not be released from liability for late
fulfillment of obligations if force majeure circumstances
specified in clause 11.1. of the General Conditions occurred
during the period of delay in fulfiliment of the Debt
Obligations.

11.3. A Party shall notify the other Party of the occurrence
of force majeure circumstances, with confirmation from the
Ukrainian Chamber of Commerce and Industry (or its
authorized regional Chamber of Commerce and Industry).
Failure to provide a confirmation document issued by the
Ukrainian Chamber of Commerce and Industry (or its
authorized regional Chamber of Commerce and Industry)
shall deprive the Party of the right to refer to such
circumstances as a ground for exemption from liability.
11.4. In the event of the circumstances specified in clause
5.6.1. of the General Conditions, the term for fulfillment of
the obligations shall be extended for the duration of such
circumstances, but not more than for 1 month.

11.5. If the circumstances specified in clause 11.1. of the
General Conditions will last for more than 1 month, the
Counterparty is obliged to repay the debt under the
Agreement within 5 Business days from the expiration of the
period specified in clause 11.1. of the General Conditions.
11.6. The Parties have agreed that the Bank shall notify
the Counterparty in writing of the occurrence of force
majeure circumstances by posting the relevant
information on the Bank's Official Website on the
Internet or in any other way specified in Section
«Notice» of the General Conditions.

12. DIHAHCOBU MOHITOPUHI

12. FINANCIAL MONITORING

12.1.KonTparent posymie, mo baHk € cy0’€eKTOM IIEpBUHHOTO
(hiHaHCOBOTO MOHITOPHHTY 1 3000B’si3aHMI  HaJaBaTH
BIJIMIOBIIHOMY  YIIOBHOB&)XXEHOMY  OpraHy  JIepXKaBH
iHpopmarito npo ¢inaHcoBi omepanii Kontparenrta, o
MiUIATaroTh ()iHAHCOBOMY MOHITOPWHTY, Ta 3JIHCHIOBATH
iHI  mepeadadeHi  3aKOHOAABCTBOM  Jiii, TMOB’s3aHi 3
MOHITOpHHIOM (hiHaHCcOBHUX omepaliii KoHrparenra, B ToMmy
YHUCIIi BiIMOBUTHCS BiJl 3iHCHeHHS (piHAHCOBOI omeparii
Kontparenra, sxmo BoHa mopyurye 3aKOHOAABCTBO 100
NPOTHAIl  Jieramizaiiii JOXOJiB, OJCPXKAHUX 3JOYUHHUM
nuisixoM. B Takomy Bumaiaky baHk 3BUIBHAETBCS  Bij
BIJIOBIIATBHOCTI (B TOMY YHMCHI BiJ CIUTATH HEYCTOWKH Ta
30MTKIB) 32 BiJIMOBY BiJ 3A1iCHEHHS BiIOBIIHOT (hiHAHCOBOT
omepanii KoHTpareHTa dYM TNpUNWHEHHS CHIBIOpalli 3a
Horosopom.

Kontparenr mnoromxkyerbcs 3 TuM, mo baHk Mae mpaBo
BIJIMOBUTHCS BiJ] BUKOHaHHs J[OTOBOpY 3 BHIIEBUKIAJICHUX
MiZICTaB Ta iHIIIFOBaTH JOCTPOKOBE po3ipBaHHs JloroBopy 3a
iHiniaTuBow baHKy.

12.1. The Counterparty understands that the Bank is the
subject of initial financial monitoring and is obliged to
provide information on the financial transactions of the
Counterparty subject to financial monitoring to the relevant
authorized state body and to carry out other actions provided
by the Legislation related to monitoring the financial
transactions of the Counterparty, including to refuse to carry
out the financial transactions of the Counterparty if it violates
the law on anti-money laundering. In this case, the Bank is
released from liability (including from payment of forfeit and
losses) for refusing to carry out the Counterparty’s financial
transaction or terminating cooperation under the Agreement.
The Counterparty agrees that the Bank has the right to refuse
to implement the Agreement on the above grounds and to
initiate early termination of the Agreement at the initiative of
the Bank.

13. 3BAXHUCT HEPCOHAJIBHUX JTAHUX

13. PERSONAL DATA PROTECTION

13.1.51, BuaacHuk  mnepcoHadbHuUX gaHmx  (oco0a,
YIOBHOBa)keHa Ha mignucanus [loroBopy oxniero i3 Ctopin),
NOBiJOMJIEHUH 1po MeTy 00poOku iHmow CTOPOHOI MOiX
NepCOHANBLHUX JIaHuX (Oyap-ska iHdopmaiis npo Gi3ndHy

13.1. I, the Owner of personal data (a person authorized to
sign an Agreement by one of the Parties), is informed of the
purpose of processing of my personal data (any information
about an Individual or information relating to an Individual,




oco0y abo iHdopmariisi, mo CToCcyeThCsl (Hi3UIHOI 0COOH, B
TOMY 4HCIi, OJHAK HE BHKIIOYHO iH(OpMAIS MO0
Mpi3BUINA, iMEHi, MO0 O0aThKOBi, MaHWX, SKI 3a3HA4YCHI B
nacropri (abo maHuX, SKi 3a3HAYEHI B IHIIOMY JOKYMEHTI, 10
MOCBITYY€ 0CO0Y), peeCTpaIliiHOTO HOMEPY 00JIIKOBOT KAPTKU
TUTaTHUKA TOJATKIB, TPOMAJSHCTBA, MICIsI MPOKUBAaHHS a0
nepe0yBaHHA, MicCIsl pOOOTH, IMOCaaN, HOMEPIB KOHTAKTHHX
tenedoHiB/pakciB, apecy eIEKTPOHHOI ITOIITH, TOIO, HaIai
— Ilepconansni pawi) a came: yKIaaeHHs, 3MiHH,
NPUIMHEHHS AOTOBOPiB, BAKOHAHHS JOTOBOPIB, a TAKOX VIS
3MICHEHHS [ild, TOB’A3aHMX 13 YKIAAeHHSIM, 3MIiHOIO,
NPUIMHEHHSIM Ta/a00 BUKOHAHHSIM AOTOBOPIB, y TOMY YHCII
HUISIXOM  3[iHCHEHHs MpsIMUX KOHTaKTiB 13 BnacHukom
MEPCOHANFHUX JaHWX 3a JIONOMOTOK 3aco0iB 3B S3KY;
3axucTy iHmo CTOPOHOIO CBOIX MpaB Ta IHTEPECIB.
13.2.[Tianucannsm JoroBopy BiacHuk nmepcoHanbHUX AaHUX
onHiei CTOPOHU Ja€ CBOIO 3roy Ha mepenady (MOIIHpeHHs ),
y T.4. TPaHCKOPIOHHY, iHImOM CropoHoto IlepconampHIX
manux TperiMm ocobam (ocobm, 3 sikumu iHma CropoHa
nepedyBae y JOTOBIPHMX BIIHOCHHaxX Ta/a00 wWICHH
MaTepuHChKOI Tpymu iHmoi CTOpoHM), 3MiHY, 3HHIIEHHSI
[lepconanbHux JaHux abo OOMEXEHHs IOCTYIly 00 HHUX
BIMIOBIIHO 10 BUMoOr 3akoHy VYkpainu «lIpo 3axuct
MEPCOHANFHUX JaHUX» (Hagali — 3aKoH) Ta 0e3 HeoOXiTHOCTI
Ha/laHHsS BracHUKy TEpCOHANIBHUX JaHUX IHCHBMOBOTO
MOBIIOMJICHHS TIPO 3/11MCHEHHS 3a3HAYCHUX JIiH.
13.3.1lixmucannsm [loroBopy BracHuk nepcoHambsHUX JaHUX
kokHOI CTOPOHM TIATBEPIKYe, MO B MOMEHT 300py
[MepconanpHux ganux iHma CTOpoHA MOBiTOMWIIA HOTO PO
BoJOAUTBI [lepcoHanpbHUX MaHWX, CKJIaM Ta 3MICT 310paHux
IlepconanpHUX naHWX, MpaBa, MepemdadeHi 3aKOHOM, IIPO
MeTy 300py [lepcoHanbHUX qaHUX Ta 0Ci0, IKUM MTePEIal0ThCs
tioro IlepcoHanbHi JaHi.

13.4.Cropona minrBepaxye (rapanrye), mo IlepconanpHi
na"i ¢izmynMx ocib, sKki nepenaroThes iHMIA CTOpOHI,
3MIIACHIOETHCS 32 3TOJIOK0 TaKMX (hi3MYHUX 0CI0 1 Taki 0coOH
TIOB1IOMJICHI TIPO BiJIOMOCTI, 3a3Ha4eHi B 4.2 cT.12 3akoHy.
13.5. ¥V pasi, axkmo ymoBamu JloroBopy mnepeadéaueHo
nepenaya Croponamu ogna oaHiii IlepcoHanbHUX qaHMX
(izuunux ocid, CtopoHu 6epyTh Ha ceGe 3000B’ I3aHHA:
13.5.1. 3abe3medyBaTH BHUKOHAHHS BUMOI LIOAO PEXHUMY
JIoCcTyy, 00poOku Ta 3axucty l[lepcoHanbHMX IaHUX, SIKI
BOHH OTPUMYIOTh Ui Ta/abo y 3B’S3Ky 3 BHUKOHaHHIM
JloroBopy, 30kpeMa BUMOT 3aKOHY;

13.5.2. He pomyckaTu HECAaHKIIOHOBAHOTO JIOCTYITY JIO
[epconanbHUX JaHUX HE YITIOBHOBKEHHUMHU OCOOAMH 3 YUCIIa
cniBpoOiTHUKiB CTOpiH, a TakoX OyAb-SIKHMH TpPETiMHU
ocobaMi BHACHiIOK He3a0e3MEeYCHHS! HANCKHHUX 3aXOMiB
30epiranus/pexxumy 30epiranHs [lepcoHaibHUX — JTaHUX,
HEBXKHUTTA IHIIMX 3aXOJiB OOMEXKEHHsS JOCTyIy JIO
[lepconanbHux AaHuX, siki CTOpOHA TIOBUHHA BXKUTH 3 METOIO
BUKOHaHHS yMOB J[0oroBopy Ta BiJIOBITHO /10 3aKOHY;

13.5.3. ¥V crpok, sAkuii € MIiHIMaJbHO MOXIIMBUM, ajie¢ He
Oinpiie 24 ToxMH 3 MOMEHTY HACTaHHS MOAii, iHpopMyBaTu
inmy CropoHy mpo Bci monii, moB’s3aHi 3 (akramu
posrojyiomieHHss  abo  MOpyHmIeHHS — KOH]iJIEHIIHHOCTI
[lepcoHanbHUX AaHUX.

including, but not limited to, information on surname, name,
patronymic, data indicated in the passport (or data indicated
in another identification document), registration number of
the taxpayer registration card, citizenship, place of residence
or stay, place of employment, position, contact telephone/fax
numbers, e-mail addresses, etc., hereinafter referred to as the
Personal Information) by the other Party, namely:
conclusion, amendment, termination of agreements,
implementation of agreements, as well as for the
performance of actions related to conclusion, amendment,
termination and / or implementation of agreements,
including through direct contacts with the Owner of personal
data using communication tools; protecting of own rights and
interests by the other Party.

13.2. By signing the Agreement, the Owner of the personal
data of one Party gives his consent to the transfer
(distribution), incl. cross-border, of personal data by the
other Party to third parties (persons with whom the other
Party is in a contractual relationship and/or members of the
parent group of the other Party), change, destruction of
personal data or restricting access to them in accordance with
the requirements of the Law of Ukraine “On Personal Data
Protection” (Hereinafter - the Law) and without the need to
provide the Owner of personal data with a written notice on
the performance of these actions.

13.3. By signing the Agreement, the Owner of the personal
data of each Party confirms that at the time of the collection
of personal data, the other Party informed him about the
keeper of the personal data, the composition and content of
the collected personal data, the rights stipulated by law, the
purpose of collecting personal data and the persons to whom
his personal data is transmitted.

13.4. The Party confirms (guarantees) that the transfer of
Personal data of Individuals to the other Party is carried out
by agreement of such Individuals and they are notified of the
information specified in part 2 of article 12 of the Law.
13.5. In the event that the terms of the Agreement provide
for the transfer Personal data of Individuals by the
Parties to each other, the Parties undertake:

13.5.1. to ensure compliance with the requirements for
access, processing and protection of Personal data that they
receive for and/or in connection with the implementation of
the Agreement, in particular the requirements of the Law;
13.5.2. To prevent unauthorized access to personal data by
unauthorized persons from among the employees of the
Parties, as well as by any third parties due to the failure to
provide appropriate measures for storage/storage mode of
personal data, and other measures to restrict access to
personal data that the Party should take in order to fulfil the
conditions of the Agreement and in accordance with the Law;
13.5.3. To inform the other Party of all events related to the
disclosure or violation of the confidentiality of personal data
within the time period that is the minimum possible, but no
more than 24 hours from the moment the event occurred.
13.5.4. The requirements for non-disclosure specified in sub-
clauses 13.5.1.- 13.5.2. of the General Conditions apply to all
employees of the Parties who have access to personal data in




13.5.4. Bumorn mono HEpPO3TOJIOMICHHS, 3a3HA4YCHI Y IIIL.
13.5.1.- 13.5.2.3aranpHuX Y MOB, pO3IOBCIOIXKYIOTECS Ha BCiX
criBpoOiTHUKIB CTOpiH, AKi Y 3B 3Ky 3 BUKOHAHHSIM CBOIX
CIyX00BUX (ITOCaJOBHX) OOOB’SI3KIB MAarOTh IOCTYI 10
[lepconanpaux manux. Skmio no BUKoHaHHA JoroBopy abo
BUKOHAHHS pPOOIT 3rigHo 3 ymoBamu Jlorosopy CropoHH
3amy4aroth Tperix oci6, Bumorm mm. 13.5.1.- 13.5.2.
3aranpHAX YMOB y TIOBHIH Mipi pO3MOBCIOIKYIOTHCA Ha TAKHX
oci6. CtopoHu 3000B’s3aHUN OQILIHHO IOBECTH BUMOTH
Horosopy/3aranpanx YMoB 1o Takux Tpetix ocib.

13.5.5. CtopoHu 3000B’A3YIOTECS 3aIIPOBATUTH Ta HAJIEKHO
3aCTOCOBYBaTH 3axoIu Oe3leku Imoxo  3abe3nedeHHs
KoH(iAeHMIHHOCTI [lepcoHabHUX TaHUX i1 Yac 3AiHCHEHHS
MDK HUMH iHpopMmamiiiHOro 0OMiHYy, y TOMYy YHCHI
3abe3neuntn mmdpyBanus [lepcoHadbHUX NaHUX B MpoLeci
iX MOIIMpPEHHS BIAKPUTHMHU KaHaJaMH 3B’S3Ky Ta MEpeXaMu
mepemadi JaHuxX. Bumoru momo 3axofiB Oe3meku Ta 3aco0iB
3axuCTy iHQOpMamii MOXyTh MoropkyBaTucss CTopoHaMH B
OKpeMOMYy TOpsIKy. Buinesa3HadeHi 3axo1y NMOBHHHI OyTH
3ampoBamkeri CTopoHamMH 10 TOYaTKy iH(pOpMaIliitHOTO
o0Miny IlepcoHanbHUMU TaHUMHU.

13.5.6. Skmo iHme He mnepeadaveHO 3aKOHOJABCTBOM Ta
ymoBamu  JloroBopy/3aranbHuX YMOB, y CTpOK, SIKUH €
MIHIMaIBHO MOXXJIMBUM, alie He Oiiblne 5-Th pobounx IHIB
miclisl 3aKiHYeHHsS! CTPOKY Aii abo mpunuHeHHst JloroBopy, a
TaKOXX TICJIsI OTPUMaHHS IUCHMOBOI BHMOTH BiJ| OJHI€T i3
Cropir, imma CropoHa 3000B’SI3y€TBCS  MOBEPHYTH
CropoHi,sika Hajiclana TaKy THUCBMOBY BHMOTY, HOCIT THX
[TepconanbHUX AaHUX, SIKi mepeAaHi A Ta/abo y 3B s3KY 3
BUKOHAHHAM J[0roBOpY, HE 3aIHIIaldn y ce0e KO JHUX KO
(y ToMy 49HCHi €NeKTPOHHUX 9K y (GOpMi KapTOTEK), a TAKOXK
BIITBOPEHb YW BUTSATIB 3 JOKYMEHTIB, (haiiiiB, JaHUX TOIIO,
ski 3a3HadeHi sk [lepcoHanbHi JaHi, SKIIO 1HIIE HE
nependaueHo 3aKOHOaBCTBOM a00 yMOBaMHM 3TOJH Cy0’ €KTa
HEePCOHAIBHUX JTAHUX.

connection with the performance of their official (position)
duties. If the Parties involve third parties in the performance
of the Agreement or work according to the conditions of the
Agreement, the requirements of sub-clauses 13.5.1. - 13.5.2.
of the General Conditions fully apply to such persons. Parties
are required to formally communicate the requirements of
the Agreement / General Conditions to such third parties.
13.5.5. The parties undertake to introduce and duly apply
security measures to ensure the confidentiality of personal
data when exchanging information, including ensuring the
encryption of personal data during its distribution through
open communication channels and data transmission
networks. The requirements for security measures and
information protection means may be agreed by the Parties
separately. The above measures should be introduced by the
Parties before the exchange of personal data begins.

13.5.6. Unless otherwise provided by the Legislation and the
conditions of the Agreement/General Conditions, within the
period that is the minimum possible, but not more than 5
working days after the expiration or termination of the
Agreement, and also after receiving a written request from
one of the Parties, the other Party returns to the Party that
sent such a written request, the carriers of the personal data
that were transferred for and/or in connection with the
implementation of the Agreement, without retaining any
copies (including electronic or in the form of a card file), as
well as reproductions or extracts from documents, files, data,
etc., which are indicated as Personal Data, unless otherwise
provided by the Legislation or the conditions of consent of
the personal data subject.

14. CTPOK JIi JOTOBOPY. 3MIHU TA PO3IPBAHHS
JAOI'OBOPY/3AT'AJIBHUX YMOB

14. TERM OF THE AGREEMENT. AMENDMENTS
AND TERMINATION OF THE AGREEMENT /
GENERAL CONDITIONS

14.1.Ctpox nii [HoroBopy 3a3Hauyaerscsi CropoHamu Yy
IapuBinyanbhiii  vactuni  JloroBopy. CTOpOHHM MOXYTb
Bu3HaunTH CcTpok nii Joroopy y IlyOmiuniii wactuHi
HoroBopy (3arasbHux YMoBax), 3a3HaYMBILM PO L€ B
IapuBinyanehii  wactuni  JloroBopy.  Joromip  He
MOIIUPIOETHCS HAa 3000B’sA3aHHs, 10 BUHUKIM y CTOpiH 10
yKJIazeHHs HuMH JloroBopy, SKIIO iHIIE HpsSMO He
nependaueHe JloroBopom. 3akiHueHHs CTPOKy Aii JloroBopy
He 3BUIbHSA€ CTOPOHM BIJ BIIANOBIJAIBHOCTI 3a HOro
NOPYILIEHHsI, 10 Majo Micue mif yac Aii Jorosopy.

14.2.V pa3si, skojo 3a 15 kajJeHIapHHX AHIB 1O MOMEHTY
npunuHeHHs crpoky nii JoroBopy skomna i3 CTopiH He
3aABUTh TNPO HOro posipBaHHs, TO JlOroBip BBa)KaeThCs
NPOJIOBKEHNM (TIPOJIOHTOBAaHMM) HA KOXHHMHA HAaCTYITHHHA
KajeHAapHuid  pik. Jlama  mpouemypa  mpoJoHrarii
3aCTOCOBYETHCS B KOXXKHOMY BHIIQJIKY CIUIMBY CTPOKY Jii
Hdorosopy, skmo iHme He Bu3HayeHo CTopoHamMHu Yy
InnuBinyanbHii yacTuHi JloroBopy.

14.1. The Parties shall specify the term of the Agreement
in the Individual part thereof. The Parties may set the term of
the Agreement in the Public part thereof (General
Conditions) specifying the same in the Individual part of the
Agreement. The Agreement shall not cover obligations of the
Parties arisen before the date of the Agreement unless
otherwise expressly stipulated therein. Expiry of the
Agreement shall not release the Parties from liability for
violation occurred during the term of the Agreement.

14.2. If 15 calendar days before the expiry of the Agreement
neither Party notifies of termination, then the Agreement
shall be treated as renewed (extended) for each following
calendar year. This procedure of renewal shall apply to each
expiry of the Agreement unless otherwise stipulated by the
Parties in the Individual part of the Agreement.

14.3. The Agreement may be early terminated upon the
initiative of any of the Parties in cases determined by the
General Conditions by a written notice sent to the other Party
and signed by the authorized representatives of the Party and




14.3. JloroBip Moke OyTH JOCTPOKOBO pO3ipBaHUI 3a
iHiiaTuBOIO OyaAb-sKoi i3 CTOpiH y BUNagKax, BU3HAYCHHUX
3arampHUMHA ~ YMOBaMH, MUISXOM BiNNpaBiICHHS — 1HIIINA
CTOpoHI  THCHPMOBOTO  TOBIAOMJICHHS 3  IIAITHCOM
YIOBHOBakeHOi 0co6u CTOPOHM 3 MPOCTABICHHSAM IEYaTKU
(32 ymoBM 11 BHUKOpPMCTaHHS), SKIIO iHIIE HE BHU3HAYEHO
Croponamu y IamuBinyansHiii dwactuni [loroBopy. Taxe
INUCbMOBE IIOBIIOMJICHHS HajcuiaeTbest CTOpoHaMH Yy
NOPSZKY, BH3HAa4YeHOro posnaiioM «8. [loBimomieHHs»
3arampHUX YMOB, HE MMi3HIIIE HIXK 32 15 kajgeHIapHHUX JAHIB
IO 3aIUTAaHOBAHOI IaTH po3ipBaHHs JloroBopy, SKIIO iHIIE HE
Bu3HaueHo CtopoHamu y [HauBinyanbHii yacTuHi JJoroBopy.
14.4. Bci 3MiHM Ta JOTIOBHEHHS 10 [HIUBIAyaIbHOT YaCTHHU
Horosopy odopmiororecss CToOpoHaMy y TUCHMOBIH (hopmi,
y BHIVISAI JOTOBOpIB NMPO BHECEHHS 3MiH Ta JOMNOBHEHb
(momatkoBUX ~ yroj), sKi MOBMHHI OyTH miamucasi
YIOBHOBO)XEHHMH TpefacTaBHHKamu o0ox CTopiH Ta
ckpituteHi Bigbwtkamm miedatok CropiH (y pasi  ix
BUKOpHCTaHHs). Bei 3MinM 1 fonoBHEHHS 110 JloroBopy € ioro
HEBiJ'€eMHUMH YaCTHHAMHU.

14.5. Bbank Mae npaBo B OAHOCTOPOHHBOMY MOPSAKY
BiINOBiHO 70 ctatTi 651 llMBiNBHOrO KOACKCY YKpaiHu
3MIHIOBaTH Ta/a00 IOMOBHIOBATH YMOBH [lyOmiyHOT yacTHHH
Horosopy (3araibHUX YMOB), IUISIXOM PO3MIIIEHHS TaKHX
3MiH Ha OginiiiHomy caiiti banky 3a 30 kajgeHmapHuX JHIB
JIO TaTH HaOpaHHS YMHHOCTI TAKUX 3MIiH/JOITOBHECHbD.

14.6. Y pa3i BiCyTHOCTI MUCEMOBUX 3allepeyeHb 31 CTOPOHHU
Kountparenta o0 3alpONOHOBAHUX bankom
3MiH/IOMIOBHEHs 10 [lyOmiunoi  wactunu  JloroBopy
(3arampHux YMOB), mogaHuX A0 baHKy 10 BCTymy B Iif0
3rajlaHuX 3MiH/JONMOBHEHb, KOHTpareHT BBa)Ka€ThCS TaKHUM,
IO TPUIHSAB Ta MOTOJUBCS 13 3amporoHOBaHWMH baHkoM
3MiHaMu/IOTIOBHeHHIMH 110 [lyOniuHoi wactunu JloroBopy
(3arampHUX YMOB).

14.7. Sxmo KoHTpareHT He 3rogeH 3 HOBUMHU
3MiHaMu/IOTIOBHeHHIMH 10 [lyOniuHoi wactunu JloroBopy
(3aranpHuXx YMOB), BiH Ma€ NpaBO JOCTPOKOBO PO3ipBaTH
Horoeip 3 HamaHHSM baHKy BiZIOBiIHOTO TMHCHMOBOTO
noBijiomyieHHss 3a 30 KaJeHJapHUX JHIB JO JaTH TaKOro
NPUIMHEHHS, TONEPeJHb0 BHUKOHABIIM BCi 3000B’SI3aHHS
nepen bankom, BcraHoBneHi JloroBopom/3aranbHuUMH
YMmoBamu. B iHIDIOMY BHMaJKy Taki 3MiHHM BBa)alOThCS
npuiiHstTiMu KoHTpareHToM.

14.8. KonTpareHT 3000B’ I3y €EThCA CaMOCTIiHO
O3HAOMJIFOBATHCS 3 TMOBiJIOMJIIEHHsMU baHky Ta/abo
3MiHaMu/IOTIOBHeHHIMH 10 [lyOniuHoi wactunu JloroBopy
(3aranpHux YMOB), 110 po3minytoTscs Ha OQimiiHOMY caiTi
banky, ane He pigmwe Hix 1 pa3 Ha Mics1Ib.

14.9. 1llnaxom  mignmucaHHs — [HOAWMBIAYadbHOI  YaCTHHM
Horoeopy, KoHuTpareHT miaTBep/uKye, IO BIH B JICHb
yknazeHHs JloroBopy ocoOHCTO OTpHMaB CBili HPUMIpPHHUK
IanuBinyansHOi wacTuHu JloroBopy, a TakoXX 03HAHOMIIEHUI
Ta 3rOAHUM 13 3araJiIbHUMUA Y MOBaAMU.

affixed with the seal (if any) unless otherwise determined by
the Parties in the Individual part of the Agreement. Such
written notice shall be sent to the Parties as specified in
Section 8 (Notices) of the General Conditions not later than
15 calendar days before the schedules termination date
unless otherwise stipulated by the Parties in the Individual
part of the Agreement.

14.4. All amendments and additions to the Individual part of
the Agreement are executed by the Parties in writing, in the
form of agreements on amendments and additions
(supplementary agreements), which must be signed by
authorized representatives of both Parties and sealed with
stamps of the Parties (if used). All amendments and additions
to the Agreement are its integral parts.

14.5. In accordance with Article 651 of the Civil Code of
Ukraine, the Bank has the right to unilaterally amend and/or
supplement the conditions of the Public part of the
Agreement (General Conditions) by posting such
amendments on the Bank’s official website 30 calendar
days prior to the date of entry into force of such
amendments/additions.

14.6. In the absence of written objections from the
Counterparty regarding the amendments/additions proposed
by the Bank in the Public part of the Agreement (General
Conditions) submitted to the Bank before the said
amendments/additions take effect, the Counterparty is
deemed to have accepted and agreed with the
amendments/additions to the Public part of the Agreement
proposed by the Bank (General Conditions).

14.7. If the Counterparty does not agree with new
amendments/additions to the Public part of the Agreement
(General Conditions), it has the right to bring the agreement
to an early termination and provide the Bank with a written
notice 30 calendar days prior to the date of such termination,
after having fulfilled all obligations to the Bank established
by the Agreement / General Conditions. Otherwise, such
amendments are considered accepted by the Counterparty.
14.8. The Counterparty undertakes to independently
familiarize itself with the Bank's notices and/or
amendments/additions to the Public part of the Agreement
(General Conditions) posted on the Bank's official website,
but at least 1 time per month.

14.9. By signing the Individual part of the Agreement, the
Counterparty confirms that on the day of conclusion of the
Agreement he personally received his copy of the Individual
part of the Agreement, as well as he is familiar with and
agrees to the General Conditions.




