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1. BUSBHAYEHHSA 3ATAJIBHUX TEPMIHIB

1. DEFINITION OF GENERAL TERMS

bank -AT «OTII BAHK» Ta Oymp-siki HOTO CTPYKTypHI
mipo3ainm Ha Teputopii Ykpainu. Ctopona 3a JJoroBopom.

Bank shall mean OTP BANK JSC and any its structural
divisions in Ukraine, the party to the Agreement.

Boprosi 3000B’s3aHHs1 -BCi Ta/ab0 KOXHE 3 IUIATINHHUX
(TpomoBHx) Ta/ab0 HEMIATHKHUX (HE TPOIIOBOTO XapaKTepy)
3000B’s13aHb KoHTparenTa, 3rigao JloroBopy Ta/abo y 3B’ s3Ky
3 JIoroBOpoMm.

Debt obligations shall mean all and/or each of payment
(monetary) and/or non-payment (non-monetary) obligations
of the Counterparty under the Agreement and/or in relation
thereto.

Horosip - mnuceMoBa JoMOBIeHiCTH Mk bankom Ta
KonTparent-om/-amu, crpsMoBaHa Ha BCTAHOBIICHHS, 3MiHY
a00 MpUNUHEHHS UBUIBHUX Ta/a00 TOCMOJAPCHKUX MpaB Ta
000B'sI3KIB, IKHMil € HeBix eMHO0 4dactuHOr 3ATTAJIBHUX
YMOB JJO JOI'OBOPIB, AKI YKJIAJIEHI 3 AT «OTII
BAHK» (ITYBJIIYHI). JloroBip ckimagaeTbes i3 2-X YaCTHH:
1HAMBIAYaIbHOI Ta MyOIiYHO].

Ilepenik JloroBopiB, sKi MOXYyTb OyTH VyKialeHi 3
MIPUETHAHHSAM JI0 3arajbHUX Y MOB, BU3HAUCHI Y pO3iTi 4 X
3aranbHUX YMOB.

Agreement shall mean a written agreement between the
Bank and the Counterparty(-ies) aimed to establish, change
or terminate civil and/or economic rights and obligations,
which forms an integral part of GENERAL CONDITIONS
TO CONTRACTS AND AGREEMENTS CONCLUDED
WITH OTP BANK JSC. The Agreement shall consist of two
parts: individual and public.

The list of Agreements that can be concluded with accession
to the General Conditions is defined in Section 4 of these
General Conditions.




3aKkoHOIABCTBO - YUHHE 3aKOHOJABCTBO YKpaiHH.

Legislation shall mean the effective legislation of Ukraine.

3araabHi YmoBu — 3AT'AJIBHI YMOBHU 1O IOI'OBOPIB,
SAKI YKIIAJIEHI 3 AT «OTII BAHK» (ITYBJIIYHI), sxi €
HEBII'€EMHOIO dYacTHHOIO JloroBopy Ta po3MilleHi Ha
Odiuiiitnomy caiiTi banky.

General conditions shall mean the GENERAL
CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH OTP BANK JSC, which form an
integral part of the Agreement and places on the Bank’s
official web-site.

HBY — HarionanpHuii 6aHK YKpaiHu.

NBU shall mean the National Bank of Ukraine.

Konrparenr — cropona 3a JloroBopom,0ynb-ska (hizuaHa
ocoba (pesumeHT abo HepeswmeHT) Ta/abo ¢izumyHa ocoba-
mignpueMenpb, Ta/abo ropuaudHa ocoba (pesumeHT abo
HEPE3UICHT), Ta/abo iHO3eMHE MPEACTaBHUIITBO Ta/a0o
MOCTifHE TPEJCTaBHUITBO, 3 SKMM baHk ykmaB Jlorosip.
KonTparent € BignoBigHOH CTOPOHOK IO 3a3HAYCHOMY
HoroBopy (30kpema, aje HE BUKIIOYHO B iHIWBIAyaJbHIH
gacTuHi [loroBopy Moxke iMeHyBaThcsa sK: KoHTpareHr,
KopuctyBau, Buxonasens, Opennap, OpeHgonaBenp,
Cy6opennmap, CyOopenaonasenp, 3aMoBHUK, IlapTHep,
ITokymens, IIpomasens, Kimient, Iiapsaank, IlocTadanbHUK,
CrpaxoBa KOMITaHis i T.11.).

Counterparty shall mean a party to the Agreement, any
physical person (resident and non-resident) and/or the self-
employed person, and/or legal entity (resident and non-
resident), and/or foreign representation office, and/or
permanent representation office the Bank concluded the
Agreement with. The Counterparty shall be the relevant
Party to the stated Agreement (which, in particular, but not
limited by the individual part of the Agreement, may be
referred to as the Counterparty, User, Provider, Lessee,
Lessor, Sublessee, Sublessor, Customer, Partner, Buyer,
Seller, Client, Contractor, Supplier, Insurance Company
etc.).

Odiniiianii caiit Banky — www.otpbank.com.ua

Bank’s official site shall mean www.otpbank.com.ua

Cropona/CTopoHM — BIANOBiJHA CTOPOHA/CTOPOHU 34
Jorosopom: bank ta/ado Konrparent/-u.

Party/Parties shall mean the relevant party/parties to the
Agreement: Bank and/or Counterparty(-ies).

Tepminu, wo euxopucmogyiomvcs 6 [lozoeopi 3 eenuxoi

aimepu, € GU3HAYEHUMU MePMIHAMU [ MAromv O0OHAKOBI
3HAYeHHs, AK Y IHOUusioyanvHill wacmuni /{o2cogopy, max i y
3acanvnux Ymoeax, ma moxcyme UKOpUCMOBYEAMUCD, 5K 8
OOHUHI, MAK I 8 MHOJICUHI.

Capitalized terms used herein shall be the defined terms and
have similar meaning both in the individual part of the
Agreement and the General Conditions and may be sued both
in singular and plural.

2. 3AT'AJIBHI TOJIO’KEHHSA

2. GENERAL

2.1. Li 3ATAJIBHI YMOBHU 10 JOI'OBOPIB, SKI
YKJIIAJIEHI 3 AT «OTII1 BAHK» (ITZYBJITYHI) (nanani —
3aranbHI YMOBH), € HEBiI'€EMHOIO Ta ITyOJIYHOI YaCTHHOIO
Horosopy, mo yknagaerbest Mixk bankom ta KonTparenTom.
2.2. VYxnagenuii CropoHamu J[IOroBip MICTUTH €JIEMEHTH
pI3HUX TIPaBOBITHOCHH Ta € 3MilIaHUM JOTOBOPOM B
po3yMinHi ctarTi 628 LluBinpHOTO KOJIEKCY Y KpaiHH.

2.3. IunmuBimyanbHa vactuHa JloroBopy — € JIOTOBOPOM
npuenHaHHs B po3yMiHHI ctaTTi 634 LluBiabHOrO KOAekcy
Ykpainu. [nsxom T AITACaHHS Konrparenrom
IHAMBITyaIbHOT YaCTUHU Horosopy, Kontparent
NpUENHYEThCA 0 MyOniuHoi yactuau Jloropopy — 3araibHuX
YMOB.

2.4. 3aranpHi YMOBHU 3aCTOCOBYIOTBCSI 3 BpaxXyBaHHIM YMOB
Horosopy, mo yknaaenuii Mixk baakom Ta Konrparentom.
2.5. Slkmo monokeHHs iHAWBiAyanbHOI wactuHHU JloroBopy
cymepedaTh  TOJOKEHHSAM  3aralbHUX  YMOB,  JUIf
BperyJitoBaHHs BigHOocMH Mik bankom Ta KonrtpareHToM
3aCTOCOBYIOTbCS ~ IOJIOKEHHSI  IHAMBIAYyalnbHOI  YaCTHHHU
Horosopy.

2.6. VYxnagenns  JloroBopy  BiANOBiZa€  BUTBHOMY
BoJieBHsiBIICHHIO CTOpiH, sk01Ha 3 CTOPiH HE 3HAXOAUTHCS i
BIUINBOM TSDKKHX OOCTaBMH, HE IIOMHJISETHCS CTOCOBHO
00cTaBHH, 10 MaIOTh CYTTEBE 3HAaUCHHS (TIpupoaa JJorosopy,
npaBa Ta 000B’s3ku CropiH, iHm ymoBu JloroBopy), Ta
yMOBH [loroBopy € B3a€EMOBHT1IHUMH AJIS1 KOXKHOI 13 CTOpiH.
2.7. MoBo10o BUKJTaICHHS iHANBIAyaabHOI YacTHHH J{oroBOpY
Moxke OyTH yKpaiHChbka a00 YKpaiHChbKa 3 aHIITIHCHKOIO.

2.1. These GENERAL CONDITIONS TO CONTRACTS
AND AGREEMENTS CONCLUDED WITH JSC OTP
BANK (PUBLIC) (hereinafter referred to as the General
Conditions) shall form an integral and public part of the
Agreement to be concluded between the Bank and the
Counterparty.

2.2. The Agreement concluded between the Parties shall
contain the elements of various legal relations and shall be
the mixed contract in the meaning of article 628 of the Civil
Code of Ukraine.

2.3. The individual part of the Agreement shall mean the
accession agreement in the meaning of article 634 of the
Civil Code of Ukraine. By signing the individual part of the
Agreement the Counterparty shall accede to the public part
of the Agreement (General Conditions).

2.4. The General Conditions shall apply in view of the terms
and conditions of the Agreement concluded between the
Bank and the Counterparty.

2.5. If provisions of the individual part are contrary to the
provisions of the General Conditions, the provisions of the
individual part of the Agreement shall apply to settle
relations between the Bank and the Counterparty.

2.6. Conclusion of the Agreement shall comply with the
Parties’ will. Neither Party is influenced by severe
circumstances, is mistaken about the significant
circumstances (nature of the Agreement, rights and
obligations of the Parties, other conditions of the
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MoBoto  BukNaieHHS IyOmiyHOi dactmHH JloroBopy
(3aranpHuX YMOB) € yKpaiHChbKa 3 aHTJIIHCHKOI0. Y BUMAIKY
BUHUKHEHHS PO30DKHOCTEH MIK  YKpaiHOMOBHOK Ta
AHITIOMOBHOIO BEPCIMH, TEKCT YKPAiHCHKOIO MOBOIO MaTHMeE
nepeBary.

2.8. llmaxoM migNUCaHHA IHOUBIAyalnbHOI  YaCTUHU
Horosopy, KoHTpareHT miATBEpIKy€E, MO BiH OCOOHCTO
oTpHMaB CBiii mpuMipHuK JloroBopy, ymoBu JloroBopy Homy
3posymini; 3 JloroBopom,  3aranbHuUMH ~ YMOBaMU
O3HallOMJIeHW#, mOpuiiMae Ta  TOTOKYEThbCS 3 iX
MOJIOKEHHSIMHM,a TaKOXX 3000B’S3YEThCA iX HAJNEKHO Ta
HEYXWJIBHO BUKOHYBATH, a TAaKOX 0€3yMOBHO CTBEPIXKYE, IO
He 1M030aBisieThesl OyAb-sKMX MpaB, SKi Mae 3BHYAiiHO, a
JloroBip HE MICTHTH YMOB, SIKi € IJIT HHOTO OOTSIKIMBUMH Y
OyIb-SIKOMY CEHCI.

2.9. BzaemHi npaBa i 06oB’si3ku banky Ta KoHTparenra 3a
JloroBopoM BHHHKAIOTh 3 MOMEHTY mignucaHHsi CTOpoHaMH
iHaUBiMyabHOI yacTuHU JloroBopy. [orosip 30epirae cBoio
Iito npu Oyab-sIKOMY nepeiiMeHyBaHHI, 3MiHi
MICIIe3HAXO/KEHHS YU 1HIMUX PeKBi3uTiB CTOPOHH, a TaKOXK
Uit Oyb-SIKWX TPAaBOHACTYITHUKIB, YTBOPEHUX B pE3yJbTaTi
MOXIIMBOI peopranizanii CTopoHHu.

2.10. Busnanns HEIINCHUM OyIb-siKO1 JaCTUHH
JoroBopy/3aransHuX YMOB He TATHE 3a co00I0 HEIIHCHOCTI
HoroBopy/3aransaux YMOB B misloMy. BU3HaHHS HENIHCHUM
JloroBopy He TArHE 3a CO0OK HEMIHCHOCTI 3000B’s3aHb, SIKi
BHHHKJIH Mik CTOpOHaMH Ha TiacTaBi 0OMiHY JOKYMEHTAMH,
0 MICTATH 1CTOTHI yMOBH JloTOBOpY.

2.11. B Tekctri JloroBopy, SIKIIO iHIIE HE BUMAaraeThCs
KOHTEKCTOM, 3arojlOBKM pPO3IiIIB BMIIIEHO JHIIE IS
3pYyYHOCTI Ta BOHHM JKOJHMM YHMHOM HE BIUIMBAIOTH Ha
TiIyMaueHHss J[OroBopy; BXKHTI CJIOBa MalOTh OJHAKOBE
3HAa4YEeHHS SIK B OJHHUHI, TaK 1 B MHOXWHI; HOCHJIAHHA Ha
JOJAaTOK, PO3Aiji, IOMOBHEHHS a00 IMyHKT € MOCHJIaHHSAM Ha
BIITOBITHUN ONATOK, PO3AUI, OTOBHEHHS ab0 ITyHKT
JoroBopy; nocuiianust Ha CTopoHy a0 Oyab-SKy iHIIY 0CO0Y
BKJIIOYA€E TakoX 1 MPaBOHACTYNHHMKIB, JI03BOJIECHHUX
recionapiiB i mpaBoHaOyBadiB; MOCHJIAHHA Ha TPETIO 0co0y
BKJIIoUae Oyap-siky(ux) ocoOy(i0), B ToMy 4Hcii Oyab-sKy
¢isnuny ocoly Ta/abo ropuanyHy o0coly, ska(i) He €
Croponoto(-amn).

2.12.JloroBip mignmucaHuid B KUIBKOCTI TPUMIPHUKIB 13
PO3paxyHKy OJMH NPUMIpHHUK A7 KOKHOT CTOPOHH, KOXKEH 3
AKUX € OpHUriHaIoOM. byap-sKi TAYUCTKH, JTOTHCKH,
3aKpeCcyIeHi CJI0OBa YH IHII BUIPABICHHS, OKPIM BYHHEHHS
MIMKCIB YIIOBHOBAXXCHUMHU 0coOamu 3a J[oroBopomM, MaroTh
CWITY JIMIIIE y Pa3i, K0 BOHU OYJIM 3aCTEpEekEHI MiAnucaMu
ynoBHOBakeHHX oci0 CropiH Ta BigOuTKamMu medatok (y
Bunagky HasBHOcTi) Cropin. [Ipm 1pbOoMy BHIpaBIeHHS
NOBHUHHI OyTH 3poOJieHi TakuM 4YMHOM, 1100 MokHa OyJo
HPOYUTATH SIK BUIIPABJICHE, TaK 1 NOMWIIKOBO HaIMCaHe, a
MOTIM BUIIPaBJIeHE UM BHKPECIICHE.

Agreement) and the terms and conditions of the Agreement
are mutually beneficial for each of the Parties.

2.7. The individual part of the Agreement may be prepared
in Ukrainian or Ukrainian and English. The public part of the
Agreement (General Conditions) shall be prepared in
Ukrainian and English. In case of discrepancies between the
Ukrainian and English versions the Ukrainian version shall
prevail.

2.8. By signing the individual part of the Agreement the
Counterparty acknowledges that he has received the copy of
the Agreement and understands its conditions, that he has
studied the Agreement and General Conditions, accepts and
consents to the provisions thereof and also undertakes to
fulfill the same and unconditionally declares that he shall not
be deprived of any rights granted thereto and that the
Agreement has no conditions in any way burdensome for
him.

2.9. Mutual rights and obligations of the Bank and the
Counterparty hereunder shall arise from the date of signing
the individual part of the Agreement by the Parties. The
Agreement shall remain valid in case of any change in the
name, location or other details of the Parties and for any legal
successors resulting from potential reorganization of the

Party.
2.10. Invalidity of any part of the Agreement/General
Conditions shall not result in invalidity of the

Agreement/General Conditions in while. Invalidity of the
Agreement shall not invalidate obligations arisen between
the Parties due to exchange of documents with material
conditions of the Agreement.

2.11. In the Agreement, unless otherwise required by the
context, heading of the sections shall be for convenience only
and shall not affect interpretation thereof. Words used shall
have the same meaning both in singular and plural.
References to the annex, section, appendix or clause shall
mean references to the relevant annex, section, appendix or
clause of the Agreement. References to a Party or any other
person shall also include legal successors, assigns and
transferees. References to any third party shall include
references to any person(-s), including any physical person
and/or legal entity not being the Party(-ies).

2.12. The Agreement shall be signed in a number of copies
assuming one copy for each Party, each of them is an
original. Any erasures, additions, crossed out words and
other corrections, except for those made by authorized
persons under the Agreement, shall have effect if only they
have been evidenced by signatures of the authorized
representatives and seals (if any) of the Parties. In this case
corrections shall be made so that the corrected and
erroneously written words and thereafter the corrected or
crossed out words are legible.

3.IPABA, OBOB’SI3kH TA BIAIOBLIAJbHICTD
CTOPIH (3ATAJILHI)

3. RIGHTS, OBLIGATIONS AND LIABILITY OF
THE PARTIES (GENERAL)

Kpim mpaB, o000B’s3kiB Ta BigmosigambHOCTI CTOpIH,
BU3HAUYCHUX IHIWBIIYyaJbHOIO YacTHHOIO JloroBopy Ta
BiJIMOBiAHUM MYHKTOM po3ainy «4. 3AIAJIbHI YMOBU TA

Except for the rights, obligations and responsibility of the
Parties determined in the individual part of the Agreement
and the relevant section 4. GENERAL CONDITIONS AND




OCOBJIMBOCTI BHUKOHAHHAA
JOT'OBOPIB»  3aranpHux  YMOB,
JIOMOBHWJIMCH TIPO HACTYIIHE!

OKPEMUX
CTopoHH  TakKoX

PARTICULARS OF FULFILLMENT OF CERTAIN
AGREEMENTS?’ of the General Conditions, the Parties also
agreed as follows:

3.1. TPABA KOHTPATEHTA

3.1. COUNTERPARTY’S RIGHTS

3.1.1. KoHTpareHT Mae mpaBo BUMaraTH BHKOHaHHS baHkoM
yMmoB [lorosopy.

3.1.2. KoHTpareHT Ma€ mmpaBo JOCTPOKOBO pozipBaTu Jlorosip
y TIOPSAIKY, BU3HAYCHOMY MyOIIYHOIO dacTHHOIO JloroBopy
(3arampHuUME  YMOBaMH), SKIIO IHIIE HE BU3HAYCHO
CropoHamu B iHIuBiAyanbsHii yactusi Jorosopy.

3.1.3. KoHTpareHT mpoTATOM CTPOKY Aii JloroBopy Mae mpaBo
3anpocuTH y baHKy ycTaHOBYI JOKYMEHTH Ta MiATBEPKECHHS
MOBHOBaXXEHb 0Ci0, fKi MIAMUCYIOTh OYIb-AKI JOKYMEHTH,
oB’s13aHi 3 J{oroBopom.

3.1.1. The Counterparty shall have the right to require
fulfillment of the terms and conditions of the Agreement by
the Bank.

3.1.2. The Counterparty shall have the right to early
termination of the Agreement as stipulated by the public part
of the Agreement (General Conditions) unless otherwise
determined in the individual part of the Agreement by the
Parties.

3.1.3. The Counterparty shall, within the term of the
Agreement, have the right to require constituent documents
from the Bank and proof of powers and authorities of the
signatories to any documents related to the Agreement.

3.2. ObOB’A3KN KOHTPAT'EHTA

3.2. COUNTERPARTY’S OBLIGATIONS

3.2.1. KontpareHt  3000B’s3yeThcsi  0e3  3BOJIIKaHb
indopmyBatu bank npo ob6cTaBUHM, AKi MArOTh 3HAUYEHHS IS
BUKOHaHHs yMOB J[oroBOpy, y TOMY YHCII TIPO 3MiHY aapec Ta

0aHKIBCPKHX PEKBI3HTIB, TEepeHMEHYBaHHS, MPHUHATTS
pillieHHs TIpO JIIKBiJaIlito, peoprafizamiro ado IMOYaTOK
npoueaypu OaHKPYTCTBAa, TMPHUHATTA pilIEHHS II0J0

BU3HaHHs KOHTpareHTa HEIUIATOCIIPOMOKHUM y CTPOK HeE
mizHimre 10-Tu xaJeHaapHuX IHIB i3 AHS BCTYITY TaKUX 3MiH B
CUITy / IPUAHATTS TAKOTO PIlLICHHS, Y MOPSIKY, BU3HAYCHOTO
Croponam y po3auii «8. [ToBigoMieHHs» 3araabHUX Y MOB.
3.2.2. Kontparent 3000B’I3YETHCS CaMOCTIiitHO
O3HAHOMITIOBATUCS 3 TIOBIMOMJICHHSAMH banky Ta/abo
3MIiHAMMW/JIOTIOBHEHHSIMH 10 TyOJsiyHOi yactuHU JloroBopy
(3aranpHuX YMOB), 110 po3MiltytoThcst Ha OdiniiHOMy caifTi
banky, ane He pimme Hix 1 pa3 Ha MicsIIb.

3.2.3. KonrtparenT He Mae mpaBa mepepaBaTH CBOI Ipasa i
3000B’s13aHHs 10 JloroBopy TperiM ocobam 0e3 MUChbMOBOI
sromn baHKy, Km0 iHIIE He BU3HAYEHE IHIWBIIYyalbHOIO
yacTuHOO Jlorosopy.

3.2.4. KoHTpareHT 3000B’SI3y€TbCS TPOTATOM CTPOKY il
JoroBopy, Ha 3anmuT baHky HajaBaTH yCTaHOBYI JIOKYMEHTH
Ta MATBEPHKEHHS TOBHOBAXKECHD OCI0, SIKI T MTUCYIOTh Oy Ih-
sSIK1 IOKyMEHTH, OB’ s13aHi 3 JloroBopom.

3.2.1. The Counterparty shall undertake to immediately
notify the Bank of any circumstances significant for
fulfillment of the terms and conditions of the Agreement
including change in the address, banking details and its
name, decision adopted to liquidate, reorganize or commence
the bankruptcy proceedings, to recognize insolvency of the
Counterparty within the period not exceeding 10 calendar
days from the effective date of such changes/decision as
stipulated by the Parties in Section 8 (Notices) of the General
Conditions.

3.2.2. The Counterparty shall undertake to carry out
independent study of the notices of the Bank and/or
amendments/supplements to the public part of the
Agreement (General Conditions) placed on the Bank’s
official web-site but not less than once in a month.

3.2.3. The Counterparty shall have no right to assign its
rights and obligations under the Agreement to any third
parties without the written consent of the Bank unless
otherwise determined in the indiviudal part of the
Agreement.

3.2.4. The Counterparty shall undertake to provide
constituent documents ad proof of powers and authorities of
the signatories to any documents related to the Agreement as
requested by the Bank.

3.3. TIPABA BAHKY

3.3. BANK’S RIGHTS

3.3.1. bank mae mpaBo BuUMaratu BUKOHaHHSI KoHTpareHTOM
yMmoB [lorosopy.

3.3.2. bank mae mpaBo JOCTpOKOBO posipBatu Jlorosip y
HOPSIKY, BU3HAYEHOMY IyOniyHOIO wacTuHOIO JloroBopy
(BarampHUME ~ YMOBaMmH), SKIOIO IHIIE HE BHU3HAYEHO
Croponamu B iHnuBiAyansHii yactuni Jorosopy.

3.3.3. bank mpotarom crtpoky nii JloroBopy Mae mpaBo
3ampocutd 'y KoHTpareHTa yCTaHOBYI JOKyMEHTH Ta
MiATBEPPKEHHS IOBHOBAXKEHB OCI0, SIKI MIAMUCYIOTh Oy Ib-sIKi
JOKYMEHTH, TIOB’s13aHi 3 JloroBopom.

3.3.4. bank Ma€ MpaBoO BiJCTYIUTH MOBHICTIO Y YaCTKOBO
CBOi ImpaBa BUMorH 3a JJoroBopom tperiit oco0i. [Tiqnucanusm
inauBigyansHoi yactuHu JloroBopy KoHTpareHT Hajae CBOIO
3rofy Ha Take BiACTYIUICHHS IpaBa BUMOTH 3a JloroBopom

3.3.1. The Bank shall have the right to require fulfillment of
the terms and conditions of the Agreement by the
Counterparty.

3.3.2. The Bank shall have the right to early termination of
the Agreement as determined by the public part of the
Agreement (General Conditions) unless otherwise stipulated
by the Parties in the individual part of the Agreement.

3.3.3. The Bank shall, within the term of the Agreement,
have the right to require constituent documents from the
Bank and proof of powers and authorities of the signatories
to any documents related to the Agreement.

3.3.4. The Bank shall have the right to assign its rights of
claim under the Agreement, partially or completely, to any
third party. By signing the individual part of the Agreement
the Counterparty shall give its consent to such assignment of




TPeTii 0co0i, SKIIO iHIIe HE BU3HAYCHO IHIUBIAYaNbHOIO
yacTUHOM Jlorosopy.

3.3.5. bank mae mpaBo mpoBoauTH JlOTOBipHE CIMCaHHS Yy
HOPSIIKY, BHU3HAUYEHOMY pO3IiIoM «JlOroBipHE CIIMCAHHA»
3aranbHUX YMOB.

3.3.6. bank Mae mpaBoO BHOCUTH 3MiHH JI0 MTyOJIIYHOT YaCTHHU
JoroBopy (3araapHUX YMOB) Yy TOpPSAKY, BHU3HAYECHOMY
po3ninom «3MiHa Ta po3ipBanHs JloroBopy» 3araisHuX YMOB.

the right of claim under the Agreement, to any third party
unless otherwise stipulated in the individual part of the
Agreement.

3.3.5. The Bank shall have the right to direct debit transfer as
stipulated by Direct Debit Transfer section of the General
Conditions.

3.3.6. The Bank shall have the right to amend the public part
of the Agreement (General Conditions) as stipulated in
Amendments and Termination of the Agreement of the
General Conditions.

3.4. ObOB’A3KHN BAHKY

3.4. BANK’S OBLIGATIONS

3.4.1. bank 3000B’s3yeTbcs Oe3 3BOJIIKaHb 1H(QOPMYBaTH
KonTparenta mnpo 0oOCTaBHHHM, sKi MarOTh 3HA4YCHHS IS
BUKOHaHHS yMOB J[0orOBOpY, y TOMY YHCITi PO 3MiHY aJpec Ta
0aHKIBCBKMX pEKBI3WTIB, MepelMeHyBaHHA, JIKBiJaIlilo,
peopraHizaimiro,  MOYaTOK  MPOLEAypH  OaHKPYTCTBA,
MPUAHSATTS PIIIEHHS 010 HETIATOCIIPOMOKHOCTI Y CTPOK He
mizHinre 10-Ti xaJeHaapHuX IHIB i3 AHS BCTYITY TaKUX 3MiH B
CHITy / IPUHHATTS TaKOTO PilIeHHs, Y MOPSIIKY, BU3HAYEHOTO
Croponam y pozaini «8. IloBinomneHHs» 3aranbHux Y MOB.
3.4.2. bank 3000B’3y€ThCs MPOTATOM CTPOKY 1ii JloroBopy,
Ha 3amuT KoHTpareHTa HajaBaTH yCTaHOBYI JIOKYMEHTH Ta
MiATBEPXKEHHS TIOBHOBAXKEHB 0OC10, SIKi MiIMUCYIOTh Oy Ab-sKi
JOKYMEHTH, 0B’ s13aHi 3 JloroBopom.

3.4.1. The Bank shall undertake to immediately notify the
Counterparty of any circumstances significant for fulfillment
of the terms and conditions of the Agreement including
change in the address, banking details and its name,
liquidation, reorganization, commencement of the
bankruptcy proceedings, decision to recognize insolvency of
the within the period not exceeding 10 calendar days from
the effective date of such changes/decision as stipulated by
the Parties in Section 8 (Notices) of the General Conditions.
3.4.2. The Bank shall undertake to provide constitutent
documents and proof of powers and authorities of the
signatories to any documents related to the Agreement within
the term of the Agreement as requested by the Counterparty.

3.5. BIAITOBIJAJIBHICTbD KOHTPATEHTA

3.5. COUNTERPARTY’S LIABILITY

3.5.1. KoHTpareHT Hece BIAMOBITATHHICTh 32 HEBUKOHAHHS
yMo0B Jlorosopy y nopsiaky, BU3HaueHOMY JloroBopoMm Ta
3aKOHOJaBCTBOM.

3.5.1. The Counterparty shall be responsible for failure to
fulfill the terms and conditions of the Agreement as
determined by the Agreement and Legislation.

3.6. BIIITIOBITAJIBHICTh BAHKY

3.6. BANK’S LIABILITY

3.6.1. Bank Hece BIANOBIJANBHICT, 32 HEBHUKOHAHHS YMOB
HoroBopy y mnopsaaky, Bu3HaueHomy JloroBopom Ta

3.6.1. The Bank shall be responsible for failure to fulfill the
terms and conditions of the Agreement as determined by the

3aKOHOIAaBCTBOM. Agreement and Legislation.

4. YMOBU TA OCOBJIUBOCTI BHKOHAHHA 4. CONDITIONS AND PARTICULARS OF
OKPEMHUX JTOI'OBOPIB: FULFILLMENT OF CERTAIN AGREEMENTS:

4.1. JOT'OBIP ImPO HEPO3I'OJIOIIIEHHSA | 4.1. RESTRICTED INFORMATION NON-

IH®OPMAIIIT 3 OFGMEKEHUM JOCTYIIOM

DISCLOSURE AGREEMENT

YMOBH 1BOT0 poO3aidy 3araJbHUX YMOB € ITyOIidHOIO
yacTuHow /lozoeopy npo mnepo3zonouieHHsa ingopmauii 3
oomedxncenum O0ocmynom (10 TEKCTy 3arajlbHUX YMOB —

Jorogip).

Terms and conditions of this section of the General
Conditions shall form a public part of the Restricted
information non-disclosure agreement (in the General
Conditions referred to as the Agreement).

BU3HAYEHHS TEPMIHIB:

Horosip — JloroBip mpo Hepo3rosomeHHs iHpopMamii 3
00MEXEHUM JIOCTYTIOM, SIKHI CKJIAJA€ThCS 13 1HAMBITyaIbHOT
yactuau JloroBopy Ta myOmiuHoi uactuHM Jlorosopy
(3aranbHi YMoOBH), yrianenuit CTopoHamu.

KopucrtyBau — CtopoHa 3a Z[oroBopoM Ipo HEpO3roJIOIICHHS
iH(hopMarii 3 oOMexxeHnM moctyrnom; BiH ke KoHTpareHt mo
TEKCTy 3arajJbHUX Y MOB.

bank — AT «OTII BAHK», Cropona 3a JloroBopom mpo
HEpPO3TOJIONIeHHS iH(OpMaIlii 3 00MEXEHUM JIOCTYIIOM.

3O/ — BimomocTti, mO0 MicTATh OaHKIBCHKY, KOMEPIIHHY
TAEMHUI, 1HcalAepcbKy, KOHQineHUiHy iHopMaIliio,
BJIACHHUKOM SIKUX € baHk, a0o0 siKi € mpeaAMeToM podeciiiHoTO,
IIIOBOTO, BHPOOHWUYOTO, KOMEpIliiiHOro Ta/abo iHIIMX
iHTepeciB banky, a Takok TIepCOHAIBHI TaHi, CTOCOBHO SKHX
3rifH0 3 TonokeHHsMH 3akoHy Ykpainm «[Ipo 3axuct
NEePCOHAIBHUX JaHUX» baHK BUCTYIIA€ y poIti BOJIOIIMIbL.

TERMS AND DEFINITIONS:

Agreement shall mean the Restricted information non-
disclosure agreement consisting of the individual part and the
pubic part of the Agreement (General Conditions) concluded
by the Parties.

User shall mean a Party to the Restricted information non-
disclosure agreement, also referred to as the Counterparty in
the General Conditions.

Bank shall mean OTP BANK JSC, a Party to the Restricted
information non-disclosure agreement.

Restricted information shall mean data containing banking
and commercial secrecy, insider, confidential information
owned by the Bank or being the subject matter of the Bank’s
professional, production, commercial and/or other interests
as well as personal data in relation to which the Bank acts as
a holder in accordance with the provisions of the Law of
Ukraine ‘On personal data protection’.




BaHkiBCcbKa Ta€EMHUIS — TEPMiH B)XKMBA€THCS 3TITHO 3
BU3HAYCHHSM, HaBeAeHUM y ctatTi 60 3akony Ykpainu «lIpo
0aHKM 1 0aHKIBCHKY MisITBHICTEY.

3oBHimIHS cTopoHa — diznuHi ocobn Ta/abo PizudaHi 0codn
— MiJIpUEMIT, Ta/ab0 IPHUIUYHI 0COOH, SKi HE acOIIIOIThCS
3 bankom Tta 3amydatorbcs baHkOM 10 BHKOHAHHS pOOIT,
HaJaHHS MTOCIIYT, TIOCTaYaHHsI TOBApiB HAa ITiJICTaBi JIOTOBOPIB
[UBIIBHO-TIPABOBOr0 (TOCHOAApChKOro) xapakrepy. Hamami
takox Kopucrygau.

3anydyena KopucryBauem Ocoba — ¢izmana ocoba, ska €
HallMaHUM MpariBHUKOM Kopucrygaua, 3aJy4eHa
KopucryBauewm, 1o y4acti y neperoBopax 3 bankom a0o sika €
HaliMmanuM mpaniBHukoM KopucryBaua, sika y 3B’SI3Ky 3
BUKOHAHHSM CBOiX CITy’KOOBHUX (ITOCaZoOBHX) 00OB’SI3KiB Mae
nmoctyt g0 [30/] bauky.

3amyuyena KopucryBauem (30BHIIIHBLOIO cTOpoHO10)Oco6a
— ¢i3mgHa o0coba, sAKa € HaMaHUM TIPAIiBHUKOM
KopucryBaua (skuii € 30BHIIIHBOIO CTOPOHOIO), 3aJTydeHa
KopucryBauewm, 1o y4acti y neperoBopax 3 bankom a0o sika €
HaliMmanuM mpaniBHukoM KopwucryBaua, sika y 3B’SI3Ky 3
BUKOHAHHSM CBOiX CIy’KOOBHX (TTOCal0BHX) OOOB’S3KIB Mae
noctyn no 130/] Banky, a Takox 3amydeHa KopuctyBauem
¢iznuHa ocoba, sika He mnepebyBae 3 KopucrtyBauem y
TPYIOBUX BiAHOCWHAX, aje mae moctymn go I130]] banky Ha
yMOBax JIOTOBOPY MiJAPsTy, IOTOBOPY TOCIYT, aBTOPCHKUX
JIOTOBOPIB, TOIIIO.

OcoOucti 3000B’A3aHHS — TIMCBMOBHUI JOKYMEHT, 3a
THIIOBOIO ¢opmoro  banky,mignucaHuii  3alydeHOIO
KopucryBauem  (30BHimHbOIWO  cTtopoHoto)  Ocoboto,
BiJINOBiTHO 10 sikoro 3amyuyeHa KopucryBaduem (30BHINIHBOIO
ctopoHoto) Ocoba 3000B’S3y€TbCS BUKOHYBAaTH BUMOTH
Horosopy (JloroBopy mpo HeposroJiomieHHs iH(Gopmaiii 3
0OMEKEHUM JIOCTYTIOM).

Incaiinepcbka indopmailis — TepMiH BXXHBA€ETHCS 3TITHO 3
BU3HAYCHHSIM, HaBeIeHUM y cTaTTi 44 3akony Ykpaiau «IIpo
[iHHI narnepu Ta QOHIOBUN PUHOK.

Indopmauniiinnii aktus (pecypc) — Oyap-siKa CyTHICTB, IO
Mae Uil baHKy IIHHICTE 1 BIUIMBA€E Ha BJIACTHBOCTI Ta PiBEHb
3aXHCTY 1HQOpMAIii.

Komepuiiina Taemuuns — inpopmariis, sika € CEKpeTHOIO B
TOMY PO3YMiHHi, III0 BOHA B IIJIOMY Y B TI€BHil (opmi Ta
CYKYNHOCTI 1 CKJIQJIOBUX € HEBIIOMOIO Ta HE €
JIETKOJIOCTYITHOIO ISt 0Ci0, SIKi 3BUYalfHO MAroTh CHpaBy 3
BUJIOM iH(OpMaIIii, 10 SKOTO BOHA HAJIEXKUTH, Y 3B SI3KY 3 UM
Ma€e KOMEPIIHHY IiHHICTh Ta Oyja MpeaMETOM aIeKBaTHHX
ICHYIOUMM O0CTaBMHAM 3aXOJiB IIOAO0 30epekeHHs il
CEKPETHOCTI, BXHUTUX 0CO00I0, sIKa 3aKOHHO KOHTPOJIIOE L0
inpopmarito. KomepriiiiHOI0 TaeMHHUIIEI0 MOXYTh OyTH
BiJIOMOCTI TEXHIUYHOT0, OpraHi3alliifHOro, KOMEpIIiIHOTO,
BUPOOHUYOr0 Ta IHIIOTO XapakKTepy, 32 BUHSATKOM THX, SIKi
BIJINIOBITHO /IO 3aKOHYy HE MOXYTh OYyTH BiJHECEeHi O
KoMepItifiHoi TaemuuIli. [lepernik BimoMOCTeH, 110 CTAHOBIIATH
KoMepIiiiHy TaemHuI0 banky, HaBeneHo y myHkTi 4.1.1.2.2.
Horosopy.

KondinenuiinicTs — BIacTuBicTh iHPOpMAITii, TKa TOJATAE B
ToMy, 1o iHdopMmalisi He Moxke OyTH OTpHMaHa

Banking secrecy shall have the meaning prescribed in article
60 of the Law of Ukraine ‘On banks and banking activities’.
External party shall mean physical persons and/or self-
employed persons, and/or legal entities not associated with
the Bank and involved by the Bank into works, services,
goods supply under independent contractor agreements,
hereinafter also referred to as the User.

User’s involved person shall mean a physical person
employed by the User and involved into negotiations with
the Bank or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties.

Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties and a physical person involved by the User having no
labour relationship with the User but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person
involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Insider information shall have the meaning prescribed in
article 44 of the Law of Ukraine ‘About securities and stock
market’.

Information asset (recourse) shall mean anything valuable
for the Bank and affecting the properties and level of
information protection.

Commercial secrecy shall mean information having secrecy
to the extent that it is, in whole or in a certain form and in the
entirety of its constituent elements is not known and easily
accessible for the persons usually dealing with such kind of
information it belongs to and in this context it has
commercial value and was the subject matter of measures to
maintain its secrecy taken by the person controlling such
information adequate to existing circumstances. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy in
accordance with law. The list of data representing
commercial secrecy of the Bank is given in sub-clause
4.1.1.2.2. of the Agreement.

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process without the Bank’s
consent.

Personal data, personal databases, personal data
processing, personal database owner shall have the
meanings defined in article 2 of the Law of Ukraine ‘On
personal data protection’.




HEaBTOPU30BAHUMH KOPUCTyBaueM i/abo mporecom 6e3 3roau
banky.

IlepconanbHi nani, 6a3a MepcoHAJLHUX AaHHUX, 00poOKka
NMEePCOHAJBHUX JaHMX, BOJIOALTeHNb 0a3M IMEePCOHAJIbHHMX
JaHUX — TEPMiHM B)KMBAIOTHCS 3TITHO 3 BU3HAYCHHSMH,
HaBefleHUMHU B crarti 2 3akoHy Ykpainu «llpo 3axuct
HEPCOHAIBHUX JAAHUX.

Po3sronomennss 130/ — o3naiiomnenHss Oynb-sKoi ocodu 3
130/, mo BigOynock 3 TOPYLIEHHSM IPAaBOBOTO PEKUMY
JIOCTYITY -0 ITi€l iHpopMaIii.

Cropona — KopucryBaw/KonTparent abo bank.

Croponn — Kopucrysau/Konrparent ta bank criibHO.

Tpetst ocoda — Oyap-sika ocoda, 3a BUHATKOM CTOpiH.

Restricted information disclosure shall mean that any
person studied Restricted information in violation of the
legal regime of access to such information.

Party shall mean a User/Counterparty of the Bank.

Parties shall mean a User/Counterparty and the Bank jointly.
Third party shall mean any person except for the Parties.

4.1.1. 3ATAJIBHI NIOJIOKEHHSA

4.1.1.1. Hnaxom yxmagenns Croponamu JloroBopy mpo
HEPO3roJIONICHHS iH(opMalii 3 OOMEKEHHUM JOCTYIIOM
(HoroBopy) 3 Metolo BcTaHoBieHHA 3 KopucryBauem
(KontparenToM) A0roBipHHX B3aeMOBiAHOCHH CTOpIH 1010
nopsaaky BukopuctanHs KopuctyBauem [30J] HamaHoi
Bankom, CTOpoHH JOMOBUIIKCE 110 HACTYIIHE:

4.1.1.2. TEPEJIK BITOMOCTEM, IIIO CTAHOBJIATH
3OJ;:

4.1.1.2.1. bankiBcbKa TAEMHUUSA

ITepenik BimoMoOCTeH, IO CTAHOBJIATH baHKIBCHKY TAEMHHIIIO,
Bru3HaueHo crarrero 60 3akony VYkpainm «llpo OGankm i
0aHKIBCHKY JiSUTBHICTBY.

30KkpeMa [0 CKJIaAy KOAiB, IO BUKOPHUCTOBYIOThCS baHKOoM
U 3axXUCTy iH(popMarii i 3rizHo 3 3akoHoM Ykpainu «IIpo
0aHkM 1 0aHKIBCHKY AISUTBHICTBY BigHECeHI 10 baHKiBChKOT
TAEMHHUII1, BXOJATE:

» 3HAYCHHS KpUNTOrpadidHUX KIFOUIB (32 BHUKIIOYCHHSIM
KITIOYiB HECUMETPUYHHUX KPUNTOrpadiyHUX aJTOPHUTMIB, IO
nepefalThCsl  BIAKPUTO y  CKiIani  cepTudikariB), ski
BUKOPHUCTOBYIOTBCS AJIsl 3aXMUCTY IJIATDKHUX JOKYMEHTIB Ta
JAaHUX TPAHCAKITIN TUTATKHAX CHCTEM 1 CHCTEM EJICKTPOHHOI
KOMEpIii, a TaKkoX JUIs 3aXUCTy IUIATDKHHX TIPOJYKTIiB
(mnatixHi KapTKH, EEKTPOHHI Bay4epH TOIIO);

» 3HAYCHHS KpunTorpapigHux KJIIOYiB, 10
BHUKOPHCTOBYIOThCS Y 3ac00ax 3axucTy iHdopmaiii banky abo
Hanani banky TperimMu ocobamu y 3B’S3Ky 31 3IOiHiCHEHHAM
HHMM OaHKIBCHKOI JIsUIBHOCTI;

» mapouii, KOJu J0CTYIy J0 iHpopMalliiHuX akTHBiB baHKy,
3ac00iB 0OMeXeHHS! (PI3UUHOTO JIOCTYITY, CHCTEM OXOPOHHOT
curHamizanii banky;

» KOIW, L0 BHUKOPHCTOBYIOTBCS Ui aBTeHTHU(iIKamil Ta
3aXMCTy JaHUX IUIATDKHUX KapTOK HAI[lOHANBHUX —Ta
MDKHApOJHUX IJIATIKHUX CUCTEM 1 HE € KpHUIITOorpagiuHuMHU
kimodamu (PIN-komu, PIN-Onoku, maHi MariTHHX CTpPIidOK,
OCOOHMCTI JaHi BIACHUKIB IIIATLKHUX KapTOK, IO BU3HAYCHI
MikHapoaHuM cranaaproMm «Payment Card Industry Data
Security Standard (PCI DSS)».

4.1.1.2.2. KomepuiiiHa Ta€MHHUIIS

Jlo xomepiiiHoi TaeMHMII baHky BiHECEHO TaKi BIJOMOCTI:
4.1.1.2.2.1 BigoMocti w00 oOpraHizamii OaHKIBCHKHX
NPOLECiB, 30KpeMa I0JI0:

» NeTanbHOI CTPYKTYpH baHKy;

» Macmra0iB aisuibHOCTI banky;

4.1.1. GENERAL

4.1.1.1. By entering into the Restricted information non-
disclosure agreement (Agreement) in order to establish
Parties’ contractual relations with the User (Counterparty) as
to the User’s use of the Restricted information provided by
the Bank, the Parties agreed as follows:
4112. LIST OF DATA
RESTRICTED INFORMATION:
4.1.1.2.1. Banking secrecy

The list of data representing Banking secrecy is determined
by article 60 of the Law of Ukraine ‘On banks and banking
activities’.

In particular, in accordance with the Law of Ukraine ‘On
banks and banking activities’ the items below are included
into the codes used by the Bank to protect information:

> cryptographic key values (excluding asymmetric
cryptographic algorithms sent publicly as part of certificates)
used to protect payment documents and transaction data of
the payment and e-commerce systems as well as to protect
payment products (payment cards, electronic vouchers, etc.);
> cryptographic key values used in the devices protecting
information of the Bank and provided to the Bank by Third
parties in relation to banking activities;

» passwords, access codes to information assets of the
Bank, physical access restriction devices, security alarm
systems of the Bank;

» codes used to authenticate and protect data of the payment
cards of the national and international payment systems and
not being cryptographic keys (PIN-codes, PIN-blocks,
magnetic tape data, personal data of payment card holders
determined by the International Payment Card Industry Data
Security Standard (PCI DSS).

4.1.1.2.2. Commercial secrecy

Commercial secrecy of the Bank shall include the following
data:

4.1.1.2.2.1 data concerning arrangement
processes, in particular:

> detailed structure of the Bank;

> range of activities of the Bank;

> types and location of the equipment securing basic
processes of the Bank;

» detailed information concerning topology of the computer
network of the Bank;

REPRESENTING

of banking




» TUIIB Ta pO3MIICHHS OONagHaHHA, W0 3a0e3mevye
BUKOHAHHS OCHOBHUX IpolleciB banky;

» NeTajbHI BiJOMOCTI CTOCOBHO TOMOJIOTIT KOMIT FOTePHOT
Mepexi banky;

» y3arajibHEHi BiIOMOCTI TNpO 3amacd MarepiamiB  Ta
KOMIUTIEKTYIOUHX, Micls 30epiraHHs KOIITIB Ta IUIATIKHHUX
3aco0iB, a TaKOX MaTepiajliB, IO BHUKOPHUCTOBYIOTHCS IS
BUT'OTOBJICHHS 200 BBEIEHHS B 00Ir IMX IUIATIHKHUX 3aCO01B.
4.1.1.2.2.2. BigoMocTi 111010 METOAIB yrpaBiiHHs baHkoM Ta
mporecaMu 0aHKIBCHKOI TisSUTBHOCTI, 30KpeMa MI0I0 CHCTEMHU
MiAMOPSIIKYBaHHS, 320X0U€HHS MPALliBHUKIB Ta KOHTPOJIIO 3a
IX MISUIBHICTIO.

4.1.1.2.2.3. BigoMocTi mOJ0 TaKTUYHOTO IUIAHYBaHHS Ta
cTparerii po3BUTKY baHKy.

4.1.1.2.2.4. Bimomocrti mozo ¢ginancoBoro crany banky, SKio
BOHHU HE HiAJSraioTh 000B’I3KOBOMY OIyOJIiKyBaHHIO.
4.1.1.2.2.5. BimomMocTi 00 MapKETHHTOBUX JTOCTiKEHbB, IO
npoBeneHi barkom abo oTpumaHi 3a HOTO KOIITH.

4.1.1.2.2.6. BigoMocCTi 10/10 pUHKOBOI Ta I[IHOBOI MOJITHKU
banky.

4.1.1.2.2.7 BigoMocTi om0 MPOBEACHHS TOPTiB, 30KpeMa
BiJIOMOCTI IIOJIO MiJITOTOBKH JI0 Y4acTi TEHAEpax, a TaKOX
pe3yNbTaTiB X IPOBEACHHS.

4.1.1.2.2.8. BigomocTi moa0 MartepiaiiB podoYnx Hapam Ta
3aciJIaHb.

4.1.1.2.2.9 Vs3aranbHeHi BIIOMOCTI III0JI0 TApTHEPIB Ta
KJIIEHTIB, SAKIIO 1[I BIZOMOCTI HE BIJHECEHO 0 OaHKIBCHKOI
TAaEMHHII 1 BOHH MOXYTh OYTH BHKOPHUCTaHI JJs
KOHKYpeHTHO1 00opoTsOu npotu banky.

4.1.1.2.2.10. BigoMocTi MOAO0 TEpPEroBOpiB Ta KOHTPAKTIB,
30KpeMa PO YMOBH KOHTPAKTIB, TOCMOJIAPCHKHX JIOTOBOPIB, a
TaKOX YMOBH 3a0e3IeueHHsT KOH(DIICHIIIHHOCTI, SKIIIO BOHU
PO3KpUBAIOTh 3MicT yroau abo iHmi 3000B’s3aHHS baHky
niepe;]] mapTHepaMu Ta KIiEHTaMu.

4.1.1.2.2.11. BigoMocTi MOAO IOCTiIKEHb Ta PO3POOOK,
30KpeMa:

» Mpo MeTy, 3a/iayi, HapsSMKU, MPOrpaMu NEPCIEKTUBHUX
JMOCITIKEHb OO0 3alpOBa/DKCHHS HOBUX OaHKIBCHKUX
MPOJYKTIB 1 3ac00iB aBTOMaTH3aIlii 0aHKIBCHKOI JiSUIBHOCTI,
SKIIO Ii BiZOMOCTI MOXYyTb OyTH BHKOpUCTaHi JUIs
KOHKYPEHTHOI 00poThOM TIpoTH bankys;

» KIIIOYOBI BIJIOMOCTI TIPO OpWTIHANBHI ifei TeXHIYHHX
PO3pOo0OK, OCOOJIMBOCTI OpraHi3amiiiHUX, TEXHOJOTIYHUX,
KOHCTPYKTHUBHHUX, TEXHIYHUX (y TOMY YHCIIi, MPOTPaMHO-
amapaTHUX), XyAOXHBO-TEXHIYHUX pilleHs (HaIpUKIas,
IU3aiiHy TUIATDKHUX KapToOK, O(GOPMIICHHS PEKIaMH), SKi
po3pobneHo bankom camocTiiiHO abo CTBOpeHO 3a Horo
KOIIITH.

4.1.1.2.2.12. [letanbHi BiJOMOCTI 110JI0 TEXHOJIOTIH, 30KpeMa
npo OaHKIBCHKI T€XHOJOT] Ta criequ}iky iX BUKOPUCTaHHSA, Y
TOMY YHMCJIi BIZJOMOCTI IIOA0 TEXHOJIOTii 00poOKy iHpopMmarii,
BHUTOTOBJIEHHS Ta BBEIEHHS B O0IT IUIATIHKHUX 3ac00iB.
4.1.1.2.2.13. Inopmartis, 1110 € 00’ €KTOM TOBAPHUX BIJTHOCHH,
30KpeMa iH(popMallis, sika Hala€ThCsl ITApTHEpaM Ta KITiEHTaM
banky Ha KOMepIiifHIi 0CHOBI, 200 sika mpuadana barnkom 3a
BJIACHI KOIITH (SIKIIO YMOBaMH KOHTPAKTIB IO iH(pOpMaIlito
HE BU3HAHO BiJKPUTOIO).

» summarized data concerning the stock of materials and
components, the place where money and payment means are
kept as well as materials used to manufacture of such
payment means or their putting into circulation.

4.1.1.2.2.2. Data concerning methods used to manage the
Bank and processes of banking activities, in particular,
subordination, employees’ incentive and activity control
systems.

4.1.1.2.2.3. Data concerning tactic planning and strategy of
development of the Bank.

4.1.1.2.2.4. Data concerning the financial position of the
Bank if they are not subject to mandatory disclosure.
4.1.1.2.2.5. Data concerning marketing researches carried
out by the Bank or received at the Bank’s expense.
4.1.1.2.2.6. Data concerning the market and price policy of
the Bank.

4.1.1.2.2.7 Data concerning bids, in particular, data
concerning preparation to participation in tenders and their
results.

4.1.1.2.2.8. Data concerning the materials of working
conferences and meetings.

4.1.1.2.2.9 Summarized data concerning partners and clients
if such data are not a part of banking secrecy and may be used
in competitive practices against the Bank.

4.1.1.2.2.10. Data concerning negotiations and contracts, in
particular, conditions of the contracts, business contracts and
conditions ensuring confidentiality if they disclose the
content of the agreement or other Bank’s obligations before
partners and clients.

4.1.1.2.2.11. Data concerning researches and developments,
in particular:

» objective, tasks, trends and programs of prospective
researches concerning implementation of new bank products
and bank activity automation devices if such data may be
used in competitive practices against the Bank;

» key data concerning original ideas of engineering
developments, particulars of organizational, technological,
constructive, engineering (including hardware and
software), art and engineering solutions (for example, design
of payment cards, advertisement design) developed by the
Bank or at the Bank’s expense.

4.1.1.2.2.12. Detailed data concerning technologies, in
particular, banking technologies and specific nature of their
use, including data concerning technologies of information
processing, preparation and putting payment means into
circulation.

4.1.1.2.2.13. Information being a subject matter of
commodity relations, in particular, information provided to
the partners and clients of the Bank on a commercial basis or
purchased at the Bank’s expense (if conditions of contracts
stipulate that such information is not public).

4.1.1.2.2.14. Bimomocti mogo opranizamii Ta podoTH
cuctemu Oe3mexkn baHKy, SKmo iX HE BIIHECEHO [0
0aHKIBCHKOI Ta€EMHHUIl, Yy TOMY 4YHCII BIJIOMOCTI OO
IHITUJEHTIB O€3IIEKH, 110 MaJIM MICIIE.

4.1.1.2.2.15. Data concerning copyright, in particular:




4.1.1.2.2.14. BigoMocTi 111010 opraHi3aiiii Ta poOOTH CHCTEMHU
Oe3neku baHky, sKmo iX HE BIJHECEHO N0 OaHKIBCHKOI
TAEMHHIII, Y TOMY YHCIIi BiTOMOCTI IIIOAO iHITUACHTIB Oe3MeKH,
1110 MaJIX Micue.

4.1.1.2.2.15. BizoMocCTi 1100 aBTOPCHKOTO TIpaBa, 30KpeMa:
» BIIOMOCTI IOMO TMOJITHKHM YNPaBIiHHA aBTOPCHKUM
nmpaBoM B baHky;

» BIZIOMOCTI IIOJO IUIaHIB, MIATOTOBKU Ta pPE3yJIbTaTIB
NPOBEJICHHS TIEPETOBOPIB 3 NPUAOAHHS aBTOPCHKUX TIPaB;

» 0COOHMCTI BIIOMOCTI MPO aBTOPiB, MAHHOBI aBTOPCHKI
MpaBa sIKUX repenaHo bauky abo BUKOpHUCTOBYIOTHCS baHkoMm;
» BIIOMOCTI NP0 BJIACHUKIB MaifHOBUX MpaB, SKi MepenaHo
Banky abo BUKOpHUCTOBYIOThCSI baHkowm;

» YMOBH aBTOPCHKHX JIOTOBOPIB, SIKi YKJIaeHO baHKOM;

» BIIOMOCTI, IIO PO3KPHBAIOTH 3MICT POOIT 31 CTBOPEHHS
nponykuii, MaifiHOBI mpaBa, sKi Hamexarsb baHky (mo0 ix
OQIIIHHOTO OTOJIOIICHHS ).

4.1.1.2.2.16. 3micTt pO3MOPAOYUX Ta  PETYISATHBHHUX
JOKYMEHTIB, IO MICTATH PillieHHs KEPiBHUX opraHiB baHky.
4.1.1.2.2.17. Tlepenix kiuieHTiB banky, sSKImO BiH MICTUTbH
iHpopmMartito crocoBro 50 Ta 6inbIe ocid;

4.1.1.2.2.18. Inun BiZOMOCTI TEXHIYHOTO, OpraHi3allidiHOTO,
KOMEpUIHHOTO, BHUPOOHMYOIO Ta IHIIOIO  XapakrTepy,
PO3TOJIOIIEHHS SKUX MOXKE MPU3BECTH O CYTTEBOIO 30UTKY
banky a0o moripieHHs foro pemyTarii.

4.1.1.2.3. TlepcoHaabHi naHi

o I30/] BizHECEHO TIEpCOHANBHI JaHi CIiBpoOITHHKIB baHKYy,
KIIIE€HTIB, IHIMUX (Pi3UIHUX 0Ci0, BOIOIIIBIEM SKUX € baHK.
4.1.1.2.4. Tucaiinepcbka indopmanis
Jo 130/l BigHeceHo iHcalAepChKY
3HAXOAUTBCSL Yy  PO3NOPSAKECHHI
3M1MCHEHHIM CBO€I JISUIBHOCTI.
4.1.1.2.5. Konginenuiiina ingopmanis

Konodinennirina indopmarnis — indopmaris mpo ¢izuany
oco0y, a Takox iH(dopMaris, TOCTYIl JO SKOi OOMEXKEHO
(hi3ruHO0 200 FOPUIUYHOIO 0CO000, KPiM CY0’€KTIB BJIAJHUX
NOBHOBAXXECHb, 110 HA 3aKOHHIH MiACTaBl 3HAXOJUTHCS Y
BOJIO/IiHHI, KOPUCTYBaHHI ab0 po3nopsmkerni banky, noctyn
0 Kol oOmexxeHo BaHkoM a0o0 IHIIMMH BIIACHUKAMM Ili€l
iHpopmanii (kpiM cy0’€KTiB BIaJHUX NOBHOBaXXCHB) 1 fKa
MOJKe TIOIIMPIOBATHCA 32 pimeHH:AM baHky Ta/abo OakaHHSIM
(3rogoro) mux oci0 y BH3HAYEHOMY HHMH TOPAIKY Ta
BiJINIOBIJTHO JI0 Mepe10aYeHUX HUMH yMOB.
Jo kondinenuiiinoi indopmamii
BilHOCATBCH:

» 3MmicT ciny)00BOi KOPECIIOHJCHIIIT Ta THIIUX BHYTPINIHIX
JOKyMeHTiB baHky;

» mporpaMHi KOAW Ta THapamMeTpH HANANITYBaHHS CHCTEM
00poOku iHpopmanii bauky;

» mepenik KiieHTiB baHky, 1m0 crocyeTbes MeHI, K 50-Tu
oci0.

4.1.1.2.6. Indopmariis, sxa ve BigaeceHa ao 130/]

Hacrynua indopmanis ne BBaxkaernest 130 i He €
npeamerom Jlorosopy:

» indopMallis, OCTYIl A0 SKOi HE MOKe OyTH OOMEKEHO
3riJTHO BUMOT 3aKOHOJIABCTBA YKpaiHu;

iHpopMaLito, sKa
banky y 3B’s3ky 3i

banky 3o0kxpema

» data concerning the copyright management policy in the
Bank;

» data concerning the plans, preparation and result of
negotiations to purchase authorship rights;

» personal data about the authors whose property
authorship rights are assigned to or used by the Bank;

» data concerning the holders of property rights assigned to
or used by the Bank

» conditions of copyright agreements concluded by the
Bank;

» data disclosing the content of creation works for products,
property rights held by the Bank (before their official
disclosure).

4.1.1.2.2.16. Content of administrative and regulatory
documents with the decisions of management bodies of the
Bank.

4.1.1.2.2.17. List of the Bank’s clients with information
about 50 or more persons;

4.1.1.2.2.18. Other data of engineering, organizational,
commercial, production and other nature which disclosure
may result in material losses of or damage to the Bank’s
reputation.

4.1.1.2.3. Personal data

Restricted information shall include personal data of the
Bank’s employees, clients, other physical persons, which are
in the Bank’s possession.

4.1.1.2.4. Insider information

Restricted information shall include insider information in
the Bank’s possession related to the Bank’s activities.
4.1.1.2.5. Confidential information

Confidential information shall mean any information about a
physical person and information with access restricted by a
physical person or legal entity except for persons with
authoritative powers possessed, used or disposed of by the
Bank on legal grounds, access to which is restricted by the
Bank or other information holder (except for persons with
authoritative powers) and which may be disseminated as
decided by the Bank and/or upon agreement of such persons
in a manner and subject to the conditions stipulated by such
persons.

Confidential information of the Bank shall include, in
particular:

» content of business correspondence and other internal
documents of the Bank;

» program codes and parameters of configuration of
information processing system of the Bank;

> list of the Bank’s clients, which includes less than 50
persons.
4.1.1.2.6.
information.
Information below shall not be considered Restricted
information and shall not be the subject matter of the
Agreement:

» information access to which may not be restricted in
accordance with the requirements of legislation of Ukraine;

> information officially disclosed by the Bank in public
information means, in particular, mass media;

Information not included into Restricted




» indopmaris, odiniiiHo onprrogqHeHa baHKOM y BiIKpUTHX
3acobax iH(opmallii, 30kpeMa y 3acobax MacoBoi iH(popmarlii;

» indopmaris, moao po3kputTs sikoi KopuctyBauy HamgaHO
odimitiHmi 103811 baHKy (Y IHCEMOBIM hopmi).

» information which disclosure by the User is officially
permitted by the Bank (in writing).

4.1.2. IPEAMET JOI'OBOPY

4.1.2.1. [oroBip BHU3Hayae TOPSJOK BUKOPUCTAHHS Ta
30epexenns Kopucrysadem [30/] mepexanoro iiomy bankom,
a TakoX BiAgmoBiganbHOCTI KopucryBadua 3a mopymieHHS
koHbiaeHmiHocTi 1301,

4.1.2.2. iz [loroBopy Takox po3mnoBcrokyeTsest Ha 130/,
mo crana Bigoma KopucryBauy y 3B’SI3KYy 31 3AIHCHESHHSIM
BankoMm cBoel mistimbHOCTI abo HasgBHICTIO MIX baHkom Tta
KopucTyBauem neBHUX rocrnofapchkux ado iHIIMX BiAHOCHH,
110 PETYJIIOI0ThCA 3aKOHOAABCTBOM.

4.1.3. IIPABA, OBOB’S3KH TA BIAINIOBIJAJIBHICTD
CTOPIH
Kpim mpaB, o000B’s3kiB Ta BiamosimaieHOcTi CrOpiH,
BU3HAYCHUX IHIWBIIYyAIbHOIO YacTHHOIO JloroBopy Ta
po3ainiom «3. TIPABA, OBOB’ 43K TA
BIATIOBIJAJIBHICTh CTOPIH (BAT'AJIBHI)» 3aransanx
YmoB, CTOPOHM TaKOk JOMOBWJIKCH ITPO HACTYITHE:

4.1.3.1. KopucrtyBayu 3000B’SI3y€ThCHL:

4.1.3.1.1.1IpoTsiroM BCHOIro CTPOKY Aii Ta MPOTAIroM S5-TH
HACTYIHHMX IOCJTiIOBHMX POKiB micas 3aKiH4YeHHs il
Jorosopy (a60 0i1b1I TPUBAJIOT0 CTPOKY, SIKIIO L€l CTPOK
creniaJibHO BH3HaYeHO 3aKOHOJABCTBOM  CTOCOBHO
okpemux karteropiii I30/1):

4.1.3.1.1.1.He posronomryBatu 130/ Tpetim ocobam [30/1, six
BOHa BH3HaueHa y Jloroopi, 6e3 mruceMoBoi 3roau banky.
4.1.3.1.1.2. He nagaBatu, He mpojaBaTu TpeTiM ocobam, He
BiUyXKyBaTu y Oyab-sikui iHmmii croci6 130/1.

4.1.3.1.1.3. He BukopuctoByBatu 130/l y Oyns-skuit crocio,
odimiiHoO He  mo3Bonenmii  baHkom, 30KkpemMa  He
BUKOPHCTOBYBAaTH BHILE3a3HAUEHY iH(OpMALil0 y BIACHUX
iHTepecax abo inrepecax Tperix ocib.

4.1.3.1.1.4. 3abe3neuyBaTi BUKOHAHHS BHMOT HIO/I0 PEXKHMY
Jocrymy, 00poOku Ta 3axwcry 130, Bu3HaYCHHX
3akoHOAaBCTBOM Ta baHKOM, 30KpemMa BUMOTH:

» 3akony Ykpainu «IIpo GaHku i OaHKIBCBKY IisUTBHICTE)» —
CTOCOBHO 0aHKIBCHKOT TA€MHHUII];

» 3akony Ykpaiuu «IIpo 3aXHCT MEpCOHANBHUX NaHUX» —
CTOCOBHO  TEPCOHAIBHUX  JAHWX, HaJaHUX baHKOM
Kopucrysauy;

» 3akony Ykpainu «IIpo niHHi nanepu ta GOHIOBUI PUHOK
— CTOCOBHO iHCaiepchKoi iHpopMariii.

4.1.3.1.1.6. He nomyckaTu HECaHKI[IOHOBAHOTO JOCTYIY JIO
I30J] HeynoBHOBaxkeHMX 0ci0 3 uymcna 3amydyeHHX
KopucryBauem  Oci6 / 3amyuennx  KopucryBauem
(3oBHiImHKOIO cTOpoHOIO) Ocid, a Takox Tpetix ocid
BHACIIi/I0K He3abe3nedeHHs HaJEeKHUX 3ax0iB
30epiranHs/pexumy 30epiranas [30]l, HEBXKHUTTA IHIIAX
3axoniB obOmexeHHs poctymy a0 I30/[, saxi KopucrtyBau
MOBHUHEH BXXHUTH 3 METOI0 BUKOHaHHs yMOB JloroBopy.
4.1.3.1.1.7. Y cTpoK, siIKHii € MIHIMAJIBHO MOXKITUBUM, aje He
Oinpie 24 ToAMH 3 MOMEHTY HACTaHHS IMOAii, iHpopMyBaTH
bank nipo Bci moxii, moB’si3aHi 3 pakraMu po3roJoieHHs abo
nopyuieHHs KoHdineHuidHocTi [301.

4.1.2. SUBJECT MATTER OF AGREEMENT

4.1.2.1. The Agreement shall determine the procedure of use
and storage of Restricted information by the User transferred
to the User by the Bank and the User’s liability for violation
of confidentiality of such Restricted information.

4.1.2.2. This Agreement shall also cover Restricted
information which became known to the User in a result of
the Bank’s activities or existence of certain business or other
relations between the Bank and the User governed by Law.
4.1.3. RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES

Except for the rights, obligations and responsibility of the
Parties set forth in the individual part of the Agreement and
Section 3 (RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES) of the General
Conditions, the Parties agree on the following:

4.1.3.1. The User shall undertake:

4.1.3.1.1. within the term of the Agreement and during 5
years thereafter (or during the longer period if
specifically stipulated by Legislation in relation to certain
categories of Restricted information):

413111 not to disclose Restricted information
determined in the Agreement to Third parties without the
Bank’s written consent.

413112. not to provide, sell or alienate Restricted
information to Third parties in any other way.

4.1.3.1.1.3. not to use Restricted information in any manner
not officially permitted by the Bank, in particular, not to use
information above for personal purposes or for the benefit of
Third parties.

4.1.3.1.1.4. to ensure fulfillment of the requirements to the
mode of access, processing and protection of Restricted
information determined by Legislation and the Bank, in
particular, the requirements of:

> Law of Ukraine ‘On banks and banking activities’ in relation
to banking secrecy;

» Law of Ukraine ‘On personal data protection’ — in relation
to personal data provided to the User by the Bank;

» Law of Ukraine ‘On securities and stock market’ — in
relation to insider information.

4.1.3.1.1.6. prevent unauthorized access to Restricted
information by unauthorized persons from among the User’s
involved persons / Persons involved by the User (External
party) and Third parties resulting from failure to ensure
proper storage measures/conditions for  Restricted
information, failure to implement other measures to restrict
access to Restricted information to be taken by the User in
order to fulfill the terms and conditions of the Agreement.
4.1.3.1.1.7. to notify the Bank of all events related to
disclosure or breach of confidentiality of Restricted
information as quickly as possible but not more than within
24 hours from occurrence of such event.




4.1.3.1.1.8. Sxmo KopucryBau € «30BHINIHBOIO CTOPOHOIOY,
JOTPUMYBATHUCS Bumor 1010 3a0e3me4eHHs
iHpopmaniiiHoi 0e3nexn 30BHIIHBOIO
cropoHow/3anydenoro  KopucryBayem  (30BHIIIHBOIO
cropoHoo) Ocodor (3riguo 3 m.m.4.1.5. 3aranbHux YMOB).

4.1.3.1.2. 3abe3meynuTH  HEPO3TOJOMICHHS  3aIy4EHOIO
KopucryBauem Ocob6oro BuMor 3a3Hauenux y m. 4.1.3.1. (3

miAmyHKTamMu)3aranbHux ~ YMOB  (MyOdiyHOI  YacTHHH
Horosopy).
4,1.3.1.3. Sxo Kopucrysau € «30BHINITHLOIO

cTopoHoo»,Takmii KopuctyBad 3000B’s13y€eTbes 3a0e31eunTr
HeposrojonieHns 3anyueHoro Kopucrypauem (30BHIIIHBOIO
cToponoio) Ocoboto BuMOT, 3a3HaueHux y . 4.1.3.1. (3
MIOITyHKTaMH) 3aradbHUX YMOB (TyOJiYHOI dYacTHHU
JoroBopy),a Takox JOBECTH BHUMOTH J[OroBOpYy 10 KOXKHOT
3anyuenoi KopucryBauem (30BHimHBOI0 cTOpoHOI0) Ocobw,
HUTSIXOM T ITACAHHS 3ajy4yeHoro KopucryBauem
(30BHIIIHBOIO CTOPOHOI0) Oco6o10 OcobucTux
3000B’A13aHb 32 3pa3koM, HaBeneHuM y Jomatky Ne 1 go
iHAMBigyanbHOl yacTHHU J{oroBopy.

4.1.3.1.4. YV cTpoK, SIKHH € MiHIMAILHO MOXIIHBHM, ajic HeE
OisbIe 5-TU pOOOYMX JHIB MICIs 3aKIHYCHHS CTPOKY Jii abo
npurHeHHs J[oroBopy, a TaK0oX MicCIIs OTPUMaHHSI TUCHhMOBOT
BUMOTH banky, moBepHyTr banky Hocii [30/1, He 3anumaroun
y KopucryBaua »ogHux Komiid (y TOMy YHCIi €IeKTPOHHUX ),
a TaKOX BiATBOPEHb UM BUTSTIB 3 TOKYMEHTIB, (ailiIiB, JaHUX
TOWIO, sIKi 3a3HaueHi sk [30/1.

4.1.3.1.5. 3a0esnedyBaTd HaJie)KHE 30€pekKEHHS HaJIaHHX
Bankom mporpamMHux 3aco0iB 1 He mepenaBaTtu iX TpeTim
ocobawm;

4.1.3.1.6. cBoeuacHo iHpopmyBatn baHk Tpo 3MiHU
MICIIE3HAXO/KEHHS, TelIe(OHIB, NPI3BUIN BiJIOBIIATBHUX
ocib torro. OG0B’ 3K0BO BiAMOBIAATH Ha 3anuTH baHKy 111010
HajaHHA  iHQoOpMmamii, SKa  BUKOPUCTOBYETHCA U
omepaTtuBHOI B3aeMmoIii 3 KopuctyBauem.

4.1.3.1.7. KopuctyBad He Ma€ MpaBa Ha KOIIIOBaHHS Ta/abo
PO3MOBCIOKCHHS, IepelaBaHHs TPETIM 0co0aM MPOrpaMHoO-
TEXHOJIOTIYHOTO 3a0e3MeUeHHs Ta I1HMIMX OO0 E€KTIB TIpaBa
IHTEJIEKTyalIbHOI BJIACHOCTI BaHKy, OTpuMaHuUX y 3B’SI3Ky 3
BUKOHaHHAM J[oroBopy.

4.1.3.2. KopuctyBad Ma€ npaso:

4.13.2.1. BuxopucroByBatn [30J[ 'y 3B’sa3ky 3
YCTaHOBJICHHSIM [[UIOBUX BiJHOCHH/CITIBIpAIll YW IHIIMX
BiqHOCHMH 3 baHKOM y cmocib, y Mexax Ta 3 MeTO, IO
odiriiHo 103BoJIeHI baHkoM.

4.1.3.2.2. HapmaBatu I[30/[ ymoBHOBaX€HHM JI€p>KaBHUM
opraHaM Ha iX MMCbMOBHI 3aIIUT HAJIEKHOT POPMHU BUKIIOUHO
y Me)Xax Ta BHMAJKax, mepeadadeHnx 3akoHogascTBoM. [1po
KOKHM{ BHIAJOK OTPUMAHHS 3amuTy Ha po3kpuTta [30/]
KopucrtyBau moBMHEH He Mi3Hilme 24 TOAMH 3 MOMEHTY
OTPUMaHHS 3alHWTy HANpaBUTH BIAMOBITHE TMHCEMOBE
MoBiOMIICHHST baHKy.

4.1.3.3. bank mae npaBo:

4.1.3.3.1. 3pilicHIOBaTH ayIuT Ta MOHITOPHHT isIIBHOCTI
KopucryBaua, moB’s13aH01 3 goctynom 1o 130/1.

4.1.3.3.2. BHOCUTH 3MiHHU J0 MyOJiyHOi yacTuHU [loroBopy
(BaranpHux YMOB) y MOpPSAKY, BH3HAYCHUX PO3IiIoM «14.

4.1.3.1.1.8. If the User is an External party, to meet the
Requirements to information security to be provided by
the External party / Person involved by the User
(External party) (in accordance with clause 4.1.5. of the
General Conditions).

4.1.3.1.2. to ensure non-disclosure of the requirements
stated in clause 4.1.3.1. of the General Conditions (public
part of the Agreement) by the User’s involved person.
4.1.3.1.3. if the User is an External party, such User shall
undertake to ensure non-disclosure of the requirements stated
in clause 4.1.3.1. (with sub-clauses) of the General
Conditions (public part of the Agreement) by the Person
involved by the User (External party) and also bring the
requirements of the Agreement to knowledge of each Person
involved by the User (External party) by way of signing the
Personal Commitments by the Person involved by the
User (External party) in a form given in Annex 1 to the
individual part of the Agreement.

4.1.3.1.4. to return all media with Restricted information
without no copies being kept by the User (including in an
electronic form) and reproductions or extracts from
documents, files, data etc. marked as Restricted information
as quickly as possible but not more than within 5 business
days upon expiry or termination of the Agreement and also
after receipt of the Bank’s request.

4.1.3.1.5. to ensure proper security of software applications
provided by the Bank and not to transfer the same to Third
parties;

4.1.3.1.6. to notify the Bank immediately of the change in the
location, telephones, surnames of responsible persons, etc; to
reply to the Bank’s requests as to provision of information
used for immediate cooperation with the User.

4.1.3.1.7. The User shall have no right to copy and/or
distribute, transfer software and other intellectual property of
the Bank obtained in a result of fulfillment of the Agreement
to Third parties.

4.1.3.2. The User shall have the right:

4.1.3.21. to use Restricted information to establish
relations/cooperation or other relations with the Bank in a
manner, to the extent and for the purpose officially permitted
by the Bank.

4.1.3.2.2. to provide Restricted information to the authorized
governmental bodies upon their proper written request to the
extent and in cases stipulated by Legislation. The User shall
be obliged to notify the Bank in writing of each request for
disclosure not later than 24 hours from receipt of such
request.

4.1.3.3. The Bank shall have the right:

4.1.3.3.1. to audit and monitor the User’s activity related to
access to Restricted information.

4.1.3.3.2. to amend the public part of the Agreement
(General Conditions) as stipulated by Section 14
(AMENDMENTS AND TERMINATION OF THE
AGREEMENT / GENERAL CONDITOINS) of the General
Conditions.

4.1.3.4. Responsibility of the Parties:




3MIHA TA PO3IPBAHHA JOI'OBOPY /
3ATAJIbBHUX YMOB» 3aranbaux YMoB.
4.1.3.4. BinnosinanbHicTs CTOpIiH:
BignosimansHicte CTOpiH BU3HAYAETHCS 1HIUBIIYATBHOIO
yactuHOO  JloroBopy,nyHkToM 4.1.3.4.(3 miAmyHKTaMH)
3araneHnx YMoB,posainom «3. [IPABA, OBOB’SI3KU TA
BIATITOBIJAJIBHICTD CTOPIH (3BAI'AJIBHI)» 3arampanx
YMOB Ta 3aKOHO/IaBCTBOM.
4.1.3.4.1. 3a HeBUKOHAHHS a00 HEHaJIe)KHE BUKOHAHHS CBOIX
3000B’s13aHb oaHIEIO i3 CTOpiH, TepexdadeHnx JJoroBopom ta
3akoHomaBcTBOM, BHHHA (CTOpOHAa Hece BiANOBINATBHICT
3TiHO 3 yMoBaMu J{oroBopy Ta 3aKOHOJaBCTBOM.
4.1.3.4.2. Cropona, sika mopymwia 3000B’s3aHHs, B3sTI Ha
cebe 3a JloroBopoM, MOBHHHA YCYHYTH Ili TIOPYIICHHS B
HalKOPOTLIUHI CTPOK.
4.1.3.4.3. Cmmara wrtpadHUX CcaHKLOiM (meHi/mTpady) He
3BiIbHAE€ CTOPOHU BiJl BUKOHAHHS JOTOBIPHUX 3000B’SI3aHb.
4.1.3.4.4. KopucrtyBau Hece BIIIIOBINAJIBHICTE 3a
HEeBHKOHaHHs BUMOT 1.4.1.3.1. (3 miamyHKTamu) 3arajibHUX
YMoB (mry0miynoi yactuau [lorosopy).
4.13.4.5. SMxmo KopucryBau HE € «30BHilIHBOIO
CTOPOHOIO», 3a HCBUKOHAHHS/HEHAJEKHE BUKOHAHHSA
KopuctyBauem Bumor 1. 4.1.3.1. 3aransHux YMoB (myOnigHo1
gactuau JloroBopy), KopuctyBau Hece BiANOBiTaTBHICTE y
po3Mipi BU3HAYEHOMY 1HIHMBIAyaIbHOIO YaCTHHOIO J[oToBOpY.
Bank Mae mnpaBo JOAATKOBO BUMAaraTu BiALIKOJYBaHHS
KopuctyBauem y mOBHOMY 00cCs3i 30WTKIB 3aBIaHUX
KopuctyBauem banky nusxom posrosnomenasMm I130/] abo
nopyueHHsM Bumor 11. 4.1.3.1.2. 3aranpaux YMoB (mry0aiuHo1
yacTUHH JloroBopy) cyMma SIKMX BH3HAUYA€THCS 3a 3TOJOI0
CropiH abo pillleHHAM CyITy.
4.1.3.4.6. Sxmo KopucrtyBau € «30BHIIIHbOIO CTOPOHOIOY i
Nnpu UbOMY He 3]ilicHIO€ 1 He 3000B’A3aHuii 3ilicCHIOBaTH,
BiAMOBiTHO N0 3arajdbHUX YMOB, 3ajy4eHHsl 3ajydeHOl
KopucryBayem (30BHiIHBOIO cTOpOoHOI0) Ocodu, 3a
HEBHKOHAHHSI/HEHAJIe)KHE BUKOHaHHS KopucTyBauem BUMOT
n.4.1.3.1. 3aranpaux YMmoB (my0Oaiunoi wactunu Joroopy),
KopuctyBau mpotsrom 10-Th kaneHmapHUX AHIB 3 JaTH
OTpUMaHHS MUCbMOBOI BUMOTH banky, criauye banky mirpad
y po3mipi 100 000,00 rpuBeHbr 3a KOXHHHA BHUIAIOK
MOPYIIEHHS, KOO iHIMUK po3mip mTpady He mepeadavdeHo
IHIUBITyaJIbHOIO YaCTHHOIO J[oTOBODY.
Kpim Toro, bank Mae mpaBo JOAATKOBO BHMAaratu
BigmkoayBanHsa KopucryBauem y moBHOMY 0OCs3i 30HMTKIB
3apnannx KopucryBayem bBaHKy MUISIXOM pO3TOJONICHHSIM
130/1 abo mopymieHHsiM Bumor 1. 4.1.3.1. 3aranpHux YMOB
(my6mniunoi wacTuHu JoroBopy) cyma SIKMX BH3HAYaeThCS 32
3rogoro CTopiH a0 PIMICHHSIM CYIy.
4.1.3.4.7. sIxmo KopuctyBau € «30BHIIIHHOI0 CTOPOHOIOY, i
npu UbOMYy 37ilicHIoe a0o 3000B’si3aHmMii 3aiiicHUTH,
BiAMOBiTHO 10 3arajdbHUX YMOB, 3ajy4eHHsl 3ajydeHOl
KopucryBayem (30BHIIHBOIO cTOpoHOI) Ocobu 3a
HEBHKOHAHHSI/HEeHAJIC)KHE BUKOHAaHHS KopucTyBauemM BUMOT
m. 4.1.3.1. 3aranpanx YMoB (myOumivHOi yacTurau JoroBopy),
KopuctyBau mpotsrom 10-Th kaneHmapHUX AHIB 3 JaTH
OTpUMaHHS TUCHEMOBOI BUMOTH baHky, crutauye banky mrpad

Responsibility of the Parties shall be determined by the
individual part of the Agreement, clause 4.1.3.4 (with sub-
clauses) of the General Conditions, Section 3 (RIGHTS,
OBLIGATIONS AND RESPONSIBILITY OF THE
PARTIES) of the General Conditions and Legislation.
4.1.3.4.1. for failure or improper fulfillment of its obligations
by one of the Parties stipulated by the Agreement and
Legislation  the guilty Party shall be responsible in
accordance with the terms and conditions of the Agreement
and Legislation.

4.1.3.4.2. The Party in default of obligations hereunder shall
be obliged to remedy such violations as soon as possible.
4.1.3.4.3. Payment of penalties (fines) shall not release the
Party from fulfillment of its contractual obligations.
4.1.3.4.4 The User shall be responsible for failure to fulfill
the requirements of clause 4.1.3.1. (with sub-clauses) of the
General Conditions (public part of the Agreement).
4.1.3.45. IF the User is NOT an External party, for
failure/improper fulfillment of the requirements of clause
4.1.3.1. of the General Conditions (public part of the
Agreement) by the User, the User shall be responsible to the
extent determined by the individual part of the Agreement.
The Bank shall have the right to require further
reimbursement of losses caused by the User to the Bank in
full due to disclosure of Restricted information or breach of
the requirements of clause 4.1.3.1.2. of the General
Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.6. If the User IS an External party and does not
involve and is not obliged to involve the Person involved
by the User (External party) in accordance with the
General Conditions, for failure /improper fulfillment of the
requirements of clause 4.1.3.1. of the General Conditions
(public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation unless other amount of penalty
is stipulated in the individual part of the Agreement.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General
Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.7. If the User IS an External party and involves or
is obliged to involve the Person involved by the User
(External party) in accordance with the General
conditions, for failure /improper fulfillment of the
requirements of clause 4.1.3.1. of the General Conditions
(public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General




y po3mipi 100 000,00 rpuBeHbL 3a KOXHHUH BHUIAIOK
MOPYIICHHS.
Kpim Toro, BaHk Mae€ mpaBo [OJaTKOBO BHMAraTH

BimmkoayBanHs KopucrtyBaueM y moBHOMY 00cs3i 30MTKIB
3apnanux KopucryBauem bBaHKy HUISIXOM pO3roJONIEHHSIM
I30/1 abo mopymenusim Bumor 1. 4.1.3.1. 3aransHuX YMOB
(myOmiurOi yacTuHM J[0oTOBOPY) CyMa SIKHX BH3HAYAETHCS 3a
3rogoro CTopiH abo pileHHsIM Cyay.

4.1.3.4.8. Koxna i3 CTopiH Hece BiJNOBIIANBHICTh 3a 3001 B
oOMmiH1 iHopmartiero, BHUKJIMKaHI HaBMHUCHHMH,
HeobepekHIMHE a00 HEKOMIIETCHTHUMH isIMH 1X TIEPCOHATY.
4.1.4.CTPOK JIi TOTOBOPY TA MOPSIJIOK MOIO
PO3IPBAHHSA

4.1.4.1. Ctpok xii [loroBopy ckiiamae OiUIBIIHAN 13 BKa3aHUX
HUXKY€ TTePioIiB:

4.1.4.1.1. 5 pokiB 3 matu HaOyTTs yuHHOCTI [loroBopy mmns
KopucryBaua, a6o

4.1.4.1.2. Sdxmo KopucryBau € «30BHIIIHBOIO CTOPOHOIOM,
nepion 3 Jatu HaOyTTa unHHOCTI JloroBopy st KopucryBaua
1 10 3aBepILIEHHS 5-TH MMOCITIJOBHUX POKIB 3 IaTH MIPUITUHEHHS
Horosopy 3a skum KopucryBau Hanmae banky mnocmyru,
MOCTAaBIISIE TOBAPH, BUKOHYE POOOTH.

4.1.4.2. loroip Moxe OyTu posipBanuii 3a 3rogoto CropiH
abo 3 iHimiaTHBH baHKy B OTHOCTOPOHHBOMY IOPSIKY
[UITXOM HaJICHUJIaHHS BIZITOBITHOIO MHCHEMOBOTO
noBigomieHHs Kopucrysauy.

4.1.4.3. InimiroBaHHsA po3ipBaHHs J(oroBopy 3a iHIIIaTHBOIO
KopucryBaua MOXJHMBE TUIBKM 3a YMOBH, SKIIO Y
KopucryBaua nemae 3aboproBaHocTi mepen bankom 3a
HoroBopom. 3aboproBanictio KopucrtyBaua € HecruiaueHi
mrpadHUX CaHKIi1, 30MTKH BignoBigHO 10 JloroBopy.
4.1.4.4. PozipBanns [loroBopy, y TOMy 4HCIi 32 iHII[IaTHBOIO
Banky, He 3BuTbHsIE KopucTyBaya Bifi 00OB’S3KYy CIIATHTH
3a00proBaHicTh, M0 BUHHUKJIA MpoTsaroM nii Jlorosopy B
MTOBHOMY 00CSI3i.

4.1.4.5. 3akinueHHs CTpoky aii JloroBopy He 3BUIbHSE
CropoHH Big BHMKOHaHHS Bcix mependaueHux JloroBopom
3000B’s13aHb Ta BiJ BIAMOBITAJIBLHOCTI 3a HEBUKOHAHHSA YU
HEHaJIe)KHE BUKOHAHHSI 3000B’s13aHb B niepiof aii Jlorosopy.
4.1.4.6. lis JoroBopy npUnuHSEThCS y pa3i JikBigauii banky
g Kopucrysaua.

Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.8. Each of the Parties shall be responsible for
information exchange interruptions caused by willful,
negligent or unqualified actions of their personnel.
414. TERM OF THE AGREEMENT AND
TERMINATION

4.1.4.1. The term of the Agreement shall be the longest of the
periods stated below:

4.1.4.1.1. 5 years from the effective date of the Agreement
for the User or

4.1.4.1.2. If the User is an External party, from the effective
date of the Agreement for the User and till expiry of 5
consecutive years from the date of termination of the
Agreement in accordance with which the User provides
services, goods, works to the Bank.

4.1.4.2. The Agreement may be terminated upon agreement
between the Parties or the Bank’s initiative unilaterally on a
basis of the relevant written notice sent to the User.

4.1.4.3. The User may initiate termination of the Agreement
provided that the User has no amounts outstanding before the
Bank under the Agreement. The User’s debts shall include
penalties, fines and losses unpaid under the Agreement.
4.1.4.4. Termination of the Agreement, including upon the
Bank’s initiative, shall not release the User from its
obligation to pay all debts arisen during the term of the
Agreement.

4.1.4.5. Expiry of the Agreement shall not release the Parties
from fulfillment of their obligations stipulated by the
Agreement and for failure or improper fulfillment thereof
during the term of the Agreement.

4.1.4.6. The Agreement shall terminate in case of liquidation
of the Bank or the User Kopucrysaua.
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4.1.5. Bumorn miogo 3a0e3mevyeHHsI iH(opMamiiiHoi
Oesnmekd  3O0BHIIIHBOIO  CTOPOHOW /  3ally4yeHoI0
KopucryBayem (30BHilIHB010 cTOPOoH010) Oco6010

4.1.5. Requirements to information security to be ensured
by the External Party / Person involved by the User
(External party)

Tepminu Ta NOHATTA:

Bbank — AT «OTII BAHK»;

Horosip — Jlorosip mpo Hepo3rosomeHHs iHpopmamii 3
00MEXEHUM JTOCTYTIOM, SIKHI CKJIAJA€ThCS 13 iHAMBITyaIbHOT
gactuan JloroBopy Ta myOmiuyHoi wactuHM JloroBopy
(3aranbHi YMoBH), yriaaeHuit CTopoHamu.

Jlorosip npo HagaHHs MOCJIYT — JIOTOBIp, IO YKIIAJAE€THCS
Mix bankoMm Ta 30BHIIIHBOIO CTOPOHOIO MPO HaIaHHS MOCIYT,
BUKOHaHHsI pO0iT, TOCTaBKH TOBApYy y raiysi iHpopMamiiHux
TEXHOJIOT1H, OB’ A3aHMNX 3 OAHKIBCHKOIO MISIBHICTIO.

Ib — inopmariiina Oe3meka;

1301 — indopmariisi 3 0OMEKEHUM TOCTYIIOM.

Terms and definitions:

Bank shall mean OTP BANK JSC;

Agreement shall mean the Restricted information agreement
consisting of the individual part and public part (General
Conditions) of the Agreement concluded between the
Parties.

Service agreement shall mean an agreement concluded
between the Bank and the External Party concerning
provision of services, fulfillment of works and delivery of
goods in the sphere of information technologies related to the
banking activities.

IS shall mean information security;




ABTeHTH(}iKaLIsl KopHcTyBaya — Tpoleaypa HepeBipKu
BIZIMIOBIAHOCTI Mpe]’ ABJICHOro ineHTH(iKaTopa KOPHCTyBava

HA  TpeaMeT  HaJeKHOCTI  [bOMY  KOPHCTYBAdyeBi;
BCTAHOBJICHHS abo i ITBEPKCHHS CITPaBXHOCTI
KOpUCTyBaua.

AyTcopcuHr — niepefaya 30BHIIIHIA CTOPOHI MeBHUX Oi3HeC-
dbyukmii abo ckiamoBuX Oi3HEC-Tporiecy baHKy 3 MeToro
MiZBUINEGHHS  MPOAYKTUBHOCTI  Tpaimi abo  3HIKEHHS
c00iBapTOCTI MOCTYT.

Ayrtcraddinr — BUBeICHHS MEPCOHANY 3a 1ITAaT baHKy, 110
nependayae BUKopucTaHHs baHkoM mociayr poOITHHKIB, AKi
IOPUINYHO € MpeACTaBHUKAMHU 30BHILIHBOT CTOPOHH.
BankiBcbka TaeMHUIA — iH(GOpMAIls MO0 MISTIBHOCTI Ta
(hiHAaHCOBOTO CTaHy KIi€HTa, SKa CTaja BiJOMOIO OaHKY Y
mporieci 00CITyroByBaHHS KIIi€HTa Ta B3a€MOBIIHOCHH 3 HUM
YH TPETiM oco0aM NpH HaJaHHi nociyT 0aHKy (3akoH YKpaiHu
«IIpo 6ankY 1 6aHKIBCHKY TiSTTLHICTEY ).

KopuctyBau — Cropona 3a JloroBopom, Hamaidi TaKOX
30BHIIIHS CTOPOHA.

Bpa3auBicTh — HE3JaTHICTH MPOTHUCTOSTH peaji3allii meBHOT
3arpo3u abo CyKyIHOCTI 3arpo3.

JocTynHicTh — BIIACTUBICTH PECYpCy CHCTEMH OOpOOKH
iHpopmarii, ska mHonAra€e B TOMY, LIO KOpHCTyBad i/abo
mporec, SKAW BOJIOAIE BiAMOBITHUMH TOBHOBa)KCHHSIMH,
MOJK€ BUKOPHCTOBYBAaTH pEeCypC BIANOBITHO 1O IMpaBHI,
BCTaHOBJICHUX TOJITUKOK OE3MeKH, HEe OYIKyHYM JOBIIE
3a1aHoT0  (Majioro) TPOMIKKY dYacy, TOOTO KOJH BiH
3HaXOMUTBCS y BHUIVISLII, HEOOXITHOMY KOPHCTyBaudeBi, B
Micii, HeoOXiIHOMY KOpHCTyBaueBi, i B TOH 4ac, KOJH BiH
oMy HEOOXiTHUH.

3arpo3a Ib — O6yap-sxa o6craBuHa abo nofist b, mo MoxyTh
OyTH NMPUYMHOIO MOPYIICHHS MOJITHKH Oe3mneku iHdopMarii
abo HaHeceHHs 30uTKiB banky.

3axucr iHpopmanii - CYKYITHICTh MpaBOBUX,
aIMIHICTPAaTUBHUX, OpPTaHI3aIlifHUX, TEXHIYHUX Ta I1HIIHX
3axo/iB, MmO 3a0e3neuyyloTh 30epekKEHHs, I[UIICHICTh

iHpopMaLii Ta HaJleXHUH NOPsIOK nocTymy Ao Hei (3akoH
Ykpaiau «I1po indopmariiro»).

3oBHilHA cTOpoHa — (i3nuHi 0coOH Ta/abo BizuuHi 0coOH —
HiANPUEMITL, Ta/a00 IOPUINYHI 0COOH, SIKi HE aCOIIOIOTHCS 3
bankom Ta 3amyudatoTbcst baHkOM 40 BHKOHaHHS PpoOIT,
Ha/IaHHS [TOCITYT, TOCTaYaHHS TOBapiB Ha MiJICTaBi JOTOBOPIB
LUBUIFHO-TIPABOBOro (TOCTIONAPCHKOr0) Xapaktepy. Hanmami
takox Kopucrysau.

3anydena KopucryBauem (30BHIIHBOK cTOpOHO010)Ocoda
— (¢isnuHa ocoba, sKa € HaHMaHUM [OPaliBHUKOM
KopucryBaua (skuii € 30BHIIIHBOIO CTOPOHOIO), 3aJIydeHa
KopucryBauewm, 1o ygacti y meperoBopax 3 bankom abo sika €
HaiiMaHuM mpaniBHUKOoM KopucryBawa, sika y 3B’SI3Ky 3
BUKOHaHHSIM CBOIX CIy»KOOBHX (110caZoBuX) O0OB’SI3KiB Mae
nocryn no 130J] banky, a takox 3amydena KopuctyBauem
¢dizmuaa ocoba, ska He TmepedyBae 3 KopucrtyBauem y
TPYIOBUX BIAHOCWHAX, aje mae poctymn jao 130l banky Ha
yMOBax IOTOBOpPY HiApsily, IOTOBOPY IOCIYT, aBTOPCHKUX
JIOTOBOPIB, TOIIO, YKIanaeHoro Mixk KopuctyBadem ta barkom.
Ocobucti 3000B’A3aHHA — THCHMOBHIl JOKYMEHT, 3a
TUNOBOIO  opmoro  baHky, nignucaHnud  3adydeHoro

Restricted information shall mean information with limited
access.
User’s authentification shall mean the procedure of
verification of the user’s identifier to find that the user is its
holder; the procedure of authentification of the user.
Outsourcing shall mean assignment of certain business
functions or constituents of the business process of the Bank
to the External party in order to increase productivity of
labour or reduce cost of services.
Outstaffing shall mean exclusion of the personnel from the
staff of the Bank that implies the use of services of the
employees by the Bank who are legal representatives of the
External party.
Banking secrecy shall mean information in relation to
activity and financial position of the client which became
known to the Bank during provision of services to and
relations with the client or third parties during provision of
banking services (Law of Ukraine ‘On banks and banking
activities’).
User shall mean a Party to the Agreement, hereinafter also
referred to as the External party.
Sensitivity shall mean inability to resist to certain threat or a
range of threats.
Availability shall mean the feature of the resource of the
information processing system that implies that a user and/or
a process having relevant powers may use the resource in
accordance with the rules determined by the security policy
without waiting beyond the established time period, i.e. when
itisinaform, in a place and in a time necessary for the user.
IS threat shall mean any IS circumstance or event, which
may cause violation of the information security policy or
damage to the Bank.
Information protection shall mean the aggregate of legal,
administrative, organizational, technical and other
measures ensuring security, integrity of information and
proper access thereto (Law of Ukraine ‘On information”).
External party shall mean physical and/or self-employed
persons not associated with the Bank and involved by the
Bank into works, services, goods supply under independent
contractor agreements, hereinafter also referred to as the
User.
Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her
official duties and a physical person involved by the User
having no labour relationship but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc. Concluded between the User
and the Bank.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person




KopuctyBauem  (30BHimHbOIO  cTopoHOi0)  Ocoboto,
BiAMOBiAHO 10 sikoro 3anydeHa KopuctyBauem (30BHIIIHBOIO
ctopoHoto) Ocoba 3000B’S3ye€ThCSI BUKOHYBATH BUMOTHU
Horosopy (JloroBopy mpo HeposrosomeHHs iHdopmarii 3
00MEKEHUM JIOCTYTIOM).

InenTudikarop — yHikampHUA aTpuOyT (iM’s) 00’€kTa
(kopucTyBaua, MpoIecy), Mo J03BOJIAE OJHO3HATHO BUAUIATH
JaHui 00’ €KT cepes MoJiOHuUX.

Incaiinepcbka indopmaniss — HeonpuTioAHEHa 1HQOpMAIIis
PO eMiTeHTa, HOTo I[iHHI Tanepy Ta MOXiAHI (IepUBATHBH),
o niepebyBaroTh B 00iry Ha (QOHIOBIH Oipki, a00 MpaBOYNHU
IIOZI0 HUX, Yy Pa3i SKIIO ONPUIFOJHEHHS Takoi iH(opmarrii
MOX€ 1CTOTHO BIUIMHYTHM Ha BapTiCTh IIHHUX MAamepiB Ta
MOXIMHUX (IepUBATHBIB), Ta SKa IIJIATAE OMPHIIIOTHESHHIO
BIJITOBITHO 110 BUMOT 3akoHOomaBcTBa. [Hbopmaris 1momo
OLIHKM BapTOCTI WLIHHMX TmamnepiB Ta/abo QiHaHCOBO-
rOCHOAAPCHKOTO CTaHy €MITEHTa, SKIIO0 BOHAa OTpPHMaHa
BUKJIFOYHO Ha OCHOBI ONPWIIOAHEHOI iHdopmamii abo
iHpopmanii 3 IHIMX MyOJNIYHUX JDKEpes, He 3a00pOHEHUX
3aKOHO/IaBCTBOM, HE € IHCAlJepChKOK 1H(OpMAIIiELO.
[Hpopmarist He BBa)KAEThCA IHCAHAEPCHKOIO 3 MOMEHTY ii
ONPWIIIOTHEHHS BIAMOBIAHO 10 3aK0oHY (3akoH Ykpainu «IIpo
LiHHI nanepu Ta GOHIOBUH PHHOKY).

Indopmaniiina 6e3nmexa banky — cran iHpopMaIlii, B SKOMyY
3a0e3medyeThCcsl 30epeKeHHsT KOHQIIEHIIIHHOCTI, MIIICHOCTI
Ta JOCTYNHOCTI iH(opmaiii, a TakoX I[UIICHOCTI,
CITOCTEPEKEHOCTI Ta KEPOBAHOCTI MPOIIECIB 11 00pOOKH 3TiaHO
3 BUMOTaMH, BU3HAY€HUMH MomiTuKoio Ib banky.
Indopmauniiinuii pecypc — Oyap-sika CyTHICTb, III0 Ma€ JUIS
Banky 1iHHICTH 1 BINTUBAa€ HA BIACTHUBOCTI Ta PiBEHb 3aXUCTY
indopmarii. o iHpopmaniiHUX pecypciB 30KpeMa HaIekKaTh:
BiacHe iH(QopmMalis, oOJagHaHHS, NPOrPaMHI pecypcH,
iHKeHepHa iHQpacTpykTypa, iHQoOpMaliifHi MOCIyrH Ta

CEepBICH KHUTTE€3a0€3MECUCHHS, IEPCOHAN, NPHYETHUH 10
00p0o0KM iHpOpMAIIii TOTIO.
Indopmaniitna cucrema (cucrema  iHpopmManiiiHux

TEeXHOJIOTii) — opraHizaliifHO-TeXHIYHA cHcTeMa, B SKii
pearizyeThCs TEXHOJIOTiA 00pobkn  iHoOpMmamii 3
BUKOPUCTAHHSIM TEXHIYHHX 1 MPOrpaMHUX 3aco0iB, 30Kpema,
CAB, cuctemu 3B’53Ky TOIIO.

Indopmanis — Oyap-sxi BizomocTi Ta/abo nmaHi, ki MOXYTh
OyTH 30epekeHi Ha MaTepialbHUX HOCISAX a00 BiJoOpakeHi B
EIIEKTPOHHOMY BUTJISAII (3akon Ykpainu «IIpo
iH(hOopMaIIiioy).

Indopmania 3 o0MexkeHMM JOCTYNOM — BiJIOMOCTI, IO
MICTATh OaHKIBCBKY, KOMEpLIHHY Ta€MHUIII, KOH(iACHIIHHY,
iHCalepchKy iH(pOpMaLilo, BIACHUKOM SKUX € baHk, a0o siki
€ TpeaMeToM MpodeciiHoro, MUIOBOTO, BHUPOOHUYOTO,
KOMepIiiHoro Ta iHmmx iHtepeciB banky, iHopmaris, ska
CTOCYEThCs 3/1ilicHeHHs] BaHkoM ¢iHaHCOBOTrO MOHITOPUHTY, a
TAaKOXX TIEPCOHAJbHI JaHi, CTOCOBHO SIKMX 3TiTHO 3
noyiokeHHsIMH 3akoHy Ykpainu «lIpo 3axmcT mepcoHanbHUX
JaHuX» baHK BUCTymae y poii BOJOALUIBIS, PO3MOPSIHUKA
MEPCOHANFHUX JaHuX abo y poii Tperhoi ocobwm. Ilepemik
30/ bamky Ta moOpsmok 1i BHU3HAYCHHS HABEACHO B
perynstopaoMy  nokymMeHTi banky «llomokeHHS  1Ipo

involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Identifier shall mean a unique attribute (name) of the object
(user, process) allowing clear distinction of such object
from among similar ones.

Insider information shall mean non-public information
about the issuer, its securities and derivatives in circulation
at the stock market or deeds in relation to the same if
disclosure of such information may have significant effect
on the value of securities and derivatives and which is
subject to disclosure in accordance with the requirements of
Legislation. Information about assessment of the value of
securities and/or financial and economic position of t issuer,
if obtained only on the basis of the disclosure information
or information from public sources not prohibited by
Legislation, shall not be insider information. Information
shall not be considered as insider information from the date
of its disclosure in accordance with Law (Law of Ukraine
‘On securities and stock market”).

Bank’s information security shall mean the status of
information allowing to keep it confidential, integral and
available and also to keep the processing procedure integral,
observable and manageable in accordance with the
requirements set forth in the IS Policy of the Bank.
Information resource shall mean anything valuable for the
Bank affecting the features and level of information
protection. Information resources, in particular, include
information, equipment, program resources, engineering
infrastructure, information services and life support
services, personnel involved into information processing,
etc..

Information system (information technology system)
shall mean the organizational and engineering system
implementing the information processing technology using
technical devices and software, in particular, Bank
Automatization System (BAS), communication system, etc.
Information shall mean any information and/or data,
which may be stored on material media or displayed in an
electronic form (Law of Ukraine ‘On information’).
Restricted information shall mean data containing
banking and commercial secrecy, insider, confidential
information owned by the Bank or being the subject matter
of the Bank’s professional, production, commercial and/or
other interests of the Bank, information concerning
financial monitoring carried out by the Bank as well as
personal data in relation to which the Bank acts as a holder,
controller or third party in accordance with the provisions
of the Law of Ukraine ‘On personal data protection’. The
list of Restricted information and the procedure for
determining the same shall be given in regulatory document
of the Bank ‘Regulation on classification of information
and measures ensuring protection of restricted information’.
Information security incident shall mean occurrence of
one or more uncontrolled or unforeseen IS events, which




kinacudikaiio iHdpopMalii Ta 3axoau II0A0 3a0e3MeueHHs
3aXUCTy iH(pOpMAIIil 3 OOMEKEHUM JTIOCTYTIOMY.

Innunent indopmaniiinoi Oe3mexkm — TmosiBa OaHiET abo
KUTbKOX HeOaxkaHmx abo HermepembadeHux nofii 1b, 3 skumu
NOB’Si3aHa 3HA4YHA WMOBIPHICTH KOMIIpOMETAIii MpoIeciB
0aHKIBCHKOI MisITBHOCTI Ta CTBOpeHHs 3arpo3 Ib.
Komepuiiina Taemuuns — inpopmariisi, sska € CEKpETHOIO B
TOMY PO3YMiHHI, [0 BOHA B I[JIOMY YM B IEBHiH (opmi Ta
CYKyHmHOCTI 1i CKIaJoBHX € HEBIIOMOIO Ta HE €
JIETKOOCTYITHOIO IS 0Ci0, sSKi 3BHYAMHO MalOTh CIIPaBy 3
BUJIOM iH(OpMaIIii, 10 SKOT0 BOHA HAJIEKUTH, Y 3B’ SI3KY 3 IIUM
Ma€ KOMEPIIHY IIHHICTh Ta Oyja MpeIMeTOM aJeKBaTHHUX
ICHyFoUMM O00CTaBMHAM 3aXOHiB MIOAO 30epexeHHs il
CEKPETHOCTI, BXKHUTHX 0C000I0, sIKa 3aKOHHO KOHTPOIIOE ITI0
inpopmarnito. KomepriiiHOI0 TaeMHHIIEI0 MOXYTh OyTH
BiJOMOCTI TEXHIYHOTO, OpraHi3alliifHOro, KOMEpIIiHOTO,
BHPOOHHYOTO Ta IHIIOTO XapaKTepy, 3a BHHATKOM THX, SIKI
BIITOBITHO JO 3aKOHy HE MOXYTh OYTH BIJHECEHI M0
komepuiriHoi Taemuui (LluBinbHu Koneke Ykpainu).
Kondinenuiiina indopmauis — indopmauis npo ¢iznuny
oco0y, a Takox iH(popMaris, TOCTYIl JO SKOi OOMEXEHO
¢izn4HOI0 200 IOPUIUIHOIO 0CO00I0, KpiM cy0’€KTiB BIAAHUX
IIOBHOBAXKEHD. Konoinenuirina iHpopMarris MOXeE
MTOIIUPIOBATHCS 3a Oa)kKaHHSM (3T0A0I0) BiATOBIIHOI 0co0H Y
BU3HAYCHOMY HEIO TOPSAIKY BIAMOBIAHO 10 TepemndadeHmx
HEIO YMOB, a TAKOX B IHIIMX BUMAJKaX, BU3HAUECHUX 3aKOHOM
(3axon Ykpaiau «IIpo indopmariiro»).

Kondinenuiiinictp — BnactusicTs iHpOpMaii, sika mousarae B
ToMy, o iH}opMmaliss He Moxe OyTH OTpHMaHa
HEaBTOPU30BaHUM KOPUCTYBadeM 1/ab0 IpoLecoMm.

IIpaBuna indgopmaniiiHoi 6e3meKkn — MPUNKCH, IHCTPYKIIil,
periiaMeHTH, BUMOTH, PEKOMEHJAIii o0 3a0e3NeueHHs
Oesneku iHpopManii, AKi MICTATbCA y cTaHgapTax YKpaiHu,
MiXKHapomHUX craHaaprax cimeiictea [SO/IEC 27000,
CTaHJAPTaxX TUIATKHUX CHCTEM, HAI[IOHAIBLHHUX JIOKYMEHTaX
IHIIUX KpaiH, MKHAPOIHUX HAYKOBO-IOCIIIHUX OpTaHi3alii
Ta npogeciiiHuX 00’ €AHAHb.

IlepconajibHi JaHi — BIJOMOCTI YM CYKYITHICTh BiIOMOCTEH
npo ¢izuuHy ocoly, sika imeHTH(ikoBaHa a00 MOXe OyTH
KOHKpEeTHO ineHTudikoBana (3akoH Ykpainu «lIpo 3axucr
MEPCOHANTFHUX MaHux»). Jlo kordineHiitHOI iHdopMartii mpo
¢bizuuHy 0CcO0y HalekaTh, 30KpeMa, MJaHi Tmpo i
HAI[IOHANBHICTh, OCBITY, CIMEHHHMH CTaH, peiriiHi
TIepeKOHAHHs, CTaH 37I0POB’S, a TAKOX ajpeca, Jara i Micie
HapoxeHHs (3akoH Ykpainu «IIpo iHpopMmariro»).
Cucrema aBromMaTu3auii 6aHKy — cucrema iHQOpMaifHIX
TEXHOJIOT1H, 10 BHUpIlIye 3aqadi aBTOMaru3amii 0aHKiBChKOT
IisTEHOCTI  (Hampukian, cucreMa «OneparmiiiHuii  J1eHb
0anky», cuctema «Kiient-bank» Tomno).

CnocrepexHicTb —  BJIAaCTHBICTH CHCTEMH  OOpOOKH
iH(popMartii, 1110 JI03BOJISIE (bikcyBaTH  AiSITBHICTH
KOPHUCTYBAaUiB 1 MPOIIEeCiB, BHKOPUCTAHHS TTaCUBHUX 00’ €KTIB,
a TaKoX OJHO3HAYHO YCTAHOBIIOBAaTH 1ICHTU(IKATOPH
MPUYETHUX [0 IEBHUX TMOIiil KOPUCTYBadiB i MpoIeciB 3
METOIO 3aIrlo0iraHHA TOPYIICHHS TOJITHKH Oe3MeKku i/abo
3a0e31eYeH s BiANOBIJAILHOCTI 3a IEeBHI ail.

are likely to compromise banking activity processes and
create 1S threats.

Commercial secrecy shall mean information having
secrecy to the extent that it is, in whole or in a certain form
and in the entirety of its constituent elements is not known
and easily accessible for the persons usually dealing with
such kind of information it belongs to and in this context it
has commercial value and was the subject matter of
measures to maintain its secrecy taken by the person
controlling such information on legal grounds. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy (Civil
Code of Ukraine).

Confidential information shall mean any information
about a physical person and information with access
restricted by a physical person or legal entity except for
persons  with  authoritative  powers.  Confidential
information may be disclosed if so desired (agreed) by the
relevant person in a manner and under the conditions
prescribed and in other cases stipulated by Law (Law of
Ukraine ‘On information”),

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process.

Information security rules shall mean orders, instructions,
regulations, requirements, recommendations concerning
information security contained in the standards of Ukraine,
international standards ISO/IEC 27000, payment system
standards, national documents of other counties,
international scientific and research organizations and
professional unions.

Personal data shall mean the data or the pool of data about
the physical person identified or identifiable (Law of
Ukraine ‘On personal data protection’). Confidential
information about the physical entity shall include, in
particular, nationality, education, marital status, religious
beliefs, health condition and place of birth (Law of Ukraine
‘On information™).

Bank’s automation system shall mean the system of
information technologies dealing with banking activity
automation (for example, Bank’s operating day, Client-
Bank systems, etc.).

Observability shall mean the feature of the information
processing system allowing to record activity of the users
and processes, use of passive objects and to expressly
determine identifiers of users and processes involved in
certain events in order to avoid violation of the security
policy and/or to ensure responsibility for certain actions.
Stenography shall mean the concealed writing when the
notice is coded in such a way that it does not look like a
notice.
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Creranorpadgisa — TaifHONUC, TpU SKOMY MOBIIOMIIEHHS
3aKOI0BaHE TAKUM YHHOM, L0 HE BUTJISIIAE SIK TTOB1IOMIICHHSI.
Tpers cTropoHa — ¢i3muHa abo opuguvHa 0co00a,
opramisaiisi, OpraH JepKaBHOI BJIATHd TOIMIO, SIKI HE
aconiroroTees 3 bankom abo ocobamu, mo nepeOyBaloOTh Yy
IUTOBMX BimHOocWHaX 3 baHkoM y 3B’A3Ky 3i 3miliCHEHHSIM
0aHKIBCHKOI IiSUIBHOCTI.

HinichicTs indopmanii — BrnactuBicTh iHGOpMaIii, ska
nojsrac B ToMy, 1Mo iHQopMamis He Moxe OyTn
MoaudikoBaHa HEABTOPHU30BAaHUM KOpPHUCTyBadeM 1/a0o

MIPOIIECOM.

HinicHicTh cMCTEMM — BIIACTUBICTh CUCTEMH, SIKa MOJISATAE B
TOMY, IO XOJEH il KOMIOHEHT He Moxe OyTH yCyHEeHHuH,
MoaudikoBaHUKH abo0 MOMaHWKA 3 TOPYIICHHSM ITOJITHKA
Oe3mexu.

4.1.5.1. Bumoru indopmaniiiHoi Oe3nexkn

4.1.5.1.1. Joctyn 30BHIIHIA CTOPOHI M0 iH(OpPMAIITHIX
pecypciB Ta mpumimieHbs baHky, ne i pecypcH po3MilleHo,
HAJIa€THCS BUKITIOYHO 3 JI03BOIY i B iHTepecax baHKy y 3B’ s3Ky
31 31MCHEHHAM HUM OaHKIBCHKOI JISUIBHOCTI.

4.1.5.1.2. 3aranpHOI0 TiACTaBOIO A HAJAHHSA JOCTYIY €
JoroBip mpo HagaHHS TOCIYT, YKIaJeHHH MK baHkoMm Ta
30BHIIIHBOIO CTOPOHOIO.

4.1.5.1.3. VYV Bumagky, SKIIO B TPOIECI MATOTOBKH abo
BUKOHaHHsI yMOB JIOTOBOPY MPO HaJaHHS MOCIYT, 3OBHIIIHS
CTOpPOHAa OTPUMYE MOXJIMBICTH JocTymy a0 [BOJ] Ta
iHpopmarifinux pecypciB banky, 30BHIIIHA CTOpPOHA
3000B’s13aHa JAOTPUMYBATHCh B XOJi CHIBPOOITHHIITBA 3
Bankom BuMor moao KoHQiASHIIHHOCTI Ta iHpopManiitHol
Oe3mnexu.

4.1.5.1.3.1. 3000B’s3aHHS 30BHINIHBOI CTOPOHHU 11010
JIOTPUMAaHHS B XOJ[i CIiBpOOiTHUIITBA 3 BaHKOM BHMOT 111010
KoH(pineHuiHOCTI Ta iHQOpManiiiHoi Oe3neku (QikcyloTbCs
IUIIXOM yKiazieHHs Jlorosopy.

4.1.5.1.3.2. Bumorm indopmamiitHoi Oe3meKkH  TI0J0
30BHIIIHBOT ~ CTOPOHM  BHU3HAYAIOTHCA  PETYJISTUBHUMHU
JIOKyMEHTaM# 0aHKy (moniTUKaMH, MOJIOKCHHSAMHU,

perjJaMeHTamMH, IHCTPYKIISIMH, MOPSAAKAMH TOIIO) IIOIO0
3a0e3rneueHHs 1H(GOPMaIiiHOT OS3MEeKH 1 BKIIOYAIOTH (ajie He
00MEXKYIOUHCH):

» BusHauenHs 130/, mo € npeamerom Jorosopy;

» wmiHHiCTh a1 baHky Ta KOHGOIACHUIWHICTH 3a71ydeHOl
iHpopmaii;

» BIANOBINANBHICTH Ta Jii 3O0BHINIHBEOT CTOPOHH IIOJIO
3ano0iraHHs HECAHKITIOHOBaHOMY po3rosorieHHio [30/1;

» TpaBo BJIAacHOCTI Ha iH(OpMaI0 y TOMY YHCIi, MPaBO
IHTEJIEeKTyaJIbHOI BIACHOCTI;
» JI03BOJICHI  CHOCOOH
croponor 30/ banky;

» Tpoleypy CHOBIIICHHS Ta 3BITYBaHHS LIOA0 (akTiB
posronomeHHs abo mopymeHHs KoHdineHmiiHOCcTI [30/]
Banky.

» mepenik iHpopMmanidiHuX pecypciB baHky, 10 sKHX
HAIA€THCS TOCTYN 30BHIIIHIN CTOPOHI;

» cmocid Ta TepMiH HaJaHHS IOCTYIy 3O0BHIILIHIN CTOPOHI
10 iHpopmaliitaux pecypciB baHky;

BHKOPHCTaHHS  30BHIIIHBOIO

Third party shall mean a physical person, legal entity,
organization, governmental authority etc. Not associated
with the Bank or persons in business relations with the Bank
resulting from banking activities.

Information integrity shall mean a feature of information
implying that information may not be modified by an
authorized user and/or process.

System integrity shall mean a feature of the system
implying that neither component may be removed,
modified or added in violation of the security policy.

4.1.5.1. Information security requirements
4.1.5.1.1. The External party shall be provided access to
information resources and premises of the Bank, where
such resources are placed, only with permission from and
in the interests of the Bank in connection with banking
activities.
4.1.5.1.2. The general ground for access shall be the Service
agreement concluded between the Bank and the External
party.
4.1.5.1.3. If during preparation or fulfillment of the terms
and conditions of the Service agreement the External party
gains the opportunity to access Restricted information and
information resources of the Bank, the External party shall
be obliged to meet the confidentiality and information
security requirements during cooperation with the Bank.
4.1.5.1.3.1. The External party’s obligations to meet the
confidentiality and information security requirements
during cooperation with the Bank shall be recorded in the
Agreement.
4.1.5.1.3.2. Information security requirements in relation to
the External party shall be determined by the regulatory
documents of the Bank (policies, regulations, rules,
instructions, procedures, etc.) related to information
security, including (but not limited by):
» determination of Restricted information being the
subject matter of the Agreement;
» value for the Bank and confidentiality of information
involved;
> responsibility and actions of the External party to avoid
unauthorized disclosure of Restricted information;
> property right to information including intellectual
property right;
» permitted uses of Restricted information of the Bank by
the External party;
» procedure of notification and reporting in relation to
events of disclosure or violation of confidentiality of
Restricted information of the Bank.
> list of information resources of the Bank to which the
External party receives access;
» mode and the term of access to information resources of
the Bank granted to the External party;
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» cnoci®6 igeHTudikamii  cmiBpoOITHUKIB  30BHILIHBOI
croporn, 3amyueHux  KopuctyBauem  (30BHIIIHBOIO
ctopoHoro) Ocib, a TakoX TOpPSIIOK CaHKIIOHYBaHHS,
Bepudikarii, meperiasaay Ta CKacyBaHHS IpaB IOCTYITYy IO
iHpopmauiitHux pecypciB banky;

» iHmunentd 1B, mo MOXyTh MaTH Micue, Ta IOPSIOK
pearyBaHHs Ha IHIUCHTH;

» 3axomu O€3MleKkH, sKi MalTh OyTH 3acTOCOBaHI
30BHIIIHBOI0 CTOPOHOIO U 3axXHUCTy iHQOpMAaIiHHUX
pecypciB banky.

» 3axomu Oe€3meKkH, sKi MalTh OyTH 3aCTOCOBaHI
30BHINIHEOIO CTOPOHOIO IS 3aXUCTY BIIACHHX

iHpOpPMaLIHUX PecypciB 3 METOI0 YHEMOKIMBJICHHS LIKOIH
iHQopMmariiauM pecypcam banky.

4.1.5.1.4. Y Bumajgkax, sIKIIO MOCIYTH 30BHINITHHOI CTOPOHHU:
» HaJalThCs HA yMOBax ayTcraQQinry;

» nependadarOTh CTBOPEHHS OKPEMHX pOOOUYHX MiCIhb abo

MPUCYTHICTh TNPEACTaBHHUKIB 30BHIIIHBOI CTOPOHH Ha
Teputopii banky;

» HaJaHHA  TPEICTaBHUKaM  30BHINIHBOI  CTOPOHH
BIIAJIEHOTO JOCTYNy JO pecypciB, pO3MIIIEHHX B

iHpopmaniiiHiii Mepexi baHKy, 10 MOMeHTY (akTH4HOTO
HaJaHHA [OCTyIly 3OBHIIIHIH CTOpOHI 10 iH(opMamiiHuX
pecypciB banky noBuHHI OyTH BUKOHAHI TaKi YMOBH:

» migmucanHs 3anydeHoro KopucrtyBauem (30BHINIHBOO
ctopoHoto) Ocoboro Ocobuctux 3000B’13aHb;

» HaJaHHA 3OBHIIIHBOK CTOPOHOKO KjIomoTaHHs (y ¢opmi
odirifHOTO NCTA) MOM0 3a0e3medeHHs il MpeaCcTaBHUKAM
BiZIaJIeHOTO JOCTYMy 10 iHhopManiiHuX pecypciB banky abo
oprasizamii poOoO4YMX MICIlb Ta HaJaHHA MAOCTYIMy MO
cryk00BMX  TpuMilieHb baHKy Ta  TATBEpKEHHS
JOTpUMaHHs  TpaBuwi  iHopMmariiiHoi  Oe3neku  Ha
KOMIT I0Tepax, 3 AKHX ii IPeJCTaBHUKH i AKII0YaTUMYThCS 10
iH(hopMaIiitHIX pecypciB OaHKY.

4.1.5.1.5. IIpencraBHuku 30BHIIIHBOT CTOPOHHU
3050B’SI3AHI:
4.15.15.1. 3Hatu Ta BHKOHyBaTH BUMOru Ib, mpo ix

CTOCYIOThCS, BH3HadeHi J[loroBopom, y TOMy dmchi Ha
KOMIT'FOTepaxX, 3 SKUX BIZOYBAETbCA MiIKIIOYCHHS JI0
iHpopMaLiitHUX pecypciB OaHKY.

4.1.5.1.5.2. 3Hatu Ta BHUKOHYBAaTH BHMOIM IIOJO
3abe3neueHHs pexnMmy KoHdimenmidaocti 130/ banky,
BuszHaueHi JloroBopom. He posromomrysatu [30] (y Tomy
YHUCIi BIZIOMOCTi, MIO MICTATh OaHKIBCBKY TAEMHHIIIO,
KOMEpIIHHY TaEMHHIIO, KOHQIAEHIIWHY Ta iHCAHAEPCHKY
iHpOpMallito, IEpCOHANBHI AaHi KIIIEHTIB Ta CIiBPOOITHUKIB
Banky), BmacHukoMm sikoi € bank abo ski € TpeaMeToM
npodeciitHoro, IiMOBOT0, BHPOOHWYOTrO, KOMEPHIHHOTO Ta
iHIMX iHTepeciB baHky, sika Oyna JoBeeHa IPEICTABHUKY Y
BCTaHOBJIEHOMY baHKOM mopsiKy abo crana BioMa y 3B’ SI3Ky
3 BUKOHAHHSM TIPEJICTAaBHUKOM HOTO 000B’SI3KIB.

4.1.5.1.5.3. He momyckaTH HECAaHKIIIOHOBAHOTO JOCTYIY IO
I30J] wHeynoBHOBakeHMX 0ci0 3 uyHcna 3adydeHuX
KopucryBauem (30BHimHBOW0 cTOpoHO) OcCib, a Takox
Tpertix oci0 BHacHimOK He3abe3MEUYCHHS HAJCKHUX 3aXOIiB
30epiranss/pexumy 30epiranas [30Jl, HEBXKHUTTS I1HIIHUX

» method of identification of the employees of the External
party, Persons involved by the User (External party) and the
procedure of authorization, verification, review and
cancellation of the rights of access to information resources
of the Bank;

» IS incidents, which may occur, and the incident response
procedure;

> security measures to be applied by the External party to
protect information resources of the Bank.

> security measures applicable by the External party to
protect own information resources in order to make it
impossible to cause damage to information resources of the
Bank.

4.1.5.1.4. In cases when the External party services:

» are provided on an outstaffing basis;

» stipulate creation of separate working places or presence
of the External party’s representatives in the Bank;

» grant remote access to the External party’s
representatives to the resources placed in the information
network of the Bank till the actual access is granted to the
External party to information resources of the Bank the
following conditions shall be met:

» signing Personal commitments by the Person involved
by the User (External party);

» submission of an application (in a form of official letter)
for remote access to its representatives to information
resources of the Bank or arrangement of working places and
access to office premises of the Bank and confirmation of
observance of the information security rules when working
on the computers connected by its representatives to the
information resources of the Bank.

4.1.5.1.5. Representatives of the External party SHALL BE
OBLIGED:

4.15.1.5.1. to know and fulfill IS requirements related
thereto and determined by the Agreement, including when
working on the computers connected to information
resources of the Bank.

4.15.152. to know and fulfill the requirements to
confidentiality regime in relation to Restricted information
of the Bank determined by the Agreement; not to disclose
Restricted information (including data containing banking
secrecy, commercial secrecy, confidential and insider
information, personal data of the clients and employees of
the Bank) owned by the Bank or which are the subject matter
of the professional, business, production, commercial and
other interests of the Bank brought to the representative’s
knowledge as determined by the Bank or known to the Bank
due to performance of duties by its representative.
4.15.1.5.3. prevent unauthorized access to Restricted
information by unauthorized persons from among Persons
involved by the User (External party) and Third parties due
to failure to take proper measures for storage/storage regime
in relation to Restricted information, failure to take other
measures in order to restrict access to Restricted information,
which the User should take to fulfill the terms and conditions
of the Agreement.




3axo/iB oOMexxeHHs nmoctymy no [30J, ski KopucryBau
MOBHUHEH BXXHTH 3 METOI0 BUKOHAHHS yMOB /loroBopy.
4.1.5.1.5.4. CBoeuacHO Ta y TMOBHOMY 00Cs31 BHKOHYBaTH
3aX0/H, BH3HAYEHI Bankowm, [0J10 3aro0iraHus
HECAHKI[IOHOBaHOTO  joctymy a0 I30J, Oe3ne4Horo
BUKOpHCTaHHS Ta 30epexeHHs iH(GOpMAIiiHUX pecypciB
banky, ski Oynau HamaHi 30BHIIMHIA CTOPOHI Yy 3B’S3KYy 3
BUKOHaHHSM J[oroBopy.

4.1.5.1.5.5. Tlix yac mnepeOyBaHHsS Ha Tepuropii baHky
BUKOHYBATHU IOBEJICHI 10 IPEACTaBHUKA 30BHILIHBOI CTOPOHH
MpaBUja BHYTPIIIHBOTO PO3MOPAIKY Ta PEXUMY Oe3MeKu
banky.

4.1.5.1.5.6. 3naru nepernik indpopmaniiHux pecypcis banky,
O SIKAX TIPEICTaBHUKY 3OBHIIIHBOI CTOPOHHM HAJA€ThCS
JOCTYTI, & TAKOX JIO3BOJICHI METOJIU Ta PErNIaMEHT JIOCTYILY,
BKJIIOUAIOYM TEPMIHM MOYAaTKy HAAaHHSI Ta NPUIWHEHHS
JOCTYILY.

4.1.5.1.5.7. 3Hati Ta BHUKOHYBaTH BHUMOTH baHKy IIIO0
JI03BOJTy a00 3a00pOHU 3MIHCHEHHSI 30BHIIIHBOI CTOPOHOIO
MPOIECIB  YIIPaBIiHHSA 3MiHAMH 1HQOPMAIIHHUX PECypCiB
banky  (OHOBIIEHHS  NPOrPaMHOrO  Ta  aNapaTHOTO
3a0e3leyeHHs, 3MiHa KoHQirypamii 3aco0iB  0OpoOKH
iHpopMaLii TOmo) Ta KepyBaHHS BPa3lIUBOCTAMHU (Y TOMY
YUCITi, BWMOTH IIOJO 3MIMCHEHHS TMPOIECY CKaHYBaHHS
pecypciB  iHdopmariiiiHoi  Mepexi, MmATPUMKA  SKHAX
3IIACHIOETBCS HA YMOBAax ayTCOPCHHIY), a TAKOX MOPSIOK
BUKOHAaHHS TakUX [iff, IIO CTOCYIOTbCS IPEACTaBHHKA
30BHINIHBOI CTOPOHU (y BHIAAKy HAABHOCTI BiIIMOBIAHOTO
JTIO3BOITY).

4.1.5.1.5.8. BuxonyBatu BuUMOru baHKy, fIKi CTOCYIOTBHCS
NpEeACTaBHUKIB 30BHIIIHBO] CTOPOHH, CTOCOBHO
inentudikamii Ta apreHTUdIKALIi Mg Yac 3AIMCHEHHS
JoriyHoro Joctymy Jo iHdopmamiiiHOoi Mepexi Ta
iHpopManiitHux cucteM baHky (30KpeMa BHMOTH IIOJIO
3aCTOCYBaHHS YHIKaNbHUX 1AeHTH(IKATOpIB Ta MapoiiB
JIOCTYITY ).

4.1.5.1.5.9. Tlo 3akiHUYEHHIO BUKOHAHHS POOIT, 00YMOBICHUX
JloroBopom npo HaZaHHA MOCIYT, MOBepHYTH baHKy BCi HOCIT
I30/], mo € BracHicTIO a00 3HAXOIATHCS Y PO3MOPSIKEHHI
Banky 1 Oynu HagaHi npeCTaBHUKY Y 3B’SI3KY 3 BUKOHAHHIM
MIPEJICTABHUKOM HOTO 000B’s3KiB 200 (haKTUIHO 3HAXOSATHCS
Y PO3MOPSIHKCHHI TPEICTaBHUKA. 3HUIITATH BC1 KOTIi1 TAHUX Ta
JIOKYMeHTIB, ski wmictate [30]l, y cmocib, mo rapaHTye
HEMOXINBICTh BITHOBJICHHS 1i€i iHPOpMaIIii, sSIKIIO Taki KOl
TUMYaCOBO BUKOPHCTOBYBAJIUCH ITiJT 9aC BUKOHAHHS POOIT.
4.1.5.1.5.10. 3natu cnoci0, y SKUH MaroTh 3JiHCHIOBATUCH
KOMYHiKaiii 3 bBaHkoM y BHITaJ Ky BHHUKHCHHS iHIIICHTIB Ib
Ta HaJ3BWYaHWX cuTyariii. HeraitHo iHpopmyBatn bank
CTOCOBHO (aKkTiB BUHHKHEHHs iHmmaeHtiB Ib  abo
Ha/I3BUYalHUX CHUTyalilf, [0 MalTh BIZHOUICHHS [0
BUKOHaHHs PoOiT, 0o0ymoBieHHx JloroBopom mnpo HaJaHHS

MOCIIYT.
4.1.5.1.6. IIpencraBauKam 30BHILIHBOT CTOPOHU
3ABOPOHACETHCH:

4.1.5.1.6.1. PosromomryBatu [30/] (y ToMy 4mcii BiioMoCTi,
10 MICTSTh 0aHKIBChKY TAEMHHUIIIO, KOMEPIIIHY TaEMHUIIIO,
KOH(DiIeHUIHHY Ta iHcalaepchbKy iHQoOpMaliio, mepcoHalIbHi

4.1.5.1.5.4. to take timely measures to the fullest extent set
by the Bank to avoid unauthorized access to Restricted
information, secure use and storage of information resources
of the Bank granted to the External party due to fulfillment
of the Agreement.

4.1.5.1.5.5. to fulfill the internal code of conduct and security
regime of the Bank when being in the premises of the Bank
it has been informed of.

4.1.5.1.5.6. to know the list of information resources of the
Bank to which the External party’s representative is granted
access and also the permitted methods and access rules
including the start and termination of access.

4.1.5.1.5.7. to know and fulfill the requirements of the Bank
related to access or prohibition to carry out the processes
managing the changes in the information resources of the
Bank by the External party (hardware and software update,
change in the configuration of the information processing
equipment, etc.) and sensitivity (including requirements to
scanning of the information network resources supported on
an outsourcing basis) and the procedure of performance of
such actions related to the representative of the External
party (in case of the relevant permit).

4.1.5.1.5.8. to fulfill the requirements of the Bank related to
the External party’s representatives concerning identification
and authentification during logic access to the information
network and information systems of the Bank (in particular,
requirements to unique identifiers and access passwords
used).

4.1.5.1.5.9. to return all media with Restricted information to
the Bank owned or disposed of by the Bank, upon
termination of works stipulated by the Service agreement,
which have been given to the representative due to
fulfillment of his duties or are at the representative’s
disposal; to destruct all copies of data and documents with
Restricted information in a manner guaranteeing non-
retrieval of such information if such copies are temporarily
used during works.

4.1.5.1.5.10. to know how to communicate with the Bank in
case of IS incidents or extraordinary events; to notify the
Bank forthwith of the IS incidents or extraordinary events
related to works stipulated by the Service agreement.
4.15.1.6. Representatives of the External party SHALL
NOT BE ALLOWED:

4.1.5.1.6.1. to disclose Restricted information (including
data with banking, commercial secrecy, confidential and
insider information, personal data of the clients and
representatives of the Bank) owned by the Bank or which are
the subject matter of the professional, business, production,
commercial and other interests of the Bank brought to the
representative’s knowledge in a manner determined by the
Bank or known due to performance of his duties by the
representative.

4.1.5.1.6.2. to use Restricted information of the Bank in own
interests or in the interests of Third parties.

4.1.5.1.6.3. to access information resources and production
premises of the Bank in manner not permitted by the Bank




JIaHi KJIIE€HTIB Ta MPEJCTaBHUKIB baHKy), BIaCHUKOM SIKOi €
bank abo ski € mnpeameroM TpodeciiiHOro, AUIOBOTO,
BUPOOHMYOTO, KOMEPIIHOTO Ta iHIUX iHTepeciB baHky, aka
Oyna noBeneHa NPENCTABHUKY y BCTaHOBJIEHOMY baHkoM
nopsiiky abo crama BigoMa y 3B’A3KY 3 BHUKOHAHHAM
MIPEICTABHUKOM HOTO 000B’SI3KiB.

4.1.5.1.6.2. BuxopuctroByBatu [30]] baHky y BiIacHHUX
iHTepecax abo B iHTEepecax TPeTix ocil.

4.1.5.1.6.3. 3piiicHioBaTH JOCTYNl A0 iHQOpMaIiitHUX
pecypciB, a TaKOX BHPOOHHYNX MPUMIIIeHs baHKy y cmocio,
SKUW HE NT03BOJICHO baHkKOM (IIpH IbOMY CIiJ KEPYBATHCH
MPUHIUIIOM, «[Iii, SKi HE J03BOJICHI BaHKOM, BBaXKAIOThCS
3a00POHEHUMEN ).

4.1.5.1.6.4. BUKOPHUCTOBYBATH 3 METOIO 3MIHCHEHHS TOCTYITY
no iH(pOpMaIiiHUX pecypciB Ta BHPOOHWYMX MPHUMIIIEHB
banky  Oynmb-fki  mepcoHanbHi — aTpuOyTH  JOCTYILy
(imeHTHdikaTopyu, Mapoji, KOAHW, MEPEIMyCTKH TOIIO), SKi
HaJIeXaTh 1HIINA 0c0o0i, a TaKOXK HaJaBaTH BJIACHI aTpUOyTH
JOCTYIy OyAb-SIKUM IHIIAM 0CO0aM.

4.1.5.1.6.5. 3nificHIOBaTH  HECaHKLIOHOBaHe  baHKOM
BTpPY4YaHHA B POOOTY KOMIT I0TepiB, iH(GOPMAIIITHIX CHCTEM,
KOMII'FOTEpHUX MepexX UM MEPEX eNeKTpo3B’ 13Ky baHKy.
4.1.5.1.6.6. 3pilicHIOBaTH HECaHKI[IOHOBaHI baHKOM 3MiHY,
3HUIIECHHS a00 0J0KyBaHHS iH(pOpMAIlii, Tka 00pOOTIOETHCS B
KOMII'[oTepax, iH(pOpMAaIiifHUX cHCTeMaxX YU KOMIT FOTEPHHUX
Mepexxax banky a0o 30epiraeThCsi Ha HOCISIX Takol
iHopMmarrii.

4.1.5.1.6.7. 3piiicHioBaTH HecaHKIIoHOBaHI bankom nii,
cupsimoBaHi Ha ortpumanHs [30/] Banky, y Tomy umcimi
HIISIXOM TepeXoIyieHHs abo KomitoBaHHS iH(opmamii, ska
00pOOITIOETECST B KOMIT I0TEpax, iH(OpMAIiiHIX cHCTEMaX,
KOMIT'IOTepHHX Mepexax banky abo 30epiraerbcsi Ha HOCISIX
takoi iHdopmMmanii (30kpeMa 3aco0amMH TEXHIYHOI PO3BIIKH,
nuixoM  gororpadyBaHHS ~ JOKYMEHTIB Ta TIPUCTPOIB
BimoOpaxkeHHs iH(pOopMaIlii, MUITXOM 3aCTOCYBAaHHS IPUCTPOIB
ayJ1io3ammucy ToIo).

3nilicHIOBaTH HECaHKIIOHOBaHI baHkoM [ii, cripsgMOBaHI Ha
OTpUMaHHS 1H(OpPMAIli MIOJ0 TOIOJOTII KOMIT IOTePHUX
Mepex, a TaKoX KoH(irypaiii, mapaMeTpis, iIeHTH(IKATOPIB
JOCTYIly MEpEXeBHX pecypciB Ta mpucTpoiB banky, y Tomy
YUCII 13 3aCTOCYBaHHIM MEPEKEBUX CKaHEPIB.

4.1.5.1.6.8. [TopymyBatu TpaBuiIa eKcIuTyaTarii
KOMIT'I0TepiB, 1H(QOpMAIiHHUX CHUCTEM, KOMII FOTEPHUX
MEpPEeX UM MEpPEeX eNeKTPo3B’s3Ky banky abo mopsiaky uu
MIPaBHJI 3aXUCTY iH(OpMAIlii, siIka B HUX 0OpOOITIOETHCS.
4.1.5.1.6.9. HaBmucHO a00 HEHaBMHCHO PO3MOBCIOKYBAaTH B
cepemoBuii  banky  mkigmmBi  mporpamHi  3aco0w,
3acTOCOBYBaTH (y TOMY YHMCII MPUXOBAHO) TEXHIUHI 3ac00H,
MpHU3HAUYEH] JIJIi HECAHKI[IOHOBAHOI'O BTPYYaHHS B poOOTYy
KOMIT'I0TepiB, 1H(OpMaliHHUX CHCTEM, KOMII IOTEPHUX
MEpPEeX YW MEpEeX eNeKTpo3B’s3Ky baHky, y Tomy uwmcimi
KOMII'FOTEpHI BIpyCH Ta HpOTpaMHi 3aKiajgky (IIMUTYHCHKE
nporpamHe 3a0e3MevYeHHs).

4.1.5.1.6.10. HexTyBatu npaBuiaMu iHpOpMaIliitHOT Oe3IekH,
SKi MOXYTh TPHU3BECTH JO YPaKCHHSI KOMII IOTEPiB
30BHIIIHBOI  CTOPOHH, SAKI B3AEMOIIOTH 3 baHKOM,
KOMIT'IOTepPHUMHU BipyCaMH Ta WIKiAJUBHUMU MPOTPaMHHUMHU

(in this case all actions not permitted by the Bank shall be
treated as prohibited).

4.1.5.1.6.4. to use any personal access attributes (identifiers,
passwords, codes, ID cards, etc.) owned by the other person
and to give own attributes to any other persons to access
information resources and production premises of the Bank.
4.1.5.1.6.5. to interfere with the operation of the computers,
information systems, computer networks or other
telecommunication systems of the Bank without the Bank’s
permit.

4.15.1.6.6. to introduce changes, destruct or block
information processes using the computers, information
systems or computer networks of the Bank or stored on
information media without the Bank’s permit.

4.1.5.1.6.7. to carry out actions without the Bank’s permit to
obtain Restricted information of the Bank including by way
of interception or coping information processed on the
computers, information systems, computer networks of the
Bank or stored on information media (in particular, using
technical intelligence means, taking photos of documents
and information presentation devices, using audiorecording
devices, etc.).

to perform actions not permitted by the Bank in order to
obtain information concerning topology of computer
networks and configuration, parameters, access identifiers to
network resources and devices of the Bank, including with
use of network scanners.

4.1.5.1.6.8. to violate the rules of operation of the computers,
information systems, computer or telecommunication
networks of the Bank or procedure or rules for protection of
information processed using the same.

4.15.1.6.9. to disseminate, willfully or unintentionally,
malicious software in the Bank, to use technical equipment
(including secretly) aimed at unauthorized interference with
functioning of computers, information systems, computer or
telecommunication networks of the Bank including
computer viruses and implant tools (spyware).

4.1.5.1.6.10. to neglect information security rules, which
may result in infection of the External party’s computers
interacting with the Bank, computer viruses and malicious
software and thus to affect information security of the Bank.
4.15.1.6.11. To transmit Restricted information in
communication and data transmission networks that are not
controlled by the Bank (including using Internet, e-mail,
instant messages), unless sanctioned by the Bank and the
message itself is not encrypted by cryptographic means in
accordance with requirements of the Bank.




3aco0aMy 1, TaKMM YHHOM, BIUIMHYTH Ha iH(OpMaliiHy
Oesneky banky.

4.1.5.1.6.11. IlepenaBatu y Mepexkax 3B’A3Ky Ta Tepemadi
JIAaHUX, 0 HE KOHTPOJIOIOTHCA baHkoMm (y ToMy dwmCIi i3
3aCTOCYBaHHSAM cepBiciB Internet, eneKTpOHHOT TOIITH,
MUTTEBHX NoBinomiteHs), [30/] banky, aximo Ha 11e bankom He
HaJaHO CaAHKINIO, a caMO IIOBIIOMJICHHS HE 3amupoBaHO
KpurnrorpapivHUMH 3aco0aMHy BiAMOBIIHO A0 BUMOT baHKy.
4.1.5.1.6.12. Sxuo 30BHIiNIHIN CTOPOHI HaZaHi 3acO0H 3B’ SI3KY
abo mepemaui manmx (y TOMy YHCHIi cepicu Internet,
€JIEeKTPOHHOI IIOIITH, MHTTEBHUX ITOBIOMIIEHb TOIIO), IO
BUKOPHUCTOBYIOThCSI Bia imeHi banky 3 wmeroro mnepenadi
iHpopmaii 3a oro mexi, SABOPOHSAETBHCH:

» BHUKOPHCTOBYBAaTH BHIlI€3a3HaY€HI 3aCO0M 3 METOI0, IO
CyliepeunTh iHTepecaM baHKy, BHMOraM 3aKOHOJIABCTBa
VYkpaiHu, MDKHApOZHHUM  3aKOHOAABYMM  aKkTaM,  fKi
patudikoBaHO YKpaiHOIO, a TaKOX 3 METOI0 3aIloisTHHS
IIKOAYW IHIIUM Oco0aM y HACHZOK TOPYIICHHS iX TIpasB,
peNiriiHuX, €THIYHUX, MOTITUYHUX TEPEKOHAHb TOIIO;

» BHKOPHCTOBYBATH 3acO0H, IO MiJAMIHAIOTH 800 MacKyIOTh
MepexeBy anapecy Komm 'rorepa kopuctyBada (IP- ta MAC
azpecy), MOLITOBY ajpecy, a TakoX iM’s (iaeHTudikaTop
JOCTYIly) KOPHCTyBada, MiJ SKUM HOrO 3apeecTpoOBaHO y
KOMIT T0TepHil Mepexi banky (T.3B. aHOHIMaH3epH);

» He HaJaBaTH JIOCTYN JI0 3aco0iB Internet Ta eneKTpOHHOT
MOUITH i3 3aCTOCYBaHHIM BIIACHOTO 1/IeHTU(IKATOpa JOCTYITY
Ta TMapoJIs iHITUM 0co0aM, Y TOMY YHCII IUITXOM CTBOPECHHS
ciinpHuX (shared) pecypcis;

» HE BHKOPHCTOBYBaTH 3aco0Ou Internet Ta eJIEKTPOHHOT
MOMITH 3 KOMEPIIHHUMHE IUISIMH, 3 METOIO PEKJIaMH, ariTarii
TOIIO, Y TOMY YHCII He CTBOPIOBATH 3aco0W ImyOiikamii B
Internet (FTP, WWW-cTOpiHKH, €JIEeKTPOHI MOIIKH 00’sB),
SIKIIO 11 HE MOB’S3aHO 3 BUPOOHUYOO AisIbHICTIO baHKy;

» He pO3CHJIATH MONITOBI OBIOMIICHHS Oy Ib-SIKOTO PO3MIPY
a0o 3MiCTy, OTPUMAaHHS SKUX HE CAaHKIIOHOBAHO ajpecaTaMiu
(spam), y TOMY YHCIIi peKJIaMHHX Ta iHpOpMaliitHuX 00’ 4B Ha
BEJIMKY KUJIBKICTh aApec;

» He BHKOpHCTOBYBatu 3acobu Internet amst oTpuMaHHS
MPOrpamMHoOro 3a0e3MneUYeHHs Ta JaHUX 3 HeHAIHHUX JPKEpel,
a TakoX Yy cmocid, 1o Mopyllye aBTOPCbKE MpaBoO Ta
JTeH3iiiHI yMOBH 1010 iX PO3MOBCIOKEHHS;

» He BUKOPHCTOBYBaTH KpunTorpadiudi MeToad IS
NPUXOBYBaHHS 3MICTy MOBIJOMJICHB, IO MEPEAAIOTHCS, Ta
MeTroau cTeraHorpadii Ajs NPUXOBYBaHHS caMmoro (akry
nepenadyi, Ko i i He caHKIlioHOBaHO baHkoMm;

» min  yac pobotu B cepemoBumli  Internet  He
BUKOPHUCTOBYBATH TEXHIUHi 3aco0u, MpU3HaYeHi A7 300py Ta
nepenadi memia ingopmanii (WEB-kamepu, wmikpodonu
TOIIIO), SIKIIO TaKi Jii He CAHKI[IOHOBaHO baHKoM.

4.1.5.1.7. llpaBa npeacTaBHUKA 30BHIIIHBOI CTOPOHH
IlpeacraBHUK 30BHIMIHBOI CTOPOHM, SIKOTO 3aJy4eHO [0
BUKOHaHHS poOiT Ha migcraBi [loroBopiB mpo HamaHHS
MOCTYT, YKJIaJeHnX MK baHkoM Ta 30BHIIIHBOIO CTOPOHOIO,
Mae IpaBo:

» OyTH O3HailOMJIEHMM 3 BHMOTaMH
JoroBopom, 1110 HOro CTOCYIOThCS;

I, BusHaueHi

41516.12. If the External Party is provided with
communication or data transmission tools (including
Internet, e-mail, instant messaging, etc.) used on behalf of
the Bank for the purpose of transmitting information outside
the Bank, it is PROHIBITED:

> to use the abovementioned tools for the purpose
contradicting the interests of the Bank, the requirements of
the legislation of Ukraine, international legal acts ratified by
Ukraine, as well as for the purpose of causing damage to
other persons as a result of violation of their rights, religious,
ethnic, political beliefs, etc.;

> use tools that substitute for or mask the network address
of the user’s computer (IP and MAC address), the mailing
address, as well as the name (access identifier) of the user
under which he is registered on the Bank’s computer network
(so-called anonymizers);

» not to share access to Internet and e-mail tools using their
own access ID and password to others, including through the
creation of shared resources;

> not to use the Internet and e-mail tools for commercial
purposes, for advertising, propaganda, etc., including not to
create Internet publishing tools (FTP, WWW pages,
electronic bulletin boards), unless it is related to production
activities of the Bank;

» not send mail messages of any size or content which
receipt is not authorized by recipients (spam), including
commercial and informational advertisements to a large
number of addresses;

> not to use the Internet tools to obtain software and data
from unreliable sources, and in a way that violates copyright
and license terms for their distribution;

» not to use cryptographic methods to conceal the content
of transmitted messages and steganography methods to
conceal the very fact of transmission unless these actions are
authorized by the Bank;

> while using the Internet, do not use technical means
intended for the collection and transmission of media
information (webcams, microphones, etc.), unless such
actions are authorized by the Bank.

4.1.5.1.7. External Party Representative Rights

A representative of the External Party who is engaged in the
performance of works under the Service Agreements
concluded between the Bank and the External Party shall
have the right to:

> to be familiar with the requirements of the IS set out in
the Agreements relating to him or her;




» OyTu ozHaiiomiieHMM 3 BHUMOTramu J[oroBOpYy, B HacTHHI,
110 HOTO CTOCYIOThCH,

» Oytu o3HailomyieHuM 3 Bumoramu 1B, mpaBuiamu
BHYTPIIIIHBOTO PO3IMOPSAKY Ta pekuMy Oe3nekn baHKy B
YaCcTHHI, 110 HOTO CTOCYIOTHCS, a TaKOX 31 3MICTOM IIHX
[HCTpYKTHBHHX MaTepialiB;

» OyTH O3HAHOMJICHHMM 3 IIEPEJIiKOM, METOAAMH Ta
perinaMeHToM AocTyny 1o iHdopMaliiHux pecypciB banky,
JI0 SKHX TIPEJACTaBHUKY 3OBHIIIHBOI CTOPOHHM HAJIA€ThCS
JIOCTYTI,

» OTpUMAaTd  BIAOMOCTI  IMOAO TMOPSAKY  3IiHCHEHHS
KOMYHiKaliliii 3 BaHkoM y BUITa/IKy BUHUKHEHHS iHIUCHTIB [B
Ta HaJ[3BUYANHUX CUTYaIliil.

> to be familiar with the requirements of the Agreement, in
so far as they relate to him or her;

» to be familiar with the requirements of the IS, the internal
rules and security regime of the Bank in so far as they relate
to him or her, as well as with the content of these Guidance
Materials;

> be familiar with the list, methods and rules of access to
the Bank’s information resources to which the External Party
representative is granted access;

> to obtain information on the procedure for
communication with the Bank in the event of IS incidents of
and emergencies.

4.2. 1OIrOBIP PO EJEKTPOHHUM

JAOKYMEHTOOBIT'

4.2. ELECTRONIC DOCUMENT CIRCULATION
AGREEMENT

Bu3zHauyeHHs TepMiHiB:

Jorogip - Jloroip npo eneKTPOHHUHA TOKYMEHTOOOIr, SKHUH
CKIIAMaeThCcs 13 iHAWBiOyambHOI dYacTWHH JloroBopy Ta
ny0iuHoi uactuau JloroBopy (3aranbHi YMOBH), YKIaAeHUN
CropoHamu.

3arauasHi Ymosu - 3AI'AJIBHI YMOBHU J10 1IOI'OBOPIB,
SKI YKIIAJEHI 3 AT «OTIT BAHK» (ITYBJIIYHI), sixi €
HEBil’€MHOI0O dYacTWHOIO JloroBopy TpO eNeKTpOHHUMA
JOKyMEHTOoO0OIr Ta po3miuieHi Ha Odiniiinomy caiiti banky.
Odiniitanii caiit Banky - www.otpbank.com.ua
Cropona/CTopoHM — BIANOBiTHA CTOPOHA/CTOPOHU 34
Horosopom: bank ta/abo Konrparent/-u.

CepBic (CepBic eJeKTPOHHOI0 JOKYMEHTO00iry) —
mporpamMHa MpOAYKIist abo OHJAH-cepBic, MpHU3HAYEHI IS
aBTOMAaTH3allii MpOIEeCiB  JTOKYMEHTOOO0Iry 3  iHIIUMHU
3apeecCTPOBAHUMM ~ yYacCHUKaMH  JOKyMEHTOoOiry  Ta
nepen0davdae TIANMWCAHHS, HAACWIAHHSA, OTPUMAaHHA Ta
30epirannst  Enextponnux JlokymentiB. Cepsic/-u, ki
CropoHHM  BHKOPHCTOBYIOTH B  pamkax Jlorosopy,
BU3HavyaroThcs CTOpoHaMH B IHIWBIAyalbHIM dYacTWHI
JloroBopy Hpo eNeKTPOHHMI JOKYMEHTOOOIT.

«M.E.Doc» (My Electronic Document,
takok Medoc, Menok) - mporpamHe —3a0e3meueHHs st
MOJIAaHHS 3BITHOCTI O KOHTPOJIIOIOYMX OpTaHiB Ta OOMiHY
IOPUIMYHO 3HAYYHIMMH TICPBUHHUMH JIOKYMEHTaMH MiX
KOHTPAareHTaMH B €JIEKTPOHHOMY BUIJISIAI.

CepBic eJIeKTPOHHOI0 TI0KYMeHT000iry « BuacHo» - cepsic,
SKMH  TpU3HaYeHWH i1 OOMiHYy  JOKyMEHTaMH B
€JICKTPOHHOMY BUTJISIAI, MiANMCAHHS 1 30epiranHs Oyab-SKuX
IOPUIMYHO 3HAYYILIUX JOKYMEHTIB.

Enexrponni Jlokymentun (E-JlokyMeHTH) — HaJe)XHO
odopmiteHi 1oKyMeHTH, iH(popMalis B SKUX 3adikcoBaHa y
BUIJSIAI  €NEKTPOHHMX JAHHMX, BKIIOYAIOYM OOOB'A3KOBI
PEKBI3UTH JOKYMEHTa, sKi TepembadeHi 3aKOHOIABCTBOM,
nepeinik sSkux CTOpOHaMH BU3HAUYAETHCS B 1HIWBIIyalbHIN
yacTuHi JloroBopy npo eneKTpoOHHUH JOKyMEHTOOOIT;
KpajnidikoBanmii  enexrponnuit mipmuce (KEII) -
CJIEKTPOHHUH MIAIUC, SIKUA CTBOPIOETHCS 3 BUKOPHCTAHHIM
3aco0y KBami()iKOBaHOTO €IEKTPOHHOTO MiAMUCY i 6a3yeThes
Ha KBamQikoBaHOMY cepTU(hiKaTi BiIKPUTOTO KITFOYA,;
OcobOucruii KJII0Y - napameTp aNroOpUTMy
KpUNTOrpagiyHOro MEpeTBOPEHHS, SKHH BHKOPHUCTOBYETHCS

Definition of terms:

Agreement - E-document Circulation Agreement, which
consists of the individual part of the Agreement and the
public part of the Agreement (General Conditions),
concluded by the Parties.

General conditions - GENERAL CONDITIONS FOR
AGREEMENTS CONCLUDED WITH OTP BANK JSC
(PUBLIC), which are an integral part of the E-document
Circulation Agreement and are posted on the Bank's official
website.

Official website of the Bank - www.otpbank.com.ua

Party — Parties - the corresponding Party/Parties under the
Agreement: the Bank and/or counterparty / -parties.

Service (E-document Circulation Service) - software
products or online services designed to automate document
circulation processes with other registered document
circulation participants and provides for signing, sending,
receiving and storing E-documents. The services that the
Parties use under the Agreement are determined by the
Parties in the individual part of the E-document Circulation
Agreement.

«M.E.Doc» (My E-document, also Medoc) is a software for
submitting reports to regulatory authorities and exchanging
legally  significant  primary  documents  between
counterparties in electronic form.

Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Qualified electronic signature (QES) — an electronic
signature that is created using the Qualified Electronic
Signature tool and is based on a qualified public key
certificate;

Private key - a parameter of the cryptographic conversion
algorithm used as unique electronic data to create an
electronic signature or seal, available only to the signer or
creator of the electronic seal, as well as for purposes defined
by the standards for qualified public key certificates;

Public key - a parameter of a cryptographic conversion
algorithm that is used as electronic data for verifying an



http://www.otpbank.com.ua/
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SK YHIKaJbHI €JIeKTPOHHI JaHi JJisi CTBOPEHHS €JIEKTPOHHOTO
HiAMUCY YM TeYaTKH, AOCTYMHUN TUIBKH MiANHCYyBadyy 4YH
CTBOPIOBAaYY €JIEKTPOHHOI I€YaTKHM, a TaKOoX Yy LUIAX,
BH3HAYCHHUX CTaHAApTaMU I KBalli(hikoBaHUX cepTU(DIKaTIB
BIZIKPUTHX KIIOYiB;

Binkpurtuii KJII0Y - napameTp AITOPUTMY
KpunTorpagiqHoro MnepeTBOPEHHS, SKUH BUKOPUCTOBYETHCA
SIK EJIEKTPOHHI IaHi JJIsl IEPEBIPKH EIEKTPOHHOTO MiAMUCY YU
MEeYaTKH, a TAKOXK y IIJIAX, BU3HAUYEHUX CTaHAapTaMu IS
KBaTi(hiKOBAaHUX CepTHU(DIKATIB BIIKPUTHX KITIOUiB;

KBanidikoBanuii  ceprudikar Biakputoro kJjimoua
(KBanigikoBanmii ceprudikar) — ceprudikar BiAKPHUTOrO
KIIIOYa, SKUH BHUIAEThCS  KBaNi(iKOBAaHMM  HajJaBaueM

€JIEKTPOHHUX MTOBIPYMX TMOCIYT, 3aCBiMUyBabHIUM ILIEHTPOM
ab0 TEHTPaTBFHUM 3aCBiMUyBAILHUM OpPraHOM 1 BiIIOBimae
BUMOTaM 3aKOHOJIaBCTBa,

Komnpomeraitist ocooucToro kiaw4a — Oyab-ska mMomis, 1o
npu3Besna abo MoOKe TPHU3BECTH OO0 HECAHKIIOHOBAHOTO
BUKOpHUcTaHHS OcOoOUCTOTO KITI0Ya;

3aco0u kpunrorpadiunoro 3axmcry iHpopmanmii — 1e
MPOrpaMHUM, amapaTHO-IPOTpaMHUA Ta amapaTHHHA 3aciO,
NpU3HAYEHHH AJ1s1 KpunTorpadiyHoro 3axucrty iHgopmarii.
3aKOHOAABCTBO — YMHHE 3aKOHOJABCTBO YKpaiHU.

Tepminu, wo suxopucmosyromscs 6 3acanvHux Ymoeax 3
8eIuKoi Jimepu, € GUSHAYEHUMU MepMIHAMU 1 Maroms
00HAKO06I 3HAUeHHs, AK y THOUBIOyanvbHill yacmuni J{ozoeopy,
mak iy  3acanbmux  Ymosax, ma  moocymoe
BUKOPUCMOBYBAMUCY, 5IK 8 OOHUHI, MAK | 8 MHOMCUHI.

electronic signature or seal, as well as for purposes defined
by the standards for qualified public key certificates;
Qualified public key certificate (qualified certificate) — a
public key certificate that is issued by a qualified provider of
electronic trust services, a certification center or a central
certification body and meets the requirements of the
legislation;

Private key compromise — any event that has led to or may
lead to unauthorized use of the private key;

Cryptographic information security tools — software and
hardware tools designed for cryptographic information
protection.

Legislation — the current legislation of Ukraine.

Terms used in the General Conditions with a capital letter are
defined terms and have the same meanings, both in the
individual part of the Agreement and in the General
Conditions, and can be used both in the singular and in the
plural.

4.2.1. Tlpenmet Joroeopy npo €JICKTPOHHUI
DOKYMeHT000ir. B mopsaky nependadenomy JloroBopom mnpo
EJIEKTPOHHUH JOKYMEHTOOOIr Ta 3araibHUMH Y MOBaMH
CropoHM BW3HA4YMIM TOPAIOK (opmyBaHHS, OOMiHY Ta
nignucanHs E-J[okyMeHTIB, a TAKOX BHUKOHAHHS BCIX 1HIIAX
3000B’s13aHb, K BOHM Bu3HaueHi JloroBopom mpo
€JICKTPOHHUN JOKYMEHTOOOITr Ta 3araJIbHUMH Y MOBaMH.

4.2.1. Subject of the E-document Circulation Agreement.
In accordance with the procedure provided for in the E-
document Circulation Agreement and the General
Conditions, the Parties determined the procedure for
forming, exchanging and signing E-documents, as well as
fulfilling all other obligations, as defined in the E-document
Circulation Agreement and the General Conditions.

4.2.2. Tlopsinok ¢opmyBaHHsl, 00MiHy Ta mignucanHs E-
JokymeHTIB.

4.2.2. Procedure for forming, exchanging and signing E-
documents.

4.2.2.1. Koxna 3i Cropin J[loroBopy mansi eneKTpOHHOTO
IOKyMeHT000iry  BukopuctoBye CepBic €IeKTPOHHOTO
JOKyMEHT000Iry, skud Bu3HaueHuii CropoHamu B
iHAMBigyanpHil yactuhi Jorosopy.

4.2.2.2. Ctoponu JIOMOBHIIHCS 3aCTOCOBYBATH B
CIEKTPOHHOMY JIOKYMEHTOO00Iry i3 JOTPUMAHHSM
3akoHomaBcTBa  mpo  Emektponni  JlokymeHntn — Ta
€JICKTPOHHUH JOKYMEHTOOOIr 3 BuKopucTaHHsAM Cepsicy
Buan E-JlokyMeHTiB, niepenik Skux Bu3HadeHuiH CTOpoHaMU
B iHauBigyaneHili uactuHi JloroBopy. Bxkazani B
inauBimyaneHid  wactuHi  JoroBopy — E-JlokymeHnrtw,
oQopmIleHI B EJEKTPOHHOMY BUTJISAL, SBISIOTH COOO0IO
Enextponnuii JlokymeHT, indopmaris B sskoMy 3adikcoBaHa
Y BUTJISIAL €IEKTPOHHUX JaHUX.

4.2.2.3. EnextponHi JIoKyMeHTH TIIOBUHHI MICTUTH BCi
PEKBI3UTH aHAJOTIYHUX TAlepOBHUX IOKYMEHTIB, a TaKOX
IHII PEKBI3WTH, SKIIO BOHU TepeAOadyeHi iHIUBIAyaIbHOIO
yacTUHOIO [loroBopy Ta/abo iHIIMM IOTOBOPOM, YKJIaJICHUM
Mk CTOpoHaMH Ta MICTHTH OOOB’S3KOBI PEKBI3UTH, IO
BH3HAYCHI 3aKOHOJABCTBOM, 0€3 SKHX BOHH HE MOXYTh

4.2.2.1. Each Party to the Agreement uses the E-document
Circulation Service for E-document circulation, which is
defined by the Parties in the individual part of the
Agreement.

4.2.2.2. The Parties have agreed to apply in E-document
circulation in compliance with the legislation on E-
documents and E-document circulation using the service
types of E-documents, the list of which is defined by the
Parties in the individual part of the Agreement. The E-
documents specified in the individual part of the Agreement,
issued in electronic form, mean an E-document, the
information in which is recorded in the form of electronic
data.

4.2.2.3. The E-documents shall contain all the details of
similar paper documents, as well as other details, if they are
provided for by the individual part of the Agreement and/or
another Agreement concluded between the Parties and
contain mandatory details defined by law, without which
they cannot be considered primary documents and be the
basis for accounting and will not have legal force.




BB2)KAaTUCS TIEPBUHHUMH JIOKYMEHTaMH Ta OYyTH ITiJICTaBOIO
Ul OyXTranTepchbKoro OO0JiKy 1 HE MaTUMYTh IOPHUAWYHOI
CHIIN.

4.2.2.4. TlepBunaHi OyXranaTepchki JOKYMEHTH, M0 OyiH
chopMOBaHi B E€IEKTPOHHOMY BHIJIAAI, B 00OB’S3KOBOMY
MOPSAAKY TTOBHHHI OyTH mignucadi 3a ronomororo KEIL, skuit
B CBOIO Uepry, mMae OyTH minrBepmkeHnid KpamidikoBanum
cepTudikaroM Ta BIAMOBIJATH TPABOBOMY CTaTyCy, IO
BU3HaueHui B 3akoHi Ykpainu «[Ipo eTekTpoHHI JOKyMEHTH
Ta EIEKTPOHHUN IOKyMeHTo0oOir». CTOpOHM ITOBHHHI
30epiratn  E-JlokyMeHTH y TOpAOKY  BHU3HAYECHOMY
3aKOHO/IaBCTBOM.

4.2.2.5. 3a He0OXiTHOCTI, Ha Ti/ICTaBi 3BEpHEHHS Oy Ib-5IKO1 13
Cropin  [loroBopy, CTOpoHHM MOXYTh CTBOPIOBATH,
mianucyBaTH  Ta OOMIHIOBAaTHCS B TamepoBiid  ¢opmi
nyoOnikatamu E-JlokyMeHTiB.

4.2.2.6. CTopoHH TIOTOAMJIA, IO BIAMOBITANBHICTH 34
HACTIAKY mianucanHs E-/[okyMeHTiB He YITOBHOBaKEHUMH HA
TE MpalmiBHUKaMH BiAMOBiqHOI CTOPOHU MOKJIAJAETHCA Ha
Cropony, KEIlom sikoi ckpiruteHuii Binnosigauii E-
JloxymeHT.

4.2.2.7. CtopoHn 3000B’SI3yIOTBCSL 10 peaizalii yMOB
JloroBopy BXXMTH BCiX MiATOTOBYMX Ta OpraHizaliiHUX
3axodiB sl mepexomy Ha oOMiH E-J/lokymeHTamu,
3a0e31eunT BHUTOTOBJICHHS HEOOXITHUX KEIT
BIJIMOBiJaIbHUX  MpaliBHUKIB. EJEKTpOHHI JOKyMEHTH
nigmucyoteess KEII ymoBHOBaKCHHM TpamiBHUKOM baHKY
ta/abo KoHTpareHTa, IO BBAXAETHCA  IiANMMCAHAMHU
BianoBigHo CtopoHoto JloroBopy.

4.2.2.8. CropoHn moroawid, 0o y pasi
KOPUTYBaHHS  €JEKTPOHHOTO  IEPBHHHOTO
BUKJIIIOYHO OCTaHHS WOro Bepcis mianucaHa
CropoHamu, € TMIACTaBOIO JUIA  [POBEACHHS
rOCIOIapChKoi omeparlii B 0611iky 060x CTopiH.
4.2.2.9.Croponn  Qmidnmum  3rogd, 10  pO3ipBaHHS
(ckacyBaHHs1) EJEKTpOHHOrO JIOKyMEHTa, IIiJIIUCAHOTO
CropoHamMM 3 BUKOPUCTAHHSM €JIEKTPOHHOTO MiAMHUCY
3MIIHCHIOETHCS BUKITIOYHO IUITXOM CKJIAJICHHS Ta ITi{ITHCaAHHS
Croponamu AKTy Tipo aHymioBaHHS  EJeKTpOHHOTO
JOKyMeHTa. 3a3HaueHi AKTH Npo aHy IroBaHHS EnekTpoHHOTo
JIOKYMEHTa B TIpaBi ckiaaatd obuaBi CTOPOHM 3 BIACHOI
IHIIIATHBH, SIKITIO € TMOPYIICHHS JOMOBJICHOCTEH, 3a3HAYCHIX
y BianmoBigaux Jlorosopax.

4.2.2.10. Bukopucranas CepBicy mig dYac mepemadi
JIOKyMEHTIB, SKUMH OOMiHIOIOTECSI CTOPOHM JIJIST HAJICKHOTO
BUKOHaHHsI yMOB 1pboro Jlorosopy, omiauye CTOpoHa, sika
Bignpasisie E-JlokymeHT.

4.2.211. Koxna  CropoHa  3000B’s3aHa  IIIOJICHHO
CJIIJIKYBaTH 3a HAIXO/KeHHSIM E-JlIOKyMEHTIB Ta CBOEYACHO
3MIACHIOBATH iX TNpUHMaHHs, TNEPeBipKy, MiANHUCAHHA 3
BukopuctanHsaM KEII Ta mnoBepHenHs ixmiid CTopoHi.
Cropona ska 3mificHioe HaacuinaHHs — E-JlokymenTta
BBakaeTbcsd CropoHOIO-BiAmpaBHUKOM, a CTopoHa sKa
3niticHIoe orpuManHs E-JlokymenTa, BBaxkaeTbesst CTOPOHORO-
OZlepIKyBavEM.

4.2.2.12. TlinrotroBKa E-JlokymeHTiB 3M1HACHIOETHECSA
BianoBigHOI CTOPOHOI0, B CTPOKH, SIKIIO BOHH BCTAHOBJICHI

HEOOXI1THOCTI
JIOKYMEHTY,
oboma
Takoi

4.2.2.4. The primary accounting documents that were
generated in electronic form shall necessarily be signed
using the QES, which in turn shall be confirmed by a
qualified certificate and correspond to the legal status
defined in the law of Ukraine "On E-documents and E-
document circulation". The Parties shall store E-documents
in accordance with the procedure established by law.
4.2.2.5. If necessary, based on the request of any of the
Parties to the Agreement, the Parties may create, sign and
exchange duplicate E-documents in paper form.

4.2.2.6. The Parties have agreed that responsibility for the
consequences of signing E-documents by unauthorized
employees of the relevant Party is assigned to the Party
whose QES is attached to the corresponding E-document.
4.2.2.7. The Parties shall implement the terms of the
Agreement to take all preparatory and organizational
measures for the transition to the exchange of E-documents,
to ensure the production of the necessary QES of responsible
employees. Electronic documents shall be signed by the
QES by an authorized employee of the Bank and/or the
counterparty, which is considered signed by the Party to the
Agreement, respectively.

4.2.2.8. The Parties have agreed that if it is necessary to
adjust the electronic primary document, only the latest
version of it signed by both Parties is the basis for
conducting such a business transaction in the accounting of
both Parties.

4.2.2.9. The Parties have agreed that the termination
(cancellation) of an E-document signed by the Parties using
an electronic signature is carried out exclusively by drawing
up and signing an act of cancellation of the E-document by
the Parties. Both Parties have the right to draw up these acts
of cancellation of an E-document on their own initiative, if
there is a violation of the Agreements specified in the
relevant Agreements.

4.2.2.10. The use of the service during the transfer of
documents exchanged by the Parties for proper performance
of the terms of this Agreement is paid for by the Party
sending the E-Document.

4.2.2.11. Each Party shall monitor the receipt of E-
documents on a daily basis and promptly accept, verify, sign
them using the QES and return them to the other Party. The
Party that sends the E-document is considered the sending
Party, and the Party that receives the E-document is
considered the receiving Party.

4.2.2.12. The preparation of E-documents is carried out by
the relevant Party, within the time limits established by the
individual part of the Agreement and/or another Agreement
concluded between the Parties.

4.2.2.13. By the time of transfer to the other Party, the
sending Party shall properly draw up a new and/or verify the
received E-document and sign it using the QES (which is
created using a qualified electronic signature and based on a
qualified public key certificate) within the time limits
stipulated in the Agreement. A reasoned refusal to sign an
E-document is sent through the system through the
mechanism for rejecting an E-document with an indication




iHMBigyanpHOIO YacTuHOW JloroBopy Ta/abo iHIIUM
JOTOBOPOM, YKJIageHuM Mixk CTOpoHaMHu.

4.2.2.13. ]Jlo momeHnTy mepenadi iHmi Ctoponi, CtopoHa-
BIIITPaBHUK 3000B’s3aHa HAJIC)KHUM YMHOM CKIJIACTH HOBUU
Ta/abo mepeBiputH oTpuMaHui E-J[okyMeHT Ta migmucaTH
fioro 3 BukopuctanHsM KEII (gaxuii cTBOprOeThCS 3
BUKOPHUCTaHHIM 3aC00Y KBaJTi(hiKOBAHOTO EJIEKTPOHHOTO
migmucy 1 0asyeThcs  Ha KBalli(hikoBaHOMY cepTHdiKaTi
BIIKPUTOTO KIIOYa) y CTPOKH, TepembadeHi JloroBopom.
MoTuBoBana BimMoBa Bim miammcaHHs —E-JlokymeHTa
HaJICIIIaeThCs Yepe3 CucTeMy depe3 MeXaHi3M BiTXFIICHHS
E-JlokymeHra i3 3a3HaueHHAM npuuuH. E-JloxkymeHTH, sKi
nepefaloThCsl, MIAMUCYIOTBCS Y  BCIX  BHMAAKax 3
BukopuctanusiM KEIT BiamosimHoi Croponu. Ilepeipka
¢akTy nminnucanHs BianoBigHow CTOpoHOIO KOHKpeTHoro E-
HokymenTa, 3ailicHIoeTbCsi CTOpPOHOIO-OZEPKYBaueM 3
BHKOpUCTaHHAM Binkpuroro xmoua i1 KsamidikoBaroro
ceprudikara.

4.2.2.14. E-JlokyMeHTH

BBXAIOTHCA  IMAMACAHUMH 1

HaOMpalOTh YMHHOCTI 3  MOMEHTY  MiJNHCAaHHI 3
BukopuctanHsM  KEII ~ Croponoro-omepxyBaueM — E-
HoxymenTa, otpumanoro Big CTOpPOHH-BiANpaBHUKA 3

HakianeHuM Hero KEII. Ilpu npomy, CTOpoHH JOMOBUIHCA,
mo 1ist E-JlokyMeHTy po3noBCIOKY€ETHCS Ha BiTHOCHHH, 1110
BUHMKJIY MICJIS JaTu yKiIaneHHsa Jlorosopy.

42215  E-Jlokyment, mignucanuii ~ CTOpoHOWO 3
BukopuctanusiM KEII 1 mepemanuii CtopoHi onepxyBady
BBAKATUMETHCS B yCix BUIIAIKaX HiIIACaHUM
YIOBHOB2)XEHUM IpefcTaBHUKOM CTOPOHH-BIJNpaBHHUKA, B
MeXax HaJaHWX IIOBHOBaXKEHb, IO HE TNOTpedyBaTnMe
I0pa3y MEpeBipKH JOKYMEHTIB Ha MpPEACTaBHHULITBO, SIKIIO
CropoHH iHIIE HE BU3HAYWIHM IHIUBITYyaILHOIO YaCTHHOIO
HoroBopy Ta/ab0 iHIIMM JOTOBOPOM, YKJIAICHUM MiX
Croponamu. KEII 3a mpaBoBUM CTaTycOM HPUPIBHIOETHCS 10
BJIACHOPYYHOTO IiANHCY (ITEYaTKH) Ta Ma€ MPE3yMIIIIiI0 HOTO
BiJIIOBITHOCTI BIACHOPYYHOMY iIHCY .

4.2.2.16. Croponu pnomoBuiucsi, mo E-JlokymeHTH, sKi
BimnpaBneHi Ta 3aBipeHi KEII, MaioTh MOBHY OpHUINYHY
CHITY, TIOPOJDKYIOTH TIpaBa Ta 000B's13ku 111 CTOpiH, MOXKYTh
OyTH IpeJCTaBlIeHi 10 Cylly B SIKOCTiI HaJIC)KHUX JOKa3iB Ta
BU3HAIOTHCS PIBHO3HAYHUMHM JTOKYMEHTAM, IO CKJIAJal0ThCS
Ha manepoBoMy HocieBi. CTOpOHHM, NUISXOM HiANUCAHHS
iHAMBigyanbHOi YacTHHU [loroBOpy, MiATBEPIKYIOTh, IO
nmokyment mignucani KEI, mignucanHi yrnoBHOBaXKCHUMHU
npeacraBHUKaMu CTOPIH.

4.2.2.17. bynp-sika i3 CTOpiH BIIpaBi iHII[IIOBaTH MapayieibHe
(ogHOuUacHe) opopMIICHHS 1 EEKTPOHHHUX, 1 TarlepoBUX (HOopM
NEpBUHHUAX  OyXTaldTepCchKUX  JOKYMEHTiB. Y  pasi
napajessHOTo ICHyBaHHS 1BOX (pOpM TOKYMEHTIB IPiOpHUTET
MaroTh €JIEeKTPOHHI JOKYMEHTH (y BUIAAKy IX HAJEKHOTO
odopmiteHHs).

of the reasons. E-documents that are transmitted are signed
in all cases using the QES of the relevant Party. The
verification of the fact that the relevant Party has signed a
specific E-document is carried out by the recipient Party
using a public key and a qualified certificate.

4.2.2.14. E-documents are considered to be signed and enter
into force from the moment the recipient Party signs by the
QES the E-document received from the sending Party with
the QES imposed by it. At the same time, the Parties agreed
that the E-document applies to relations that have arisen
after the date of conclusion of the Agreement.

4.2.2.15. E-document signed by the Party using the QES and
transferred to the recipient Party will be considered in all
cases signed by the authorized representative of the sending
Party, within the limits of the powers granted, it will not
require each time verification of documents for
representation, unless the Parties have determined otherwise
as an individual part of the Agreement and/or other
agreement concluded between the Parties. The QES is equal
in legal status to a handwritten signature (seal) and has a
presumption of its compliance with a handwritten signature.
4.2.2.16. The Parties have agreed that E-documents sent and
certified by the QES have full legal force, give rise to rights
and obligations for the Parties, can be submitted to the court
as appropriate evidence and are recognized as equivalent to
documents drawn up on paper. The Parties, by signing the
individual part of the Agreement, confirm that the
documents are signed by the QES, signed by authorized
representatives of the Parties.

4.2.2.17. Either Party has the right to initiate parallel
(simultaneous) processing of both electronic and paper
forms of primary accounting documents. If two forms of
documents exist in parallel, E-documents prevail (if they are
properly executed).

4.2.3. Koudinenuiiinictp Ta 0e3mexa

4.2.3. Confidentiality and security

4.2.3.1. Koxna CTopoHa BXXHBA€E BCiX HEOOXiTHUX 3aC00iB
o710 30epexenns koHgpineHminocti KEII Ta 3a0e3neuenHs
0e3meuHoro pekuMy iX BUKopucTaHHs. CTOPOHU BU3HAIOTH,
mro KEII, HaknaaeHuii BIAIOBIAHO 10 BUMOT 3aKOHOIABCTBA,

4.2.3.1. Each Party shall take all necessary measures to
preserve the confidentiality of QES and ensure a safe mode
of their use. The Parties recognize that QES which is
imposed in accordance with the requirements of the




3a MPaBOBUM CTAaTyCOM MPHUPIBHIOETHCS /IO BIACHOPYYHOTO
mianucy (Ta 3a HassBHOCTI - meyatku) Ctopid. CTOPOHU TaKoX
JOMOBMJIMCH, 10 y Bunaaky anymtoBanHs KEII, otpumanus
moctyrry mo KEII Tperimm ocobamu Ta/abo y iHIIHAX
BUTIAJKaX, MOB’S3aHUX 3 HEMPAaBOMIPHUM BHKOPHUCTAHHSIM
KEII, 36utku, 3amoxisai ommiii i3 Ctopin [loroBopy abo
TpEeTiM oco0aM, MiAIATaIOTh BiAIMIKOTYBAaHHIO 32 PaxyHOK
BUHHOI CTOPOHHU.

4.2.3.2. CTOpOHH MOTOKYIOThCS, 1[0 BUKOPUCTAHHS 3aC001B
KpunrorpagigHOro 3axmcTy iHbopMarii, sKi peani3yioTh
mmppysaras 1 KEII, pmoctatHbo g 3abe3nedeHHS
KoH(}ineHniiHOCTI iHpopManiifHoi B3aemonii CTOpiH 11010
3aXHCTy B HECAHKLUIOHOBAaHOTO JAOCTyIy Ta Oe3leku
00poOKM iH(pOpMAITii, a TAKOK IS MiATBEPIKEHHS TOTO, I0:
- E-Jloxyment wHagxoauth Big CTOpoHH, sKa #Oro
nepenana (MiaTBEPIKESHHS aBTOPCTBA JOKYMEHTA);

- E-JloxymeHT He 3a3HaB 3MiH TpH iHGOPMAIIHHIKA
B3aemonii  CropiH  (WMATBEpIKEHHS  LUTICHOCTI  Ta
ABTEHTHYHOCTI JIOKYMCHTA).

4.2.3.3. 3 meroto 3ale3neueHHs Oe3nexkd OOpoOKKM Ta
KoH(iaeHniiHoCTI iHpopMmarii CTopoHu 3000B'13aHi:

- He JIOITyCKATH IOSIBH B KOMI'IOTEPHOMY CEPEIOBHILI, 1€
¢yHkuionye cucremMa ans  obminy E-JlokymeHTamu,
KOMITIOTEpHUX BIpyCiB 1 TporpaMm, CIpsSAMOBaHHUX Ha ii
pyiiHyBaHHS;

- HE HUIMTU Ta / a00 HE 3MIHIOBATH apXiBu BimkpuTux
kmouiB KEII, enekrporanx E-JlokyMeHTIB;

- HE BUKOPUCTOBYBaTH s mianucanHs E-JlokymeHTiB
CKOMIIPOMETOBaHI KJItOUi.

4.2.3.4. CropoHH caMOCTIIiHO 3a0e3MeuyloTh 30epexKeHHS
HOPOrpaMHOro 3a0e3MeUeHHs, SIKe BUKOPUCTOBYETHCS IS
o0Miny Binkputux kimouiB Ta E-J[oKkyMeHTIB, po3MillIEeHHMX
Ha CBOIX KOMIT'IOTepax.
4.2.3.5. Bwupaua, 3aMiHa,
Bigkputix Kmro4iB, B TOMYy YHCIHI
KOMIpoMeTallii, a Takox Bujgaua KsamidikoBanoro
ceptudikara, 3AIHCHIOETBCS  TIABKM  KBaJlipiKOBaHUM
Ha/JlaBayeM eJeKTPOHHHUX JoBipunx mociyr. CTopoHH
3000B's13aHI MOBIOMUTH OJHA OAHY TMPO HAsBHICTh
BUILIEBKAa3aHUX OOCTaBUH B CTPOK, IIO HE IEPEBUIIYE 5
(m’atp) pobOYMX IHIB 3 MOMEHTY BHHHKHEHHS TaKHX
00CTaBHH.

Ocobucrtux Ta
Yy BHNAAKax IX

SHUIICHHA

Legislation by legal status is equal to a handwritten
signature (and, if any, a seal) of the Parties. The Parties also
agreed that in case of cancellation of the QES, access to the
QES by third Parties and/or other cases related to the misuse
of the QES, losses caused to one of the Parties to the
Agreement or to third Parties are subject to compensation at
the expense of the guilty Party.

4.2.3.2. The Parties agree that the use of cryptographic
information protection tools that implement encryption and
QES is sufficient to ensure the confidentiality of information
interaction between the Parties regarding protection against
unauthorized access and security of information processing,
as well as to confirm that:

- The E-document comes from the Party that
transferred it (confirmation of the authorship of the
document);

- The E-document has not been changed during the
information interaction of the Parties (confirmation
of the integrity and authenticity of the document).

4.2.3.3. In order to ensure the security of information
processing and confidentiality, the Parties shall:

- Inorder to ensure the security of information
processing and confidentiality, the Parties shall:

- not destroy and / or change the archives of QES
public keys, electronic E-documents;
not use compromised keys to sign E-documents.

4.2, 3 4. The Parties independently ensure the safety of the
software used for exchanging public keys and E-documents
placed on their computers.

4.2.3.5. Issuance, replacement, destruction of personal and
public keys, including in cases of their compromise, as well
as issuance of a qualified certificate, is carried out only by a
qualified provider of electronic trust services. The Parties
are obliged to notify each other of the existence of the above
circumstances within a period not exceeding five (5)
working days from the date of occurrence of such
circumstances.

4.2.4. Inmi ymoBu

4.2.4. Other conditions

4.2.4.1. YV BUNagKy HEMOXIUBOCTI BAKOHAHHS 3000B'13aHb 32
JoroBopom, CTOPOHH HEraifHO MOBIIOMIISIOTH IPO II€ OJHA
OJTHY.

4.2.4.2. CTopoHH HE HECYTh BiIOBIJAIBLHOCTI Ta HE HAAAIOTh
KOHCYJIbTALIHHUX MTOCIYT 11010 pobotu Cepaicy.

4.2.4.3. Tlpn BupilIeHH] BCIX IHIIMX MUTaHb, MOB’S3aHUX 3
CJIEKTPOHHUM JIOKYMEHTOOOIroM, $IKi HE BpEryJbOBaHi

Horosopowm, Croponu KepYIOThbCS MOJI0KEHHIMHU
3aKOHOAABCTBA.
4244V Bunaaky Oynp-sKMX  pO30DKHOCTEH  Mik

MOJIOKEHHAMH 3arajibHUX YMOB Ta 1HIWBIyalbHOI YaCTHHU
JloroBopy, MONOKEHHST 1HAWBIMyanbHOI YacTuHU JloroBopy
MaTHUMYTh TIEPEBAXKHY CHITY.

4.2.4.1. If it is impossible to fulfill its obligations under the
Agreement, the Parties immediately notify each other.
4.2.4.2. The Parties are not responsible and do not provide
consulting services regarding the operation of the service.
4.2.4.3. When resolving all other issues related to E-
document circulation that are not regulated by the
Agreement, the Parties shall be guided by the provisions of
the legislation.

4.2.4.4. In case of any discrepancies between the provisions
of the General Conditions and the individual part of the
Agreement, the provisions of the individual part of the
Agreement will prevail.

4.2.4.5. The Agreement shall come into force from the date
of signing the individual part of the Agreement by the




4.2.45. loroBip Habupae YUHHOCTI 3 JaTW MiAMUCAHHS
inauBigyansHoi yactuau JJoroBopy CropoHamu. CTOpOHHU Ha
BIACHUM pPO3CYyl TaKoX MOXYTh CKpinutu Jlorosip

neyaTkaMM, 3a YMOBHM IX BHKOPHUCTaHHS 3TiTHO 3
nojoxeHHsMu CTaTyTy.
4.2.4.6. JloroBip YKJIaIeHUH YKpaTHCHKOIO Ta/abo

YKpaiHCHKOI0 Ta AHTIIMCHKOI0 MOBOIO (IIBOMOBHHH) Ta y
KIJIBKOCTI OpUTIHAIBHUX IMPHMIPHUKIB, SIK T€ BH3HAYCHO B
iHAuBigyaneHill yactuHi JloroBopy, siki MalOTh OJHAKOBY
IOPUINYHY CHUIIy, [0 OJHOMY NPHUMIPHHMKY U1 KOXHOI i3
Cropin.

4.2.4.7. loroBip perymoeTbcs 1 TIyMauyuTbes 3TigHO 3
3aKOHOJIAaBCTBOM Y KpaiHHU.

4.2.4.8. Croporn B IHOUBIOyaJbHIH dYacTuHi JloroBopy
MOXYTh IepeAdaYuTH yMOBH IMIOJI0 aBTOMATHYHOTO
NPONOBXKEHHA CTpoKy aii JloroBopy (aBTOmposioHramii).
JeranbHuii TOPSAI0K aBTONPOJIOHTAITi T JoroBopy
BU3Ha4YeHHUH y po3aini 14 3aranpHux YMOB.

4.2.4.9. Koxxna i3 CropiH Mae mpaBo posipBaté Jloromip.
Heranbuuii mopsnok posipBanHs JlOroBopy BU3HAuYCHHH Yy
posnaini 14 3aranpHNX YMOB.

Parties. The Parties, at their sole discretion, may also seal
the Agreement, provided that they are used in accordance
with the provisions of the Charter.

4.2.4.6. The Agreement is concluded in Ukrainian and/or
Ukrainian and English (bilingual) and in the number of
original copies, as defined in the individual part of the
Agreement, having equal legal force, one copy for each of
the Parties.

4.2.4.7. The Agreement shall be regulated and interpreted in
accordance with the legislation of Ukraine.

4.2.4.8. The Parties in the individual part of the Agreement
may provide for conditions for automatic extension of the
term of validity of the Agreement (auto-extension). A
detailed procedure for auto-renewal of the Agreement is
defined in Section 14 of the General Conditions.

4.2.4.9. Each Party has the right to terminate the Agreement.
A detailed procedure for terminating the Agreement is
defined in Section 14 of the General Conditions.

5. BUKOPUCTAHHS KBAJII®IKOBAHOI'O
EJIEKTPOHHOI'O NIAITUCY

5. USE OF QUALIFIED ELECTRONIC SIGNATURE

Tepminu Ta NOHATTH:

KEIl - ynockoHaleHWH eNeKTPOHHUHM Mignuc, SKAl
CTBOPIOETBCS 3 BUKOPHCTAaHHAM 3aco0y KBalli(hikOBaHOTO
€JIEKTPOHHOr0 MiANUCy 1 0a3yeThcsi Ha KBamiphikoBaHOMY
cepTudikaTi BIIKPUTOTO KITIOYa.

5.1. Unsxom migmucanHs  Croponamu  Jlorosopy,
iHAMBigyalbHa YacTHHA SKOTO MICTUTh YMOBH IIpO
BukopuctanHss KEII ta 3a ymoBu, mo CrtopoHamu He
ykigamaBcs — okpemuid  JloroBip  Wpo  €NEKTPOHHUH
JIOKyMeHT000ir, CTOPOHM JOMOBHJIHCS PO HACTYIIHE:

5.1.1. Ilpotsrom nii [loroBopy akTH NpuHMaHHS-TIepenadi
HaJlaHUX IOCIYI/TOBapy, pPaxyHKU-(pakTypH, HakjIagHi Ha
3HATTS 3 BIAMOBINAIILHOTO 30€piraHHs, BUJIATKOBI HaKJIaJIHI,
aKTH NP0 aHYJIOBaHHS JOKYMEHTA, PaXyHKH, aKTH, IIOJaTKOBI
HakKJaaHi 3a pobotu, mociuyru abo ToBapw, mepemdadeHi
HoroBopom, HagaroThcs iHmIA CTOPOHI B €NEKTPOHHOMY
BUTJISI, 3 HakjIagaHHsaM Ha gokyMmeHT KEIT ynoBHOBakeHUX
oci6 CTopoHH, Ta BiANPaBIEHHAM €JIEeKTPOHHHUX JJOKYMEHTIB y
cepenoBuiti nporpamMuoro 3abesneuenus «kBUACHO» Ta/abo
«MEJlok», 3a ymMOBHM, IO BOHHM CKJIQJICHI 3TiJHO BHUMOT
3aKOHOAABCTBA IMPO EJNEKTPOHHI JOKYMEHTH, €JIEKTPOHHHM
JIOKYMEHTOOOIT Ta eleKTPOHHUN ITUPPOBUH ITi IITHC.

5.1.2. 'Y pa3i nHeobxigHOCTi, 3a3HadeHi y myHKTi 5.1.1.
3aranbHUX YMOB JOKYMEHTH MOXYTb CKJIaJaTHUCh Ta
HamaBatuch iHmNK CTopoHi y mamepoBid Qopmi 3
JOTPUMAHHSIM BUMOT 3aKOHO/IaBCTBA.

5.1.3. Iignucanusm J[loroBopy CTOpPOHHM MOTOIUIUCS Ta
B3aeMHO BuzHaiy, o KEII Mae taky camy I0puauyHy Cuiy,
K 1 BIIACHOPYYHHUI MiIMUC, Ta Ma€ MPE3yMIIIII0 HOTro
BIIMIOBIIHOCTI BIACHOPYYHOMY MIiJIHCY, 32 YMOBH, IO
NOPSIIOK  CKIIQJaHHs, T[OTO/DKEHHSI Ta  3aTBEpIKCHHS
JIOKYMEHTIB €NeKTPOHHUM ITiJIICOM BiIIIOBIia€ BUMOTaM
3aKOHOAABCTBA, 30KpeMa MOPSAAKY CKJIQJAaHHs, MOTOIKCHHSA
Ta 3aTBEPKEHHS JOKYMEHTIB Y arnepoOBOMY BUTJIISIL.

Terms and definitions:

QES is an advanced electronic signature that is created using
a qualified electronic signature tool and is based on a
qualified public key certificate.

5.1. By signing the Agreement, the individual part of which
contains the conditions for the use of QES and provided that
the Parties have not concluded a separate E-document
Circulation Agreement, the Parties have agreed as follows:
5.1.1. During the validity of the Agreement, the acts of
acceptance-transfer of services/goods, invoices, waybills for
removal from responsible storage, delivery notes, acts of
withdrawal of documents, bills, acts, tax invoices for the
works, services or goods envisaged in the Agreement shall
be provided to the other Party electronically, with QES of the
authorized persons of the Party on the document, and sending
electronic documents in the software environment
"TIMELY" and / or "MEDOK", provided that they are made
in accordance with the requirements of the Legislation about
electronic documents, electronic document circulation and
electronic digital signature.

5.1.2. If necessary, the documents referred to in clause 5.1.1.
of the General Conditions may be drawn up and submitted to
the other Party in hard copy in compliance with the
requirements of the Legislation.

5.1.3. By signing the Agreement, the Parties agreed and
mutually acknowledged that QES has the same legal force as
a handwritten signature and has the presumption of its
correspondence with a handwritten signature, provided that
the procedure for drafting, approving and adopting
documents by electronic signature meets the requirements of
the Legislation, including drafting and approval of paper
documents.




5.1.4. OOMiH eNeKTpOHHUMHU AOKyMeHTaMu Mixk CTopoHamu
3MIACHIOETHCS 3 ypaxyBaHHSIM BUMOT 3aKOHO/IABCTBa B cepi
3armobiraHHs Ta MPOTHIIT Jerani3aiii (BiIMUBaHHIO) TOXOIB,
olepKaHUX 3JIOYMHHAM TIUIAXOM, Ta  (iHAHCYBaHHIO
TepopusMy, 3akoHy VYkpaiHu «lIpo enekTpoHHI moBipui
nocinyru», 3akony Ykpainu «IIpo enexkTpoHHI JOKyMEHTH Ta
€JICKTPOHHUN JOKYMEHTOOO0I.

5.1.5. CTopoHU IOMOBHIIHUCS, IO EJNEKTPOHHI IOKYMEHTH,
BiZIIpaBlieHI MO CHCTEMi EJIEKTPOHHOTO JOKYMEHTOOOIry,
3acBiqueni KEII CtopoHn, MarOTh TOBHY IOPHIWYHY CHITY,
MOPOJUKYIOTh TIpaBa Ta 000B's13ku aisi CTOPiH, MOXKYTh OyTH
MPEJCTaBIICHI 70 CyAy B SIKOCTI HAJKHHX JOKa3iB Ta
BU3HAIOTHCS PIBHOBHAYHUMHU JIOKYMEHTaM, IO CKJIAJAr0ThCS
Ha TmamepoBoMy  HocieBi. IligTBepmkeHHS  mepemadi
JOKYMEHTIB TI0O CHCTEMi EJEeKTPOHHOTO JOKyMEHTOOOITy
(BiAmpaBieHHS, OTPUMAaHHS, TOIO) BBAKAETHCS JIETITUMHUM
MIATBEPIKCHHAM (PaKTUIHOTO TMpUHOMY-TIepeaadi TaKuX
JIOKYMEHTIB YIIOBHOBaKeHMMH ocobamu CTOPIH 1 HE BUMArae
JOJAaTKOBOTO I0Ka3yBaHHS.

5.1.6. Y BumaAKy KOMIIPOMETAIil OCOOHCTOTO KITto4a
miAnucyBayda, CKacyBaHHS 4 OJIOKYBaHHA HOTo cepTHdikaTa
KJTII0Ya OCTaHHi 3000B’13aHUH HEBIIKIIAHO MTOBIIOMUTH IIPO
1Ie OTPUMYBava.

5.1.4. Exchange of electronic documents between the Parties
is carried out in accordance with the requirements of the
Legislation in the field of prevention and counteraction to the
legalization (laundering) of proceeds from crime and terrorist
financing, the Law of Ukraine "On Electronic Trust
Services"”, the Law of Ukraine "On Electronic Documents
and Electronic Document Circulation”.

5.1.5. The Parties have agreed that electronic documents sent
through the electronic document circulation system certified
by QES of the Party have full legal force, create rights and
obligations for the Parties, can be presented in court as proper
evidence and recognized as equivalent to the documents,
made on paper. Confirmation of the transmission of
documents through the electronic document circulation
system (sending, receiving, etc.) is considered to be a
legitimate confirmation of the actual receipt and transmission
of such documents by the authorized persons of the Parties
and does not require additional proof.

5.1.6. In case of compromise of the personal key of the
signer, cancellation or blocking of his key certificate, the
latter is obliged to immediately inform the recipient thereof.

6. BAJIIOTHI BACTEPEKEHHSA

6. CURRENCY WARNINGS

6.1. [Tnatexxi momo BukoHaHHA CTopoHAMU OOPTOBHX
3000B’s13aHb MalOTh OyTH 37iiicHeHi CTOpOHaMH Y BaJOTi
OoproBux 3000B’s3aHb B MOPAAKY Ta Ha YMOBax,
BCTaHOBJIEHUX J[OTOBOPOM.

6.2.  Tnmi mmarexi 3a JloroBOpOM MijuIsTaloTh BAKOHAHHIO
y BamoTi YKpaiHu (TpUBHSIX), BUXOJSUM 3 BAIIOTHOI'O KypCy
HBY rta/abo inmoro moromkernoro CTopoHamMu Kypcy Ha JIeHb
BuKoHaHH (cruiatn). CtopoHa He 3000B’s3aHa MPHHMATH
BUKOHaHHs OOproBux 3000B’s3aHb B BaJIOTI IHINIH, HIX
Bu3HaueHa JloroBopom. BimmoBa CTOpoHM Bif NpUHHATTS
BUKOHAaHHS OOproBHX 3000B’s3aHb B BaJIOTI I1HIIA, HIX
nepenbaueHo JloroBopoMm, He MOXKe PpO3TISIATHCS —SIK
COpUSHHS 30UIbIIEHHIO 30UTKIB 4epe3 MPOCTPOUYCHHS
BUKOHAHHSI 3000B’sI3aHb.

6.1. Debt payments by the Parties shall be made by the
Parties in the currency of the obligations in accordance with
the terms and conditions established by the Agreement.

6.2. Other payments under the Agreement are subject to
execution in the currency of Ukraine (hryvnia) based on the
NBU exchange rate and/or other exchange rate agreed by the
Parties on the day of execution (payment). The party is not
obliged to accept debt obligations in a currency other than
that specified in the Agreement. A Party's refusal to accept a
debt obligation in a currency other than that specified in the
Agreement may not be regarded as contributing to an
increase in losses due to delay in fulfilment of obligations.

7. JOT'OBIPHE CIIMCAHHA

7. CONTRACTUAL WRITE-OFF

7.1. IlpaBo banky Ha [oroBipHe cnMcaHHA KOWTIB 3
paxyHkiB KonTparenTa. Y BHIIQAKy HAcCTaHHS CTPOKY
crutatu KonTparenrom banky 60prosux 3000B’s13aHb, KOMICIi,
BIJIIKOYBaHHA BUTpaT abo iHmOI omiatu 3a JloroBopom
Ta/ab0 HacTaHHA CTPOKY BHKOHAaHHS IHIIMX OOProBUX
3000B’s13aHb (K JiIOYUX 3000B’A3aHb TakK 1 MaiOyTHIX
3000B’s13aHb) KonTparenta mepen bamkom 3a JloroBopom
Ta/ab0 OyIb-SKUM I1HIIUM JOTOBOPOM, SIKHH YKJIAICHO MiX
Konrparenrom Tta bankom (B TOMy 4YHCIi KpeJUTHUM
JIOTOBOPOM, JOTOBOPOM CTPaxyBaHHS, IHIIMM JIOTOBOPOM PO
HaJlaHHA OaHKIBCHKUX MOCIYT), a TAKOX Y 1HIIMX BUNIAJIKAX Ta
B MOpAAKY, mo mnepexbadeHi JloroBopom Ta/abo iHIIMM
noroBopoM Mixk Crtoponamu Ta/abo 3akoHoAaBcTBOM, baHk
HaOyBae mpaBo (anme He 3000B’s3aHuii), a KoHTpareHT 1mum
Oe33arepeyHo Ta 0e3BiIKINYHO Aopydae baHky camocTtiiiHO
CIHCYBAaTH TPOIIOBI KOWITH B PO3Mipi, HEOOXiAHOMY IS
BUKOHAHHS TaKMX OOPTroOBHX 3000B’s3aHb, a TAKOXK CTPaXOBE
BIJIIIKOTYBaHHS 32 JIOTOBOPOM CTpaxyBaHHs 3a sikumu baHk

7.1. Bank's right to contractually write off from
Counterparty's accounts. In the event of the maturity of
debt obligations, commission, reimbursement of expenses or
other payment under the Agreement of the Counterparty to
the Bank and/or the maturity of other debt obligations (both
current and future obligations) of the Counterparty to the
Bank under the Agreement and/or any other agreement
entered into between the Counterparty and the Bank
(including loan agreement, insurance contract, other banking
service contract), as well as in other cases and in the manner
provided by the Agreement and/or other agreement between
the Parties and/or the Legislation, the Bank acquires the right
(but is not obligated), and the Counterparty thereby
indisputably and irrevocably instructs the Bank to
independently write off the monetary funds in the amount
necessary to fulfill such debt obligations, as well as insurance
indemnity under the insurance contract under which the
Bank is the beneficiary, from any Account of the




BUCTYNa€  BUTOZOHAOyBadeM, 3 OyIb-SIKOTO PpaxyHKY
Konrtparenra na Bubip banky, sxi Bizkputi Ta/abo OymyTb
Binkputi KoHTparentom B baHKy, Ta HampaBuTH cIUCaHi
TaKUM 4YHMHOM TIpoloBi komTu KoHTpareHTa B paxyHOK
BUKOHaHHsI Horo 60proBux 30008’ s13aHb nepea bankom.
7.2./loroBipHe cnHcaHHA Yy BHNAAKY, SIKII0 BaJIOTa
PaxyHKy He BiImoBigae BajioTi 60proBoro 3000B’si3aHHsI.
VY Bumanky BiacyTHOCTI abo HemoctatHocTi y KoHTparenra
KOILTIB Ha PaxyHKY y BaloTi, HEOOXiTHIM JJIsi OTUIaTH HOTo
OoproBux 3000B’s13aHb, baHk Mae MPaBO3AICHUTH TOTOBipHE
cnucanHd KomrTiB KoHTpareHnta y iHOIIM BamioTi Ta
3apaxyBaTH CIHCaHI TaKUM YHHOM TPOIIOBI  KOIITH
Kontparenta B paxyHOK BHKOHaHHA HOro OOproBux
3000B’s13aHb epe; baHkoM 3a KypcoM, Yy TOPSIIKY Ta Y CIIoCio,
BCTaHOBJIEHOTO Y BiATIOBIAHOMY AOTOBOpI, YKIAJEHOTO MIX
CropoHamu, Ha miAgcTaBi sIKOro Bigkpuro KoHTpareHTy
paxyHoOK y baHky.

7.3. HeBukopucranus bankoMm iioro mpaBa Ha JOTrOBipHE
CIHMCAaHHS KOWITIB 3 paxyHKiB KoHTpareHTa He 3BiJIbHSE
Kontparenra Bif BiANOBiAaNbHOCTI 32 MOPYIIEHHS OOPrOBUX
3000B’s13aHb Ta BiJl CIUIaTH HEYCTOWKH 32 TaKe MOPYIICHHS.

Counterparty at the Bank's choice, which are opened and/or
will be opened by the Counterparty in the Bank, and to send
the written-off funds of the Counterparty towards fulfillment
of its debt obligations to the Bank.

7.2.Contractual write-off in case the currency of the
account does not correspond to the currency of the debt
obligation. In case the Counterparty does not have or lacks
funds in the account in the currency necessary to pay its debt
obligations, the Bank has the right to contractually write off
the Counterparty's funds in another currency and to deduct
the Counterparty's funds written off towards the fulfillment
of its debt obligations to the Bank at the rate and in the
manner established in the relevant Agreement concluded
between the Parties, under which a Counterparty’s account is
opened in the Bank.

7.3. Non-use by the Bank of its right to contractually write
off funds from the Counterparty’s accounts does not exempt
the counterparty from liability for violation of debt
obligations and from paying a penalty for such violation.

8.NOBILIOMJIEHHS

8. NOTICE

8.1.  TloBimomnenns banky inmiii CTOpOHI, IO CTOCYETHCS
KontparentiB banky 1 He MICTUTh BiIOMOCTEH, IO
CTAaHOBJATh OaHKIBCBKY TAEMHHIIO YH KOH(QIICHIIHHY
inpopmanito Kontparenra, Moxe OyTH HampaBieHO bankom
KoHTpareHTy nuisixoM po3MiLlIeHHSI TAKOTO MOBIIOMIICHHS Y
Bimmineni banky ta/abo Ha Odirmifinomy caiiti banky, Ta/a6o
B Oynp-skoMy oQilifHOMY APyKOBaHOMY BHJaHHI, B AKOMY
3MIACHIOETHCS O(illiifHe ONMPHIIOIHEHHS 3aKOHIB Ta IHIIMX
aktiB BepxoBHoi Pagm VYkpaiam Ta/abo akriB IIpesumenta
VYkpainu, Ta/ab0 NUISIXOM HAaNpaBIE€HHS ITOBIAOMIIEHb II0
eJIEKTPOHHIN TomITi abo 1o ¢axcy.

8.2.  Koutparent 3000B’A3y€THCS CaMOCTiHO
03HaHOMJIIOBATHUCS 3 MOBiIOMIICHHAMH baHky, ski iomy OyJiio
HAJIICIIaHO Y MOPSJIKY, 110 BU3HAYCHO y MYHKTI 8. 1. 3aranbHux
YMoB, ajie He pijiie HiXK OJIUH pa3 Ha MICSIlb.

8.3. [Hmi moBigomMiieHHs, o Hampaisie onHa CTopoHa
iHmi# 3rimao 3 JloroBopoMm abo B X0 HMOTO BUKOHAHHS
(magani — IloBimomuieHHsI), TIOBMHHI OyTH OQOpMIICHI B
MUCHMOBIH (popMi, YKpaiHCHKOIO MOBOIO 200 YKpaiHCHKOIO 3
AHIJIIMCHKOI0 MOBAaMM OJHOYACHO, B 3aJI€)KHOCTI SIK-OI0/-MMHU
MOB-010/-amM# OyJio ykiazaeHo [lorosip, i OyQyTh BBaKaTHCS
HalpaBJICHUMH HaJEXHUM YHHOM, SKIIO BOHU BiANpaBieHi
MOLITOBUM 3B’SI3KOM (PEKOMEHJOBAaHHM JIUCTOM, JIUCTOM 3
OTOJIOMIEHOIO I[IHHICTIO 3 OMUCOM BKJaJeHHS abo IHIIUM
JMCTOM, JOCTaBKa $IKOTO MOXe OYTH JIOKYMEHTaJIbHO
MiATBEpKEHa), JOCTaBlieHI ocobucrto oxnieo i3 CropiH
iHmrii CTOpoHi 9u Kyp €PChKOIO TOCTaBKOIO 332 BKa3aHWMHU B
HoroBopi  aapecamu/pexBizutamu  Cropin  Jorosopy,
HampaslieHI 1O Qakcy, a TakoX 3a JOMOMOIOI0 CHCTEMHU
«Kmient-banky/iamoi  cuctemu, SKy BHUKOPHUCTOBYIOTH
CropoHH, SKIIO Taka MOMIJIMBICTh TependadyeHa yMOBaMH
oKpeMoro oroBopy Mixk bankom Ta Kontparentom.

8.3.1. xmo y pexBizurax KoHTpareHTa 3a3Ha4eHO JEKiNbKa
anpec, bank nHanmcumae IloBimomieHHS 3a aapecoro, sKa

8.1. The Bank’s notice to the other Party, regarding the
Bank’s Counterparties and does not contain information
constituting banking secrecy or confidential information of
the counterparty, may be sent by the Bank to the counterparty
by posting a notice in the Bank’s branch and/or on the Bank’s
official website and/or in any official print media, in which
the laws and other acts of the Verkhovna Rada of Ukraine
and/or acts of the President of Ukraine are officially
promulgated, and/or by sending notices by e-mail or by fax.
8.2. The counterparty undertakes to independently
familiarize itself with the messages of the Bank that were
sent to it in the manner specified in clause 8.1. of the General
Conditions, but at least once a month.

8.3. Other notices sent by one Party to another under the
Agreement or during its implementation (hereinafter referred
to as the Notices) must be made in writing, in Ukrainian or
Ukrainian and English at the same time, depending on the
language(s) in which the agreement was concluded, and will
be considered to be sent properly if they are sent by post
(registered mail, letter of declared value with a list of
enclosures, or another letter, the delivery of which can be
documented), delivered personally by one of the Parties to
the other Party or by courier delivery to the addresses/details
of the Parties to the Agreement specified in the Agreement,
sent by fax, as well as using the Client-Bank system/other
system used by the Parties, if this is possible under the terms
of a separate agreement between the Bank and the
Counterparty.

8.3.1. If several addresses are indicated in the details of the
Counterparty, the Bank sends a Message to the address
located in the territory of Ukraine (except for the territory of
the JFO and the temporarily occupied territory).




3HAYUTHCS Ha TEpUTOpii YKpaiHH (32 BUHIATKOM TEPUTOPIl
nposenerHs OOC i TAMYacoBO OKYIOBaHOI TEPUTOPIi).

8.4. [ToBimomiteHHs, sIKi HaliCJIaHi IOMITO0 200 CITyK00K0
Kyp €pChKOi JIOCTaBKH, BBaXKAETHCA OJCPKAHWM  IHIIOIO
CTOpOHOIO B JICHb, 3a3HAYCHUN B KBUTAHINI YU IHIIOMY
JIOKYMEHTI 13 IITeMITeNIeM BiAIIJICHHS TIOIITOBOTO 3B’ 3Ky a00
CIIY)OHM Kyp’€pCHKOi JOCTaBKH, OTPUMAaHHM BiIIIPaBHUKOM
[MoBimomieHHs, po BianpasieHHs [loBigoMIIeHHS.
TToBimoMIIeHHs, fAKI HamiclaHI 3a JOIIOMOIOK) CHCTEMU
«Kmiear-bank» / 1HIIOI CcHCTEeMH, SKY BHKOPHCTOBYIOTH
Croponn, 3a yMOBH, IO CHCTEMa MiATBEpAWIA YCHIIIHICTH
JIOCTaBJICHHS TaKOro BiJIIPABIICHHS, BBXKAIOTHCS
OTPUMaHHMMH Yy JaTy BifanpasieHHs [loBigomieHHs.

8.5. IloBimomiteHHs, JOCTaBIICHI Teerpadom, Mo TeIeTauy,
tenedakcy, (axkcy, SKIIO IHIIE HE JOMOBJICHO MiX
CropoHamH, HOCATH MONEPEHIH XapakTep 1 MOBHHHI OyTH B
MOTAJIBITIOMY HAIlpaBJICHI BiANOBIAHO IO BHUMOT IYHKTY 8.4.
3aranpHUX YMOB.

8.6. CtopoHu 3000B’s3aHI HEBIAKJIATHO MOBIIOMIISATH OIMH
OIHOTO Ipo OyIb-AKi mozii, paKkTH, yImyuieHHs: a00 MOMUIIKH,
SIKI € ICTOTHMMU JJI BIJHOCHH MDK HMMH, Ta HEBIIKJIAIHO
HAQJaBaTH BIJANOBIb Ha OyJb-SKi 3aMUTH, IO BOHU
HA/ICUJIAIOTh OJHE OJAHOMY CTOCOBHO TaKHX MOJiH, (akTiB,
VIyIIeHb a00 TOMHIIOK.

8.7. Ilpotsrom nii JloroBopy koxkHa CTOpoHA 3000B'I3Y€THCS
HeraHo noBiomaTy iHry CTOpOHY Mpo HOsBY (akTy adbo
00CTaBHHM, IO CTAIH T BITOMHUMH, SKi MOXYTh PUBECTH 10
HEoOXiTHOCTI 3MiHU yMOB JloroBopy, MopymeHHs ab0 3MiHU
3000B's13aHb, 3asB abo rapanTiii CTOpiH, BUKJIaJCHUX Y
Jorosopi.

8.4. The messages sent by mail or courier delivery service
are considered to have been received by the other Party on
the day specified in the receipt or other document with the
postmark of the post office or courier delivery service
received by the sender of the message about sending the
message.

Messages sent using the client-bank system / other system
used by the Parties, provided that the system has confirmed
the success of such delivering, are considered received on the
date of sending the message.

8.5. Notices delivered by telegraph, teletype, fax, telefax,
unless otherwise agreed between the Parties, are preliminary
in nature and should be sent in accordance with the
requirements of clause 8.4. of the General Conditions.

8.6. The parties are obliged to immediately notify each other
of any events, facts, omissions or errors that are essential to
the relationship between them, and to provide an immediate
response to any requests, they send to each other regarding
such events, facts, omissions or errors.

8.7. During the term of the Agreement, each Party undertakes
to immediately inform the other Party of the occurrence of a
fact or circumstance that has become known to it, which may
lead to the need to amend the terms of the Agreement,
violation or change of the obligations, representations or
warranties of the Parties set forth in the Agreement.

9. KOH®IIEHIINHICTbD.
TACMHUIIS

BAHKIBCBKA

9. CONFIDENTIALITY. BANKING SECRECY

9.1.  Croponu 3000B’sI3yI0TbCS ~ 30epiraTd B MeEXax,
BHU3HAYCHUX 3aKOHOIABCTBOM, KOH(IJICHIIIHICTh CTOCOBHO
3micty JloroBopy, a Takox Oyap-akoi iHpopmarii Ta
BiJIOMOCTEH, 1110 HaJAIOThCS KOXHIH 31 CTOpIH y 3B’S3Ky 3
BUKOHaHHAM J[oroBopy.

9.2.  Bkazana BUMOT'a npo HEPO3TOJIOLICHHS
KoHGigeHmiHHOI  iHpoOpMamii MOMMPIOEThCA HAa  BCIX
cniBpoOiTHHKIB CTOpiH Ta 3aly4eHHMX HUMH TpPETiX 0ci0,
3aliTHUX NP BUKOHaHHI [oroBopy.

9.3. Bumora mpo HepoO3roJomeHHS KOH(IAESHIIHHOT
iHpopMallii, BKa3aHa BHIIE [i€ MPOTATOM YChOTO CTPOKY Jii
JoroBopy, a TakoX MPOTIArOM 5-TW HACTYIHUX POKIB 3
MOMEHTY NPHUIIMHEHHS Horo aii.

9.4. CropoHu 3000B’S3yIOTBCS  HAJICKHUM  YHHOM
30epiratd Ta HE PO3TOJIOUTYBaTH iH(pOPMALilO0, SKa MICTUTbH
0aHKIBCbKY TA€EMHUIIO, OTPUMAaHy IIpH BHUKOHAaHHI YMOB
Horosopy. Ilepemaua takoi iHbopmarii TpeTriM ocobam, 3a
BUHSATKOM YIOBHOBaXXCHHMX OCI0 1 Oprasizaiiiii, MOXJIHBa
Jdme 3 TUCbMOBOI 3roau iHmOiI CTOpPOHHM, a TakoX Y
BUMAJKaX, TepeadadeHnx 3aKOHOIABCTBOM YKpaiHu Ta/abo
Horosopowm.

9.4.1. bamk 1mM rapantye KoHTpareHTy 30epeskeHHS
0aHKIBCHKOT Ta€MHHUIII IIOJ0 OIEepaiiid, mpoBeneHuX baHkom
BimmoBigHO 10 JloroBopy, Bimomocteit npo KonTparenta, 1mo
cranu Bimomi baHky y 3B’A3Ky 3 ykimageHHsM Jlorosopy,

9.1. The Parties undertake to keep confidential the content of
the Agreement, as well as any information and data provided
by each of the Parties in connection with the implementation
of the Agreement, within the limits established by the
Legislation.

9.2. The specified requirement of non-disclosure of
confidential information applies to all employees of the
Parties and third parties involved by them in the
implementation of the Agreement.

9.3. The requirement of non-disclosure of confidential
information specified above is valid for the entire duration of
the Agreement, as well as for the next 5 years from the date
of its termination.

9.4. The parties undertake to appropriately store and not
disclose information containing banking secrecy obtained in
fulfilling the terms of the Agreement. The transfer of such
information to third parties, with the exception of authorized
persons and organizations, is possible only with the written
consent of the other Party, as well as in cases provided by the
Legislation of Ukraine and/or the Agreement.

9.4.1. The Bank hereby guarantees the Counterparty to
maintain banking secrecy in transactions carried out by the
Bank in accordance with the Agreement, information about
the Counterparty that the Bank became aware in connection
with the conclusion of the Agreement, and other information




IHIIMX BIJJOMOCTEH, II0 CTaHOBJATh OAHKIBCHKY TAEMHHIIIO
BIAIOBIAHO 10 3aKOHOIAaBCTBA.

9.4.2. KoHTpareHT po3yMie, 10 He3Bakarouu Ha 1. 9.4.1.
3arampHuX  YMOB, baHK  3000B’s3aHUN  pO3KpUBATH
iHpOpMaLlilo, IO CTAaHOBUTH OAHKIBCBKY Ta€EMHUIIO, Ha
BUMOTH JCp)KaBHUX OpraHiB y BHIAJKax Ta B MOPSIKY,
nependadeHoMy 3akoHOaaBCTBOM. Hisiki 30008’ s13aHHS baHKY
B 3B’S3Ky 13 30epekeHHSM OaHKIBCHKOI TAaeMHHII Ta
koH(pineHniHoi iHdopmanii, BuknaaeHi B Jorosopi abo B
IHITUX JOTOBOpax (yromax, MPOTOKONaxX, JincTtax) baHky 3
KoHTparenToMm, He PO3MOBCIO/KYIOTHCS HA BUIIAJKH, KOJH
Bank BuMymieHME Ha CBi po3CyJ TepeAaBaTH TaKy
iHpopmanito TpeTiM oco0aMm  (BKIIOYAlOYM AJBOKATIB,
(hakTOPUHTOBI Ta KOJEKTOPCHKI KOMIaHii,B TOMY YHCII
HaJIaHHA KOHTPONIOIOYMM opraHam iHdopmamii Ta ii
JOKYMEHTAJIFHOTO TIJATBEPAKEHHS CTOCOBHO BHKOHAHHS
bankoM BHMOT ITOAZAaTKOBOTO 3aKOHOMABCTBA, TOIIO) IS
3aXUCTYy CBOiX iHTepeciB Ta/abo y BHIAgKy MOPYIIEHHS
KonTparentom cBoix 000B’s3kiB 3a JloroBopoMm mepen
bankom.

9.4.3. KoutparenT Hamae baHKy 103Bij Ha PO3rOJIONMICHHS
0aHKIBCbKOT TaeMHHII Ta KOH(}iAeHHiHHOI iHpopMamii, 1o
mictarecst B [loroBopi abo B iHmMX HoroBopax (yrogax,
MpOTOKOMax, JuctaXx) banky 3 KoHTpareHTtom, abo iHIIAM
YUHOM POOHTH iH(OPMAIIIIO JOCTYITHOIO CBOIM MPAILliBHUKAM,
KOMIIaHisiIM, 3 SKAMH baHk miepeOyBac B JOTOBIpHUX
BIIHOCHMHAX, X MpaIliBHUKaM Ta 30BHIITHIM (FOPUIUIHHIM,
ayIMTOPCHKUM) KOHCYJIBTAaHTaM B TiH Mipi, B SKill 1e
HeoOXimHO st 3a0e3nedyeHHs BUKOHaHHsA JloroBopy abo
iHIIOro KoroBopy Mik CTOpOHAMH, a TAKOXK 3 METOIO 3aXHCTY
npaB banky 3a JloroBopoM Ta/abo iHIIMM JOTOBOPOM MiX
CropoHamH, 3AIMCHEHHSM TaKHX IpaB abo MPUMYCOBOTO
3abe3neyeHHsl ix BukoHaHHs. Kpim Toro, bank mae mpaBo
30upaTH, 30epiraTd, BHKOPUCTOBYBAaTH Ta PO3TOJIOLIYBaTH
(po3kpuBaTk / TIOmHWpIOBaTH) Yy OyIOp-sKWMH  crociO
iHpopmanito mpo KoHTpareHta, mo MicTHUTh OaHKIBCBKY
Ta/ab0 KOMEepUiliHy TAa€MHHIIO, HACTYIIHUM ocobaMm: Oropo
KPEAUTHUX iCTOPiii, KoprcTyBaueM sikoro(nx) € bank; ta/abo
ayauropy(am) Ta/abo ayauTopchkiii(um) dipmi(am) mig gac
3MiACHEHHS] HHUM(M) ayAWTOPCHKOI JisUIBHOCTI BiJHOCHO
banky Tta/abo  Kontparenta; Ta/abo  apxiBHii(uM)
yctaHoBi(aMm), 1o 3abe3medye(foTh) OONIK Ta 30epiraHHs
JOKyMeHTiB st banky; Ta/abo pEeHTHHIOBUM areHTCTBaM
Ta/abo (QinaHCcOBMM Ta/ab0 IOPHUIAWYHMM pagHUKaM /
KOHCYJIbTaHTaM JIsi Iiei peidtuHryBaHHs baHky Ta/abo
Oynp-sikoi 3 mOB’si3aHUX oci0 mogo0 banky; Ta/abo
MibkHaponHoMy(uM) ¢iHaHcoBOMY(MM) iHCTHTYTY(am) /
opramizamii(sm) Ta/abo iHO3eMHOMY(MM) OaHKy(am); Ta/abo
OyAb-SIKHM  KOHTpareHTaM baHKy 3a  JOKyMEHTamH
3a0e3reyeHHs, AKi yKJIajeHi Ha 3a0e3rneueHHs 3000B’s3aHb
Konrparenra 3a JloroBopom; Ta/abo 3a 00CTaBUHM HACTaHHS
BUIIAIKY HeBUKOHaHHSI KoHTparenTom ymoB Jlorosopy Ta/a6o
JIOKYMEHTIB 3a0e3leueHHs, YKIAJACHUX I 3a0e3leueHHs
BUKOHaHHS 3000B’s13aHb 3a J{oroBopoM (3a HasiBHOCTI), Oy k-
SIKif TpeTil 0CcoO0i.

9.4.4. KouTpareHT Takoxx Hajmae baHky mpaBo HaJaBaTH Ha
3amuT OaHKY-KOPECHOHACHTa iHQopMalilo, sSIKa CTOCYETHCS

constituting banking secrecy in accordance with the
Legislation.

9.4.2 The Counterparty understands that despite clause 9.4.1.
of the General Conditions, the Bank is obliged to disclose
information constituting bank secrecy, upon the requests of
state authorities in cases and in the manner prescribed by
Legislation. No obligations of the Bank in connection with
the maintenance of bank secrecy and confidential
information set forth in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty shall apply to cases when the Bank is forced to
transfer such information to third parties (including lawyers,
factoring and debt collection companies, including the
provision of information and documentary evidence to the
regulatory authorities on the Bank's compliance with tax
legislation, etc.) to protect their interests and/or in case of
violation by the Counterparty of its obligations under the
Agreement to the Bank.

9.4.3. The Counterparty grants the Bank permission to
disclose banking secrecy and confidential information
contained in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty, or otherwise make information available to its
employees, companies with which the Bank is in a
contractual relationship, their employees and external (legal,
audit) consultants to the extent necessary to ensure the
implementation of the Agreement or other agreement
between the Parties, as well as to protect the Bank’s rights
under the Agreement and / or other agreement between the
Parties, by the exercise of such rights, or the enforcement of
their implementation.

In addition, the Bank has the right to collect, store, use and
make public (disclose / distribute) in any way information
about the Counterparty containing banking and/or
commercial secrets to the following persons: credit reference
bureau, the user of which the Bank is; and/or to the auditor(s)
and/or audit firm(s) in the course of its (their) audit activities
in relation to the Bank and/or Counterparty; and/or archival
institution(s), which provides accounting records and storage
of documents for the Bank; and/or rating agencies and/or
financial and/or legal advisers / consultants for the purposes
of rating the Bank and/or any of the related parties regarding
the Bank; and/or international financial institution(s) /
organization(s) and/or foreign bank(s) and/or any
counterparties of the Bank under security documents
concluded to secure the obligations of the Counterparty
under the Agreement; and/or subject to the occurrence of a
case of non-fulfilment by the Counterparty of the terms of
the contract and/or security documents concluded to ensure
the fulfilment of obligations under the Agreement (if any), to
any third party.

9.4.4. The Counterparty also grants the Bank the right to
provide, at the request of the correspondent bank,
information relating to the identification of the Counterparty
and/or transactions carried out in favor of or on behalf of the
Counterparty, at the corresponding request of the bank
involved in ensuring such operations.




inenTudikamii  Kontparenra Tta/abo  omepamidd, 1m0
3IIHCHIOIOTHCS HAa KOPHUCTH 200 3a nopyueHHsM KoHTpareHra,
Ha BIAMOBIMHWI 3anuT OaHKy, SKH Oepe yd4acTh y
3a0€3MIeUCHHI MPOBEACHHS TAKUX OTEPAITii.

9.45. Bank € gactunorw rpynu OTII B sky Bxomars OTII
bank (YropmuHa), #oro MicueBi Ta iHo3eMHi (imii Ta ix
mouipai kommanii (I'pyma OTII). Kommanii I'pymu OTII
NOCTIHO OOMIHIOIOTBCS 1HQOpMAIli€l0 Yepe3 3aralibHy
iHpopMaLliiiHy cHCTEeMy, 3aBOaHHSAM $KOI € MiHiMi3amis
pU3MKy Tpymu B 1isiomy. KoHTpareHT Hazae J03BiT Ha
OTPUMAaHHS, BUKOPUCTAHHS Ta PO3rojiomeHHs iHdopMmarii B
cepequni ['pymu OTII, mo crocyerbes Oe3nocepeHbO
Kontparenra (17151 OliHKM pU3UKY), O cTana BigoMa banky y
3B'S13KY 3 IiTOBHMH cTocyHKamu 3 KoHTparentom. Lleit q03Bin
nomuproeTeess Ha bank, iHmmx wienis I'pynm OTII B
VYropmuHi Ta 3a 1 MeXamu, SKi OpraHi3oBaHi Ta
(OYHKIIOHYIOTh K e€muHuil OaHk. KoHTpareHT mae mo3Bil
banky Ha mepemady s KOHQIIEHIIHHOTO BHKOPHUCTAHHS
iHpopmanii mpo HBOro Ta/abo Oynp-sKy HOro JOYipHIO
KOMIaHito B cepeauHi I'pynu. 3a3Hadena iHpopmaris Moxe
nepeiaBaThCs, 30KpeMa, Y 3B’s3Ky 3 HaJaHHsAM KoHTpareHTy
Oyap-sikoi Mmociayrn 4n OaHKIBCBKOTO MPOIYKTY, 8 TaKoX B
IsIX 00POOKHM TaHHX, TPOBEICHHS CTATHCTUYHOTO aHAITi3Y Ta
aHamizy pws3ukiB. lleit mo3Bin 3HIMae Oyab-sIKi TMpeTeH3il
Kontparenra mono mnopymeHHs bBaHkoM NOJ0XKeHb IIpo
HEpO3roJIONIeHHs] OaHKIBCBKOI TAa€MHUIN, $Ki iCHYIOTh Y
3aKOHOJABCTBI.

9.4.6. Skmo B Xomi BUKOHaHHA KOHTpareHTOM CBOIX
3000B’s13aHb 3a [loroBopoM HoMy cTaHe BizoMa iHpopmalis,
0 MiCTUTh OaHKIBCHKY TA€MHUIIO, Taka iH(opMallis He
Moxke OyTtm poskputa KoHTparentom TperiM ocobam Hi B
SIKOMY BUTIAJIKY 1 Hi 32 SIKOI0 YMOBOIO.

9.4.7. CropoHu, nuisxoM  mianucanHs  JloroBopy,
JO3BOJIIIOTE  OAHA OAHIH BiACWIATH JOKYMEHTH Ta
iHdopmMmarito, sika crocyerscsi JoroBopy, depe3 BiAKpHUTHI
KaHal Mepexi [HTepHeT Ha BkazaHy CTOpOHAMH €JIEKTPOHHY
ajipecy eJIEKTPOHHOI NOMWTH. Y Takux Bumaakax, CTOpOHU HE
HECYTh BIATNOBIMATBHICTE 32 MOXIHUBE PO3TOJOMICHHS
KoH(iAeHIIHHOT 1H(popMarlii Ta/abo OaHKIBCHKOI TaeMHUII
TpeTiM ocobam, WO BiIOYJIOCSs BHACTIIOK HAJICHIAHHS
Croponamu koH}iaeHiHOT iH(QOpMallii Ta/abo GaHKIBCHKOT
TAEMHHMIII Yepe3 BIAKpUTHI KaHam Mepexi [HTepHeT Ha
BKazaHy CTopoHaMH aJIpecy eJIeKTPOHHOI IOIITH.

9.4.5. The Bank is part of the OTP group, which includes
OTP Bank Plc. (Hungary), its local and foreign branches and
their subsidiaries (OTP Group). OTP Group companies
constantly exchange information through a common
information system, the task of which is to minimize the risk
of the group as a whole. The Counterparty gives permission
to receive, use and disclose information relating the
Counterparty directly (for risk assessment), which became
known to the Bank in connection with business relations with
the Counterparty, within the OTP Group. This permission
applies to the Bank, other members of the OTP Group in
Hungary and abroad, which are organized and operate as a
single bank. The Counterparty gives the Bank permission to
transfer information about it and / or any of its subsidiaries
within the Group for confidential use. The specified
information may be transmitted, in particular, in connection
with the provision of any service or banking product to the
Counterparty, as well as for the purpose of processing data,
conducting statistical and risk analysis. This permission
removes any claims of the Counterparty regarding the Bank's
violation of provisions on non-disclosure of bank secrecy
that exist in the Legislation.

9.4.6. If, in the course of fulfillment of obligations under the
Agreement by the Counterparty, it becomes aware of
information containing bank secrecy, such information can
be in no case and under no condition disclosed by the
Counterparty to third parties.

9.4.7. By signing the Agreement, the Parties allow each other
to send documents and information regarding the Agreement
through an open Internet channel to the email address
indicated by the Parties.

In such cases, the Parties are not responsible for the possible
disclosure of confidential information and/or banking
secrecy to third parties, which occurred as a result of the
transfer of confidential information and/or banking secrecy
by the Parties through an open Internet channel to the email
address specified by the Parties.

10. BPEI'YJIFOBAHHSA CIIOPIB

10. DISPUTE SETTLEMENT

10.1. byap-axi cymepeuku, po30IKHOCTI, BHMOTH abo
NpeTeH3ii, Mo BHHUKAIOTh 3 J(OroBOpy pO3IISAI0ThCS
OUISIXOM ~ NPOBEACHHS  IEperoBopiB, a y  BUNAIKY
HEJJOCSITHEHHSI 3TOJM - B CY/JOBHX OpraHax Ta B IOPSAKY,
BH3HAYEHOMY 3aKOHOJAaBCTBOM.

10.2. JIoroBip peryyoeThes NpaBoM YKpaiHH.

10.1. Any disputes, disagreements, demands or claims
arising from the Agreement are resolved through
negotiations, and in case of failure to reach agreement, in the
judicial authorities and in the manner specified by the
Legislation.

10.2. The Agreement is regulated by the Law of Ukraine.

11.3BIVIBHEHHS BI/J{ BIAITIOBIJAJIBHOCTI. ®OPC-
MAKOP (HEIIEPEBOPHA CHJIA)

11. RELEASE OF LIABILITY. FORCE MAJEURE
(IRRESISTABLE FORCE)

11.1. CTopoHH 3BINBHIIOTHCA Bil BIAIMOBITAIBHOCTI 3a
4yacTKOoBe a00 TOBHE HEBMKOHAHHA CBOiX 3000B'3aHb 3a
JoroBopoM y pa3i HacTaHHA Ta Jii 0OCTaBUH HenepeOopHOi
CHJIM, IO 3HAXOMIAThCS 103a Mekamu KoHTpoiito CTopiH, Ta
ski CTOpOHU HE MOTJIH TependaynTd abo SKUM HE MOTJIH

11.1. The Parties are released from liability for partial or full
failure to fulfil their obligations under the Agreement in the
event of force majeure circumstances that are beyond the
control of the Parties and which the Parties could not foresee
or prevent. In this context, force majeure means: a) natural




3ano0irtu. Y 1pOMY KOHTEKCTI OOCTaBHHU HenepeOOpHOi
CWJIM 03HAYAIOTh: a) CTUXIIHE JIUXO (M0KexkKa, BUOYX, ITOBIHb,
3eMIIeTpyC), IPUPOIHI Ta HEMPUPOAHI KaTacTpodu Ta iHII
obOcTaBWHM, HerepeadaUueHi Ta SKi € mo3a KoHTpoiieM baHky;
0) BiliHy (OrojomieHy YW HEOTOJIOIIEHY), BIHCBHKOBI ii,
OKYTIaIlitfo, aKTH TEePOpU3MY, TPOMAISHCHKY BiiHY, aKTH
TPOMAJICHKOT HEITOKOPH, PEBOITIOTTII, TPOMAJICHKI
0e3MOpsAKK, TPOMAJChKI  3aBOPYIICHHS, I[OBCTaHHS,
CTpaiKkH, B) 1ii, BAMOTH a00 OOMEKEHHSI, 1110 iX BCTAaHOBIIOE
s banky Ypsin Ykpainn a0o iHII TpeTi CTOPOHU, Y TOMY
YUCITI BCTAHOBIICHI YPSIOM OOMEXEHHS Ha TOCTYIl 0
paxyHkiB, iHO3eMHOi  BamoTH abo  OaHKiBCHKOTO
3aKOHO/IaBCTBa YKpaiHu a0o HOro TIyMadeHHs Yy THX MeXax,
y SKAX BOHU MOXYTh 3aBaJIUTH baHKy y BHKOHaHHI HOTO
000B'sI3KiB, MiSTHHA OYyIIb-SKOT0 HaIlIOHAIBHOTO, IHO3EMHOTO
a00 MDXXHApOAHOTO ypsAA0BOro abo iHIIOT0 KOHTPOIIOIYOTO
oprany, HaIllOHATi3aIlifo, EKCIPOTpIalio, BHUXIT 3 Jamy
(3601) B mmaThkHIN cuctemi, B ToMy uucm B Cucremi
enektponnux rwiarexie HBY, 3axomm, mo BXHUBArOTHCS
Oyap-skuM ypsinom abo HBY abo iHImIMM NOBHOBaXHUM
OpraHoM, BaJIOTHI OOMEXeHHS, 3a00pOHU UM OOMEXKEHHS
MIOZ0 TiepeKka3y KOIITiB abo Taki, M0 CTOCYHOThCS
0aHKIBCHKOI MIsIIBHOCTI B IUIOMY, Jil 94X 3aX0JH YPSIOBUX
OpraHiB, yCTaHOB, OpTraHizailiii, a0bo oQimiHHuX oci0 B
Ykpaini abo 3a KopIoHOM (HE3aJIeKHO BiJ TOTO, Y JIi€ MEH
YPSAOOBUI OpraH, yCTaHOBa, OpraHizauis abo oginiiina ocoda
B MEXaX CBOiX ITOBHOBa)KCHB ), HE3aKOHHI [Iii TPETiX 0cio.
11.2. Cropona He 3BUIHHSETHCS BiJl BIAMOBIMAIHHOCTI 3a
HECBOE€UYACHE BHMKOHAHHS 3000B's3aHb, SKIIO OOCTaBUHHU
HerepeOOpHOi cuny, Bu3HaveHi m. 11.1. 3aransHux YMOB,
HACTalll y TMepioJi TPOCTPOUYCHHS BUKOHAHHS OOPTOBUX
3000B'A3aHb.

11.3. Cropona 3000B's13aHa MOBiqOMUTH iHITY CTOPOHY PO
HACTaHHS Ta MPUMTUHEHHA Jlii 00cTaBUH HerepeOOpHOI CHITH,
3 HaJaHHSIM MiATBEPKCHHS TOProBO-IMPOMHCIOBOI MAJATH
VYxpainu, npotsarom 3-x pododnx IHIB BiJ 1aTH HACTaHHS a00
npuIMHeHHs iX aii. HenorpuMaHHS CTPOKIB MOBiOMIICHHS
PO HACTaHHA OOCTaBWH HeEIepeOOpPHOi CHiIM 1030aBisie
CropoHy IpaBa MOCHJIATUCS Ha TaKi 00OCTaBUHU SIK ITiJICTABY
3BUILHEHHS BiJ BIAIOBITAILHOCTI.

11.4. Y pa3i HacraHHsS oOcCTaBWH, Bu3HadeHmx 1. 11.1.
3aranpHUX YMOB, TepMiH BHKOHaHHS 3000B'i3aHb 3a
JloroBopom noJoBXKY€ETbCS HA CTPOK J1ii TAKUX OOCTaBUH, aje
He OunbIIe K Ha | MicALb.

11.5. Sxmio oo6cTaBunu, Bu3HaveHi 11. 11.1. 3aranpaux YMoB,
JMUATUMYTh TOHax 1 wmicsnp, BiamoBigHa Cropona 3a
HoroBopom 3000B's13aHa TPOTATOM 5-TH POOOYMX AHIB Bix
3aKiHYEHHS CTPOKY, BU3HadeHoro 1. 11.4. 3aranpHnx YMOB,
MOTacuTH 3a00proBaHicTh 3a JJoroBopoM.

3acmepesicennn: CmopoHu OOMOBUTUCH, WO HUCbMOBE
nogioomnennss Kommpacenma npo wnacmanus o6cmagun
Henepebopnoi curu bauk 30MUCHIOE WIISAXOM PO3IMIUYEeHHS
8I0N0GIOHOI [H(hopmayii 6 onepayitinux 3a1ax YCMAaHos
banxy ma na Ogiyitinomy caiimi Baunky.

disaster (fire, explosion, flood, earthquake), natural and
unnatural disasters and other circumstances unforeseen and
beyond the control of the Bank; b) war (declared or
undeclared), hostilities, occupation, acts of terrorism, civil
war, acts of civil disobedience, revolution, public unrest,
riots, uprisings, strikes, c) actions, requirements or
restrictions established by the Government of Ukraine or
other third parties for the Bank, including restrictions
imposed by the Government on access to the accounts,
foreign currency or banking legislation of Ukraine or its
interpretation to the extent that they may interfere with the
performance of Bank's duties, actions of any national,
foreign or international governmental or other regulatory
body, nationalization, expropriation, failure (malfunctions)
of the payment system, including the NBU Electronic
Payment System, measures taken by any government or
NBU or other authorized body, currency restrictions,
prohibitions or restrictions on the transfer of funds or those
that relate to banking activities in general, actions or
measures of government bodies, institutions, organizations
or officials in Ukraine or abroad (regardless of whether this
a governmental body, institution, organization or official
acts within its powers), illegal actions of third parties.

11.2. The Party is not released from liability for untimely
fulfilment of obligations if force majeure circumstances
specified in clause 11.1. of the General Conditions occurred
during the period of delay in the fulfilment of debt
obligations.

11.3. A Party shall notify the other Party of the occurrence
and termination of force majeure circumstances, with the
confirmation of the Chamber of Commerce and Industry of
Ukraine, within 3 working days from the date of their
occurrence or termination. Failure to comply with the terms
for notification of the occurrence of force majeure
circumstances deprives the Party of the right to invoke such
circumstances as the basis for release of liability.

11.4. In the event of circumstances specified in clause 11.1.
of the General Conditions, the term for fulfilment of
obligations under the Agreement is extended for the
duration of such circumstances, but not more than 1 month.
11.5. If the circumstances specified in clause 11.1. of the
General Conditions last for more than 1 month, under the
Agreement the Party is obliged to pay off the debt under the
Agreement within 5 business days from the date of
expiration of the period specified in clause 11.4. of the
General Conditions.

Caution: The Parties agreed that the Bank makes a written
notice for the Counterparty about the occurrence of force
majeure circumstances by posting relevant information in
the operating rooms of the Bank's institutions and on the
Bank's official website.

12. PIHAHCOBU MOHITOPUHI

12. FINANCIAL MONITORING




12.1.KonTpareHt po3ymie, mo baHk € cy0’€KTOM IEpPBHHHOTO
(iHAaHCOBOTO MOHITOpUHTY 1 3000B’s3aHMH  HalaBaTH
BiJIIOBIIHOMY  YIOBHOBaXEHOMY  OpraHy  JepKaBU
iHdopmariito mpo ¢inaHcoBi omepamii KonTpareHrta, 1m0
miasaraioTs (iHAHCOBOMY MOHITOPHHTY, Ta 3AIHCHIOBATH
iHOn  mepenOadeHi 3aKOHOAABCTBOM  [Iii, TMOB’s3aHi 3
MOHITOpUHTOM (hiHAaHCOBUX omepamniii KoHnTpareHnrta, B ToMy
YHUCIII BIIMOBHUTHUCS BiJ 3IiHCHEHHS (piHAHCOBOI omeparrii
KoHnTparenra, Ko BOHa MOPYIIye 3aKOHOJABCTBO IIIOJIO
MPOTHIIi Jeramizamii TOXOMIB, OJepKaHUX 3JI0YHHHUM
nuiaxoM. B Takomy Bumaaky bBaHK 3BUIBHSETBCSA Bif
BiJINOBIIAJIBHOCT] (B TOMY YHMCII BiJl CIUIATH HEYCTOWKH Ta
30WTKIB) 32 BiIMOBY BiJ 3IiiiCHEHHS BiIMOBiIHOI (hiHAHCOBOT
omnepamnii KoHTpareHTa YW TpUNWHEHHS CIHIBIpami 3a
Horosopowm.

KonTpareHnt moromxyerbcs 3 THM, 10 baHk Mae mpaBo
BITMOBHTHCS Bil BUKOHaHHS [lOTOBOpPY 3 BUIIIEBHKIIAICHUX
MiJCTaB Ta iHIIIIOBATH JOCTPOKOBE po3ipBaHHs JloroBopy 3a
iHiriaTBow baHKy.

12.1. The Counterparty understands that the Bank is the
subject of initial financial monitoring and is obliged to
provide information on the financial transactions of the
Counterparty subject to financial monitoring to the relevant
authorized state body and to carry out other actions provided
by the Legislation related to monitoring the financial
transactions of the Counterparty, including to refuse to carry
out the financial transactions of the Counterparty if it violates
the law on anti-money laundering. In this case, the Bank is
released from liability (including from payment of forfeit and
losses) for refusing to carry out the Counterparty’s financial
transaction or terminating cooperation under the Agreement.
The Counterparty agrees that the Bank has the right to refuse
to implement the Agreement on the above grounds and to
initiate early termination of the Agreement at the initiative of
the Bank.

13. 3AXUCT NEPCOHAJIBHUX JAHHUX

13. PERSONAL DATA PROTECTION

13.1.51, BuaacHuK mepcoHAJbHHX JaHuUX  (oco0a,
YHOBHOBa)kKeHa Ha miamucanHs JloroBopy onHieto i3 CTopin),
NOBIJOMJIGHUH MPO MeTy 00poOku iHmo0 CTOpPOHOI0 MOIX
nepcoHaNbHUX JaHuX (Oynp-ska iHdopmauis npo ¢i3uuHy
oco0y abo iHdopmaris, mo CToCcyeThCs (i3MIHOI 0COOH, B
TOMY 4HCJi, OJHAaK HE BHKIOYHO iH(pOpMAIliS 010
Mpi3BUIIA, iMeHi, Mo O0aTbKOBi, JAaHWX, sKI 3a3HaueHi B
nacropti (a0o maHuX, sSKi 3a3Ha4YCHI B IHIIOMY JOKYMEHTI, 110
MOCBiAIye 0co0y), peecTpariitHoro HoMepy 00JIiKOBOi KapTKU
TUTATHUKA TTO/IATKiB, TPOMASIHCTBA, MICIS MPOXUBaHHs abo
nepe0yBaHHs, Miclsl poOOTH, IMOCaIU, HOMEPIB KOHTaKTHUX
tenedoniB/(hakcis, anpecu eNeKTPOHHOI MOIITH, TOIIO, HaZai
— TIlepconanbui pgawi) a came: yKJIaJeHHS, 3MiHH,
MIPUITMHEHHS JOTOBOPIB, BUKOHAHHS JOTOBOPIB, a TAKOX JIJIs
3MIACHEHHsS Jild, TOB’S3aHHUX 13 YKIAJEHHIM, 3MIiHOIO,
MPUITMHEHHSIM Ta/a00 BUKOHAHHSIM JIOTOBOPIB, Y TOMY YHCJII
[UITXOM 3JIHCHEHHS TMPSMUX KOHTAaKTiB i3 BiacHukom
MEPCOHAIFHUX JIaHUX 3a JIOTIOMOTOI0 3aco0iB  3B’SI3KY;
3axucTy iHmor CTOPOHOIO CBOIX MpaB Ta IHTEPECIB.
13.2.[Migmucannsm [JoroBopy BiacHuK nepcoHanbHUX JaHUX
onHiei CTOpOHM Ja€ CBOIO 3rojy Ha Mepeaady (IMOIUpeHHs),
y T.4. TpaHCKOpAOHHY, iHIIOW CropoHot [lepcoHanabHUX
nmanux TperiMm ocobam (ocobu, 3 sikumu iHma CrTopoHa
nepedyBae y JIOTOBIPHUX BIJIHOCHMHaX Ta/ab0 WICHU
MaTepuHChKOI Tpymu iHmoi CTOpoHM), 3MiHY, 3HHUIIEHHS
Ilepconanpanx mannx abo OOMEXEHHS IOCTYIy [0 HHX
BINOBIHO 70 BUMOr 3akoHy VYkpainu «lIpo 3axuct
MIEPCOHAFHUX JaHuX» (Hamaii — 3akoH) Ta 0e3 HeoOXiTHOCTI
HaJlaHHA BllacHMKY TIepCOHANBHUX JaHUX I[HUCHbMOBOTO
MOBIIOMJICHHS TIPO 3/1IMCHEHHSI 3a3HAYCHUX Jii.
13.3.[Tiamucannsm [doroBopy BnacHuk nepcoHanbHUX AaHUX
KokHOT CTOpPOHM MiATBEPIKY€E, MO B MOMEHT 300py
[epconanpaux aanux iHma CTOpoHa MOBiTOMMIIA HOTO TIPO
BOJIOAUIBIIS [lepcoHaNBHUX NaHUX, CKJIAJ Ta 3MICT 3i10paHuX
[lepconanbHUX nmaHUX, TpaBa, nependadeHi 3akKOHOM, PO
MeTy 300py [lepcoHambHUX TaHHUX Ta OCi0, IKUM ITePeIaloThCs
ioro IlepcoHanbHi JaHi.

13.1. I, the Owner of personal data (a person authorized to
sign an Agreement by one of the Parties), is informed of the
purpose of processing of my personal data (any information
about an individual or information relating to an individual,
including, but not limited to, information on surname, name,
patronymic, data indicated in the passport (or data indicated
in another identification document), registration number of
the taxpayer registration card, citizenship, place of residence
or stay, place of employment, position, contact telephone/fax
numbers, e-mail addresses, etc., hereinafter referred to as the
Personal Information) by the other Party, namely:
conclusion, amendment, termination of agreements,
implementation of agreements, as well as for the
performance of actions related to conclusion, amendment,
termination and / or implementation of agreements,
including through direct contacts with the Owner of personal
data using communication tools; protecting of own rights and
interests by the other Party.

13.2. By signing the Agreement, the Owner of the personal
data of one Party gives his consent to the transfer
(distribution), incl. cross-border, of personal data by the
other Party to third parties (persons with whom the other
Party is in a contractual relationship and/or members of the
parent group of the other Party), change, destruction of
personal data or restricting access to them in accordance with
the requirements of the Law of Ukraine “On Personal Data
Protection” (Hereinafter - the Law) and without the need to
provide the Owner of personal data with a written notice on
the performance of these actions.

13.3. By signing the Agreement, the Owner of the personal
data of each Party confirms that at the time of the collection
of personal data, the other Party informed him about the
keeper of the personal data, the composition and content of
the collected personal data, the rights stipulated by law, the
purpose of collecting personal data and the persons to whom
his personal data is transmitted.




13.4.Cropona migTBepmxye (rapanrye), mo I[lepcoHanmbHi
nmani ¢ismyHMX ocib, sKi mepenmatoTbes iHmIA CTOpOHI,
3MIACHIOETHCS 3a 3T0/I0K0 TakuX (hi3muHUX 0cid 1 Taki ocodu
MTOBITOMJICHI TIPO BiIOMOCTI, 3a3Ha4eHi B 4.2 cT.12 3akoHy.
13.5. ¥ pa3si, axmo ymoBamu JloroBopy mnependadeHo
nepenaya Croponamu ogna onuiii IlepcoHanbHUX JaHMX
¢diznunnx ocid, Croponu 0epyTh Ha cebe 3000B’I3aHHS:
13.5.1. 3a0e3meuyBaTd BHKOHAHHS BUMOT IIOAO PEXUMY
JlocTymy, oOpoOKM Ta 3axucTy l[lepcoHaNbHUX MaHUX, SKi
BOHU OTPUMYIOTh Ui Ta/abo y 3B’S3Ky 3 BUKOHAHHSIM
JoroBopy, 30KpemMa BUMOT 3aKOHY;

13.5.2. He nomyckaTtu HECaHKIIOHOBAHOTO JOCTYIY JIO
[lepcoHanbHUX AaHUX HE YIIOBHOBaKEHUMHU 0CO0aMU 3 YyUCIa
criBpoOiTHUKIB CTOpiH, a TakoX OyIb-TKHMH TpPETIMH
ocobaMH BHACHIJOK He3a0e3MeYeHHd HAIEeKHUX 3aXOIiB
30epiranHs/pexumy 30epiranHs llepcoHanmbHHMX — JaHHX,
HEBXKUTTSA IHIMUX 3aXO0NiB OOMEXEHHS OCTYyIly 1O
[epconanpHux gaHuX, ki CTOpOHA MOBHUHHA BXKUTH 3 METOIO
BUKOHaHHsI yMOB J[oroBopy Ta BiINOBiAHO 10 3aKOHY;

13.5.3. ¥V cTpok, SKAH € MIHIMAbHO MOXIIUBUM, alleé He
Oinpie 24 roaMH 3 MOMEHTY HacTaHHA MOAii, iH(pOpMyBaTH
inmy CtopoHy mpo Bci mofii, moB’s3aHi 3 (¢akTamu
posrojiomeHHss ~ abo  MOpYWIeHHS  KOH(igeHLIHHOCTI
TlepcoHanbHUX JaHUX.

13.5.4. Bumorn momo HEpO3roJIOUIeHHS, 3a3Ha4eHi y III.
13.5.1.- 13.5.2.3aranpHuX YMOB, pO3MOBCIO/IKYIOTHCS Ha BCIX
criBpoOiTHUKIB CTOpiH, sKi y 3B’S3Ky 3 BHKOHAHHIM CBOiX
CIy)O00BHX (TIOCamOBHUX) OOOB’SI3KIB MAlOTh JOCTYI 1O
[Mepconanbuux aanux. Skimo no BuKoHaHHs JloroBopy abo
BUKOHaHHs pPoOiT 3rigHo 3 ymoBamu J[loroBopy CropoHn
3amydarote Tperix oci6, Bumorm mm. 13.5.1.- 13.5.2.
3aranbHUX YMOB Y MOBHIH Mipi pO3MOBCIO/IKYIOTHCS Ha TAKUX
oci6. Croponu 3000B’s3anuil oQiUiiiHO JOBECTH BUMOIHU
JoroBopy/3aranpanx YMoB 110 Takux TpeTix oci0.

13.5.5. Ctoponn 3000B’S3yIOTHCS 3aIIPOBAIUTH Ta HAJIECKHO
3aCTOCOBYBaTH 3axoqu Oe3rmeku IMIoA0 3abe3neueHHs
KoHbiaeHniiHOCTI [lepcoHabHUX MaHKUX i Yac 3AiiCHEHHS
MDK HuMH iHQOpMarliiiHoro o0OMiHy, y TOMYy YHCII
3a0e3neuynTy mndpyBanHsa [lepcoHalbHUX AaHUX B IMpoleci
iX MOIIMPEHHs BIAKPUTHMH KaHATaMH 3B 3Ky Ta MEpEKaMH
nepenadi JaHux. Bumoru moo 3axoniB 6e3rneku Ta 3aco0iB
3axucTy iH(OpMamii MOXyTh Toro/pKyBaTrcst CTOpoHaMH B
OKpeMoMy TOpsAKy. BuinesazHaueHi 3axoJd NMOBHHHI OyTH
3ampoBakeri CTOpoHaMH 110 TOYATKy iH(OpMAIiifHOTO
obminy [lepcoHansHUMU JaHIMH.

13.5.6. Skmo iHme He mepembadeHO 3aKOHOJABCTBOM Ta
ymoBamu  JloroBopy/3araibHUX YMOB, Y CTPOK, SKHH €
MIHIMaJIbHO MOJKJIBHM, ajieé He Oiiplne 5-Th poOounx JHIB
miclisl 3aKiHYeHHS CTPOKY Aii abo mpunuaeHHs JoroBopy, a
TaKOX TWICJs OTPUMAaHHS NMHCHMOBOI BHMOTH BiJ OJHI€T i3
Cropin, inma CropoHa 3000B’S3y€ThCS  MOBEPHYTH
CropoHi,sika Hajiciana TaKy MHUCHBMOBY BHMOTY, HOCIT THX
[epconanbHUX JaHWX, SIKi MepeAaHi As Ta/abo y 3B 43Ky 3
BUKOHaHHSIM J{0roBopy, He 3aJUIIaoydd y cede >KOJHUX KOk
(y ToMy 9ucHi eNeKTpOHHNX 9H Y (hOpMi KapTOTEK), a TAKOK
BIZITBOpEHb YU BHUTSATIB 3 JOKYMEHTIB, (aiiyiB, TaHUX TOIIO,
siki  3a3HaueHi sk IlepcoHanbHi  jAaHi, SIKIIO iHIIE He

13.4. The Party confirms (guarantees) that the transfer of
Personal data of individuals to the other Party is carried out
by agreement of such individuals and they are notified of the
information specified in part 2 of article 12 of the Law.
13.5. In the event that the terms of the Agreement provide
for the transfer Personal data of individuals by the
Parties to each other, the Parties undertake:

13.5.1. to ensure compliance with the requirements for
access, processing and protection of Personal data that they
receive for and/or in connection with the implementation of
the Agreement, in particular the requirements of the Law;
13.5.2. To prevent unauthorized access to personal data by
unauthorized persons from among the employees of the
Parties, as well as by any third parties due to the failure to
provide appropriate measures for storage/storage mode of
personal data, and other measures to restrict access to
personal data that the Party should take in order to fulfil the
conditions of the Agreement and in accordance with the Law;
13.5.3. To inform the other Party of all events related to the
disclosure or violation of the confidentiality of personal data
within the time period that is the minimum possible, but no
more than 24 hours from the moment the event occurred.
13.5.4. The requirements for non-disclosure specified in sub-
clauses 13.5.1.- 13.5.2. of the General Conditions apply to all
employees of the Parties who have access to personal data in
connection with the performance of their official (position)
duties. If the Parties involve third parties in the performance
of the Agreement or work according to the conditions of the
Agreement, the requirements of sub-clauses 13.5.1. - 13.5.2.
of the General Conditions fully apply to such persons. Parties
are required to formally communicate the requirements of
the Agreement / General Conditions to such third parties.
13.5.5. The parties undertake to introduce and duly apply
security measures to ensure the confidentiality of personal
data when exchanging information, including ensuring the
encryption of personal data during its distribution through
open communication channels and data transmission
networks. The requirements for security measures and
information protection means may be agreed by the Parties
separately. The above measures should be introduced by the
Parties before the exchange of personal data begins.

13.5.6. Unless otherwise provided by the Legislation and the
conditions of the Agreement/General Conditions, within the
period that is the minimum possible, but not more than 5
working days after the expiration or termination of the
Agreement, and also after receiving a written request from
one of the Parties, the other Party returns to the Party that
sent such a written request, the carriers of the personal data
that were transferred for and/or in connection with the
implementation of the Agreement, without retaining any
copies (including electronic or in the form of a card file), as
well as reproductions or extracts from documents, files, data,
etc., which are indicated as Personal Data, unless otherwise
provided by the Legislation or the conditions of consent of
the personal data subject.




nependadeHo 3aKOHOAABCTBOM a00 YMOBaMU 3rofH Cy0’ €KTa
MIEPCOHAILHUX JaHUX.

14. CTPOK JIi JOrOBOPY. 3MIHHU TA PO3IPBAHHSA
JOI'OBOPY/3AT'AJIBHUX YMOB

14. TERM OF THE AGREEMENT. AMENDMENTS
AND TERMINATION OF THE AGREEMENT /
GENERAL CONDITIONS

14.1.Ctpox nii HoroBopy 3a3HaudaeTbcs CTopoHamu y
inauBimyaneHid  4actuHi  [loroBopy. CTOpOHH MOXYTh
BH3HAUUTH CTPOK mii JloroBopy y myOmiuHili YacTuHI
HoroBopy (3arasbHux YMoOBax), 3a3HAuMBIIA IPO 1€ B
inauBigyaneHiii  wactuHi  [orosopy.  HoroBip  He
MOIIUPIOETHCS Ha 3000B’s13aHHs, M0 BHHHUKIM y CTOpiH IO
yKIajeHHss HUMHU JloroBopy, SKIIO IiHIIE TPSIMO He
nepenoayene Jloropopom. 3akiHueHHsS cTpoky 1ii JloroBopy
He 3BiUTbHAe CTOPOHHM BiX BIAMOBIMANBHOCTI 3a HOTO
MOPYIISHHSI, IO MaJIo Mictie mix 9ac mii JloroBopy.

14.2.V pa3si, sxmo 3a 15 kajeHgapHUX AHIB 10 MOMEHTY
npunuHeHHs. cTpoky aii Jlorosopy sxomHa i3 CropiH He
3a4BUTh TIPO Horo pozipBaHHs, TO JlOToBip BBa)kKaeThCA
MPOJOBKECHUM (TPOJIOHTOBAHMM) Ha KOXXHHM HACTYIHUN
KaneHgapHuii  pik. JlaHa  mpomenypa — mpoJsioHramii
3aCTOCOBYETHCS B KOXXKHOMY BHIIAAKY CIUIMBY CTPOKY Jil
HoroBopy, skmo iHme He Bu3HaueHo CrTopoHaMH Yy
IHAMBIyaNIbHIN YacTuHI JJoroBopy.

14.3. [oroBip Moxe OyTH JOCTPOKOBO pO3ipBaHUI 3a
iHiIiaTHBOIO Oyab-sKoi 13 CTOpiH y BHIagKax, BUZHAYEHHX
3aranbHUMU ~YMOBaMH, LUISXOM BiANPABICHHS 1HIIN
CTopoHi  MHCHMOBOTO  TOBIIOMJIGHHS 3 MIIIHCOM
YIOBHOBa)keHOi 0co0u CTOPOHM 3 NPOCTABICHHSIM IEYaTKH
(3a ymoBH 1i BUKOpPWCTaHHS), SKIIO IHIIE HE BHU3HAYCHO
Croponamu y iHguBimyansHid wactudi [loroBopy. Take
NUCbMOBE MOBIJOMJIEHHS HaacuiaeTbess CTopoHamMu y
MOPSAAKY, BH3Ha4YeHOro posautoMm «8. IloBimomieHHD»
3aranpHUX YMOB, HE Mi3HIlE HiX 3a 15 kajneHAapHUX JAHIB
JI0 3arIaHOBaHoi AaTH po3ipBaHHs JloroBopy, SKIIO iHIIE HE
Br3HaueHo CTOpoHaMU y iHAMBIAyalbHil dacTuHi [JoroBopy.
14.4. Bci 3MiHM Ta IOTIOBHEHHS JI0 1HIMBIAYyaJIbHOT YaCTHHU
Horosopy odopmittorotscst CTopoHaMH y MTUCBMOBIH (hopmi,
y BHUIVIAI JOTOBOPIB NMPO BHECEHHS 3MiH Ta IONOBHEHb
(monmatkoBWUX  yrom), SKI TOBMHHI OyTH MiANHCaHi
YIOBHOB2)XEHUMH  TpeAcTaBHHKaMH 000x CropiH Ta
ckpituteHi  BigOutkamm medatok CtopiH (y pasi  ix
BUKOpHCTaHH:). Bei 3minm 1 monoBHeHHS 110 JloroBopy € ioro
HEBiI'€MHUMH YaCTUHAMHU.

14.5. bank Mae mnpaBo B OAHOCTOPOHHLOMY IOPSIKY
BignoBimHO A0 crarTti 651 lluBinmbHOTO KOAEKCY YKpaiHu
3MIHIOBaTH Ta/ab0 JOMOBHIOBATH YMOBH ITyOJIIYHOI YaCTHHU
JoroBopy (3araibHux YMOB), IUISIXOM PO3MIIICHHS TaKUX
3miH Ha OdiniiHomy caiiti banky 3a 30 kajgeHgapHUX AHIB
JI0 aTy HaOpaHHS YMHHOCTI TAaKWX 3MiH/IOMTOBHCHb.

14.6. Y pa3i BiACyTHOCTi MMCHMOBUX 3arepeycHb 31 CTOPOHH
Konrparenra 10710 3aIPOMIOHOBAHUX Bankom
3MIiH/JOTIOBHEHh 70  TyOmiuHoi  vactmam  JloroBopy
(3aranpHux YMOB), mojgaHux A0 baHKy 10 BCTymy B Aif0
3rajlaHux 3MiH/IOMOBHEHb, KOHTPAareHT BBa)Ka€THCS TaKUM,
10 NPHUHHSAB Ta IMOTOAMBCA 13 3allPONOHOBaHMMHU baHKoM
3MiHAMHW/IOTIOBHEHHSAMH 10 ITyOIidHOi YacTHHH JloroBopy
(3aranpHuX YMOB).

14.1. The Parties shall specify the term of the Agreement
in the individual part thereof. The Parties may set the term of
the Agreement in the public part thereof (General
Conditions) specifying the same in the individual part of the
Agreement. The Agreement shall not cover obligations of the
Parties arisen before the date of the Agreement unless
otherwise expressly stipulated therein. Expiry of the
Agreement shall not release the Parties from liability for
violation occurred during the term of the Agreement.

14.2. If 15 calendar days before the expiry of the Agreement
neither Party notifies of termination, then the Agreement
shall be treated as renewed (extended) for each following
calendar year. This procedure of renewal shall apply to each
expiry of the Agreement unless otherwise stipulated by the
Parties in the individual part of the Agreement.

14.3. The Agreement may be early terminated upon the
initiative of any of the Parties in cases determined by the
General Conditions by a written notice sent to the other Party
and signed by the authorized representatives of the Party and
affixed with the seal (if any) unless otherwise determined by
the Parties in the individual part of the Agreement. Such
written notice shall be sent to the Parties as specified in
Section 8 (Notices) of the General Conditions not later than
15 calendar days before the schedules termination date
unless otherwise stipulated by the Parties in the individual
part of the Agreement.

14.4. All amendments and additions to the individual part of
the Agreement are executed by the Parties in writing, in the
form of agreements on amendments and additions
(supplementary agreements), which must be signed by
authorized representatives of both Parties and sealed with
stamps of the Parties (if used). All amendments and additions
to the Agreement are its integral parts.

14.5. In accordance with Article 651 of the Civil Code of
Ukraine, the Bank has the right to unilaterally amend and/or
supplement the conditions of the public part of the
Agreement (General Conditions) by posting such
amendments on the Bank’s official website 30 calendar
days prior to the date of entry into force of such
amendments/additions.

14.6. In the absence of written objections from the
Counterparty regarding the amendments/additions proposed
by the Bank in the public part of the Agreement (General
Conditions) submitted to the Bank before the said
amendments/additions take effect, the Counterparty is
deemed to have accepted and agreed with the
amendments/additions to the public part of the Agreement
proposed by the Bank (General Conditions).

14.7. If the Counterparty does not agree with new
amendments/additions to the public part of the Agreement
(General Conditions), it has the right to bring the agreement
to an early termination and provide the Bank with a written




14.7. SMxmo KoHTpareHT HE 3roJIeH 3  HOBUMH
3MIiHAMH/JIOTIOBHEHHSIMH 10 TyOsiyHOi yactuHU JloroBopy
(3arampHUX YMOB), BiH Ma€ MpaBO JOCTPOKOBO PO3ipBaTH
JoroBip 3 HagaHHAM baHKy BiIITOBIZHOTO THCHMOBOTO
noBiomsieHHs: 3a 30 KaJeHJapHUX JHIB JO JaTH TaKoro
MIPUIMHEHHS, TIONEPeHhO BHKOHABIIM BCi 3000B’s3aHHS
mepen bankom, BcraHomieHi JloroBopom/3aramsHUMU
YMmoBamu. B iHIIOMY BHINAaAKy Taki 3MiHH BBa)KalOThCS
npuiiHaTUMU KoHTpareHToM.

14.8.KonTpareHt 3000B’I3yETHCS CaMOCTIHHO
O03HAHOMITIOBAaTUCS 3 TIOBIMOMJICHHSAMH banky Ta/abo
3MIiHAMMW/JIOTIOBHEHHSIMH J10 TyOsiyHOi yactuHU JloroBopy
(3aranpHuX YMOB), 110 po3MitytoThcst Ha OdiniiiHoMy caifTi
banky, ane He pimmre HiX 1 pa3 Ha MiCSAIIb.

14.9.1llnsxoM  miAmuMcaHHsS — IHAWBIAyalbHOI  YaCTHHU
HoroBopy, KoHTpareHT migTBepIKye, MmO BiH B JeHb
yknageHas J[oroBopy ocoOHCTO OTpHUMaB CBiM HPHUMIipHUK
IHAMBiAyanbHOI YacTuHU J{oroBOpY, a TaKoX O3HAWOMIIEHUH
Ta 3rOJHUH 13 3arajJbHUMU Y MOBaMU.

notice 30 calendar days prior to the date of such termination,
after having fulfilled all obligations to the Bank established
by the Agreement / General Conditions. Otherwise, such
amendments are considered accepted by the Counterparty.
14.8. The Counterparty undertakes to independently
familiarize itself with the Bank's notices and/or
amendments/additions to the public part of the Agreement
(General Conditions) posted on the Bank's official website,
but at least 1 time per month.

14.9. By signing the individual part of the Agreement, the
Counterparty confirms that on the day of conclusion of the
Agreement he personally received his copy of the individual
part of the Agreement, as well as he is familiar with and
agrees to the General Conditions.




